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Large language models (LLMs) have demonstrated potential in diverse domains including software analysis. Yet there is a lack of
systematic assessment of how LLMs perform in comparison to various extant approaches, and how LLMs may be improved, for
software vulnerability analysis, via prompt engineering. In this paper, we present a comprehensive, large-scale empirical study of ten
LLMs with seven prompting strategies versus nine traditional (five code-analysis- and four deep-learning-based) techniques on three
vulnerability analysis tasks (detection, classification, and repair) against five real-world datasets (8,000+ C/C++ samples, including
a zero-day dataset). We show that, with existing prompting strategies, LLMs often struggle with practical vulnerability analysis
and underperform the traditional approaches. Via in-depth case analysis, we reveal that the evaluated LLMs frequently suffer from
incorrect reasoning. Based on these findings, we improve the prompting with a vulnerability-specific adaptation of chain-of-thought
(CoT), named Vulnerability-Semantics-guided Prompting (VSP). Our results show that VSP improves the performance of some of the
LLMs in certain configurations across the three tasks. VSP also helps mitigate the reasoning limitations for some of the evaluated LLMs.
For vulnerability detection on unseen data, improvements are limited or marginal for some models. We further identify seven common
challenges that led to the LLMs’ incorrect answers in these tasks and provide actionable recommendations to help mitigate them.
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1 INTRODUCTION

Software vulnerabilities are increasingly prevalent [41, 49, 52, 76] and consequential [23, 27, 40]. In response, numerous
techniques for a range of defensive tasks (i.e., detecting the presence of vulnerabilities [13, 13, 22, 34, 48, 51, 65,
90, 91], classifying vulnerabilities of various types [12, 30, 37, 45, 50, 60, 64, 81], and repairing the vulnerabilities
found [17, 29, 32, 58, 75, 102]) have been proposed. Tackling these three essential software vulnerability analysis tasks,
existing approaches, including traditional ones based on code analysis [12, 22, 37, 45, 48, 64, 81] and more recent ones
based on deep learning (DL) [17, 28, 29, 38, 53, 54, 60, 82, 95, 105], have been both successful and subject to various
limitations [9, 15, 42, 67, 69, 71].

Lately, pre-trained large language models (LLMs) have demonstrated potential in diverse domains including software
analysis [25, 43, 44, 57, 97, 103]. Some LLM-based techniques have also been proposed for vulnerability analysis [36, 46,
80, 83, 96]. However, these techniques require assistance from external information (e.g., error messages), which may not
always be available [46, 80, 96]. Other works fine-tune the open-source LLMs [36, 83], which may require considerable
resources and cannot use the most powerful commercial LLMs. These constraints limit the application of LLMs for
vulnerability analysis. Therefore, a direct and easy-to-use LLM-based approach for vulnerability analysis is needed.
Among various LLM-based strategies, prompt engineering stands out as a highly accessible and practical direction,
especially given that pre/re-training or fine-tuning may not be feasible for most users, particularly with commercial
LLMs. Yet there is still a lack of comprehensive assessment on how LLMs perform across different vulnerability analysis
tasks with different prompting strategies and how to improve them.

Existing studies [21, 75, 84, 87, 104] have taken important steps in this regard. However, they are subject to one or
more of the following limitations: (1) address single tasks only (almost all focusing on vulnerability detection), (2) use
relatively small datasets (e.g., <400 samples in total [84, 87] or 30 real-world samples [87]), (3) dismiss traditional (i.e.,
non-LLM-based) approaches, including code analysis- and DL-based ones, in comparisons [75, 84, 104], (4) provide
no evaluation on LLM reasoning correctness, and (5) ignore the data leakage/contamination issues [75, 84, 104] (i.e.,
the LLMs may have seen the testing samples’ labels during their training). Moreover, while these studies generally
conclude that current LLMs are not yet ready for vulnerability analysis, they (6) only directly use existing prompting
strategies without providing or evaluating improvement strategies.

In this paper, we seek to fill these gaps through a comprehensive and large-scale assessment of LLMs with different
prompting strategies, and exploration of how to improve them, for vulnerability analysis across three tasks (detection,
classification, and repair) against more than 8,000 real-world code samples from four existing datasets and a zero-day
dataset (where all the vulnerabilities were released after all the LLMs’ training cut-off dates).

In this study, we seek answers to seven research questions:

RQ1: (How well) can current LLMs detect, classify, and repair vulnerabilities with existing prompting strategies?
RQ2: (How much) can we improve the prompting strategies for LLMs in vulnerability analysis?
RQ3: How do LLM configurations and system prompts affect the effectiveness of vulnerability analysis tasks?
RQ4: How do LLMs compare to traditional (DL- and code-analysis-based) approaches to the same three essential

vulnerability analysis tasks?
RQ5: Are the vulnerability analysis results produced by LLMs based on correct reasoning about the vulnerabilities?
RQ6: Can we improve the reasoning of LLMs in vulnerability analysis via prompt engineering?
RQ7: What are the common challenges to LLMs in analyzing real-world software vulnerabilities?
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To answer these questions, we assess ten LLMs with five prompting strategies (standard prompting, standard few-shot
learning, retrieval-augmented generation (RAG), naive chain-of-thoughts (CoT) [92], and zero-shot completion [75])
against nine SOTA traditional (five code-analysis-based and four DL-based) approaches. Then, we examine whether
the generated reasoning from LLMs captures the vulnerability semantics (i.e., behaviors of a program that make it
vulnerable) and justifies their responses correctly. Based on the limitations found, we propose a vulnerability-specific
CoT adaptation, named Vulnerability-Semantics-guided Prompting (VSP). It features task-specific prompting unified
across the three tasks via vulnerability semantics, which is represented by the vulnerability-relevant code semantics of a
program [7] that capture (i.e., account for) its vulnerable behaviors. Accordingly, VSP uses descriptions of vulnerability-
relevant data and control dependencies as exemplars to encourage the model to focus its reasoning on the vulnerability
behavior when producing an answer. We also assess the challenges faced by LLMs for vulnerability analysis which
lead to incorrect predictions. We further provide actionable recommendations for mitigating these challenges such as
leveraging traditional code analysis techniques for control/data flow analysis.

Among other findings, our study reveals that:
• Direct use of existing prompting strategies on LLMs does not work well for vulnerability analysis (with up
to 47.06–54.55% F1 for detection, 25.40–41.11% micro F1 for classification, and 20.40–70.83% correct rate for
repair) and sometimes underperform the traditional approaches (which achieve up to 52.31% F1, 36.23% micro
F1, and 83.33% correct rate for detection, classification, and repair, respectively). Against the zero-day dataset,
some LLMs perform much worse than they perform on existing datasets, indicating their potential subjection to
data leakage/contamination issues. This underscores the critical need for better prompting strategies specific to
vulnerability analysis tasks and for using zero-day datasets as the primary benchmark for unbiased evaluation to
mitigate data leakage/contamination risks to evaluation validity.

• The LLMs suffer from incorrect reasoning, where only 4.03–14.07% of the reasoning is correct; even among the

correct (final) predictions, 16.51–69.26% of the reasoning is incorrect, which limits LLMs’ usability and credibility for
vulnerability analysis. Meanwhile, (i) the reasoning underlying incorrect responses is consistently incorrect, while
(ii) for producing correct responses, different tasks depend on reasoning correctness to different extents—more
challenging tasks (e.g., vulnerability repair) have stronger reliance on correct reasoning for producing correct
predictions than less challenging tasks (e.g., vulnerability detection). In other words, more challenging tasks are
less likely to suffer from coincidental correctness of their LLM responses, while LLMs can be more likely to produce
coincidentally correct answers for less challenging vulnerability analysis tasks.

• With our proposed vulnerability-specific adaptation of Chain-of-Thought (CoT) prompting (i.e., VSP), some of
the LLMs show improved performance for the three tasks in specific evaluated scenarios (achieving F1 scores of
48.70-62.68% for detection, micro F1 of 40.16-47.27% for classification, and correct rates of 30.25-83.33% for repair).
VSP also enables certain top-performing LLMs to outperform the evaluated traditional baselines (by up to 25.80%
for detection, 234.11% for classification, and 6.10% for repair) and helps mitigate incorrect reasoning (achieving
50.15-94.22% correct reasoning rates for correct final predictions). Our findings show that VSP is associated with
improved performance in certain settings, consistent with its design goal of emphasizing vulnerability-focused
semantic reasoning.

• Seven common causes can lead to LLMs’ incorrect predictions across the three tasks, including insufficient context

(e.g., LLMs do not know about a self-defined/external function called) and incomplete data/control flow analysis

(e.g., LLMs miss key data-flow facts as part of the vulnerability semantics) as primary causes; in other cases,
LLMs suffer from not following exemplars, logic errors, and unreadable output issues. These novel insights into
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Table 1. LLMs examined in our study

Model Version #Params Max #Tokens Vendor Release date Cutoff Date License
Gemini Gemini-Pro 50T 30,720 Google Dec. 2023 Apr. 2023 Commercial
Claude3 Claude-3-Sonnet 70B 200,000 Anthropic Mar. 2024 Aug. 2023 Commercial
GPT-3.5 gpt-3.5-turbo-16k 175B 16,385 OpenAI June 2023 Jan. 2022 Commercial
GPT-4 gpt-4o 175B+ 128,000 OpenAI May 2024 Oct. 2023 Commercial

Llama2-7b llama-2-7b-chat-hf 7B 4,096 Meta July 2023 Sep. 2022 Open-Source
Llama2-13b llama-2-13b-chat-hf 13B 4,096 Meta July 2023 Sep. 2022 Open-Source

Falcon falcon-7b-instruct 7B 2,048 TII June 2023 Apr. 2023 Open-Source
CodeLlama codellama-13b-instruct-hf 13B 4,096 Meta July 2023 Sep. 2022 Open-Source

Qwen2.5-Coder qwen2.5-coder-14b-instruct 14B 131,072 Alibaba Sep. 2024 Oct. 2023 Open-Source
DeepSeek-Coder-V2 deepseek-coder-v2-lite-instruct 16B 131,072 DeepSeek July 2024 Oct. 2023 Open-Source

why LLMs can fail in vulnerability analysis tasks provide informative guidance for developing future LLM-based
vulnerability analysis techniques.

Based on these findings, we provide actionable suggestions for improving LLM-based vulnerability analysis. Among
others, we recommend (1) using vulnerability-semantics-guided prompting strategies, (2) using LLMs that are capable
of following vulnerability-analysis-specific task instructions, especially the exemplars for effective in-context learning,
as well as understanding code semantics for vulnerability reasoning, (3) providing necessary context information on

demand during prompting to both meet the contextualization needs for vulnerability analysis and reduce the total
prompt length, and (4) integrating traditional code analysis techniques for advanced LLM-based vulnerability analysis to
mitigate LLMs’ insufficiency in data/control flow analysis essential for vulnerability-related code semantics reasoning.

To the best of our knowledge, our work is the first to systematically assess the prompting strategies of LLMs across
three essential vulnerability analysis tasks at large scale and compare them with various SOTA traditional approaches
to the same tasks, while exploring and evaluating an improving methodology. While LLMs face major challenges for
analyzing (especially zero-day) vulnerabilities (i.e., undesirable effectiveness in both prediction accuracy and reasoning
correctness), our findings highlight/point to a direction for improving the LLMs for that purpose. The substantial gaps
in LLMs’ performance on existing vulnerability (i.e., with labels likely leaked) versus zero-day (i.e., vulnerability labels
unseen by models) datasets point to the critical need for future LLM-based vulnerability analysis to be evaluated against
testing samples labeled after the model’s cutoff date.

Our datasets and experimental results are available at https://doi.org/10.5281/zenodo.20585652.

2 METHODOLOGY

In this section, we describe our study setup, including the LLMs (§2.1) examined, the vulnerability analysis tasks (§2.2)
targeted (i.e., goal/motivation and formulation of each task), the datasets (§2.3) utilized, the prompting strategies (§2.4)
considered (existing ones and the improved one), and the baseline traditional approaches to vulnerability analysis (§2.6)
as we compare LLMs with.

2.1 LLMs Assessed

Table 1 summarizes the ten LLMs chosen for our study to cover the models with a variety of sizes, vendors, and
specializations. Gemini [85] and Claude3 [4] are the LLMs from Google and Anthropic which can understand and
generate natural language and code. We chose their most popular versions (Pro and Sonnet) for both effectiveness and
efficiency. GPT-3.5 [26] is a primary LLM from OpenAI for general purposes, and we chose the Turbo-16k version to
allow more input/output tokens. We also consider GPT-4 which is the more powerful LLM from OpenAI and use its
most widely-used version GPT-4o. Llama2 [86] is an open-source LLM from Meta, of which we chose to deploy 7b

Manuscript submitted to ACM

https://doi.org/10.5281/zenodo.20585652


Assessing and Improving Prompting Large Language Models for Software Vulnerability Analysis 5

and 13b versions locally due to our resource limitations. For the same reason, we chose the 7b-instruct version of
Falcon [107], an open-source LLM from the Technology Innovation Institute (TII).

To provide a comprehensive assessment of LLMs’ capabilities in software vulnerability analysis, we also include
three code-specific LLMs. CodeLlama [79], developed by Meta, is designed to generate and discuss code through
text prompts, making it a valuable tool for various programming needs. Qwen2.5-Coder [39], from Alibaba, is a
code-specific model for code generation, reasoning, and fixing. DeepSeek-Coder-V2 [106] is an open-source model
from DeepSeek that offers powerful performance in code-specific tasks.

Finally, to investigate the potential of LLMs beyond prompt engineering, we also evaluate the capability of fine-tuned
LLMs. We specifically select Llama2-13b for fine-tuning, as it demonstrated the strongest overall performance among
the evaluated open-source models in our preliminary experiments. By fine-tuning this top-performing open-source
baseline on our datasets, we aim to rigorously compare the effectiveness of our proposed prompting strategy against
the fine-tuning approach.

2.2 Tasks

Our study addresses three vulnerability analysis tasks: (1) detection (determining if a given code sample is vulnerable
or not), (2) classification (classifying a vulnerable code sample into a vulnerability type/class (CWE)), and (3) repair
(fixing a vulnerable sample based on the vulnerability type and location). These tasks span various levels of analysis,
representing the key steps in holistic defenses against software vulnerabilities. Note that we aim to assess LLMs for
these tasks separately—each assumes what it needs independently, not taking the output of a previous task as its input.

2.2.1 Task 1: Vulnerability Detection. In this task, we aim to check the presence of vulnerabilities in a given code sample,
a typical defensive vulnerability analysis [15, 28, 105]. This task serves as a starting point for evaluating whether LLMs
can recognize vulnerabilities in a broader sense. Note that in this task, the goal is not to detect a specific vulnerability
but to determine whether the code contains a vulnerability of any kind. This mirrors real-world vulnerability scanning,
where tools are expected to identify any security flaw in a piece of code, regardless of the category of that flaw.

We formulate this as a binary classification task. In the input (i.e., prompt) to LLMs, we start with the question
“Q: Does the following code have exploitable vulnerabilities?”. We also request the model: “Please check whether the
vulnerability, if any, can be practically exploited to cause real security consequences.” This guides the model to detect
exploitable vulnerabilities rather than just potential/general bugs. The prompt ends with the code under analysis.

2.2.2 Task 2: Vulnerability Classification. The goal of this task is to, after determining a code sample as vulnerable,
further identify the type of vulnerability (in the form of a CWE ID) in it. In practical vulnerability analysis, developers
not only need to know whether given code is vulnerable but also the vulnerability type to inform their responses and
countermeasure decisions [60].

We formulate this as a multi-class classification task. The input to LLMs starts with the question: “Q: The following
code has been confirmed as vulnerable, which CWE does it have?”, followed by the code sample under analysis. We
also provide the CWE options for the models to choose. That is, the models only need to classify a vulnerability into
one of the five CWEs. The reason is that the CWE options are at different levels of abstraction and are related to one
another (e.g., CWE-20 is a ’super type’ of several specific input validation issues, such as SQL Injection CWE-89, XSS
CWE-79, etc). By providing the options, we can avoid the conflicts on the CWE abstraction levels. Another reason is that
state-of-the-art techniques (e.g., VulChecker [60]) also classify vulnerabilities into one of the given CWE options. To
compare LLMs with these (non-LLM-based) techniques fairly, we follow the same approach to this scoped vulnerability
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classification task. This scoped task formulation also facilitates automatically evaluating LLMs’ response correctness:
given the scope of CWE choices, the LLMs never classified a vulnerable code sample into CWEs that are at higher/lower
levels than the ground-truth labels.

2.2.3 Task 3: Vulnerability Repair. The goal of this task is to eliminate the vulnerability from given vulnerable code
while preserving its functionalities. It is a crucial vulnerability-analysis step as it addresses security risks induced by
the vulnerabilities hence protecting the respective software from potential threats/attacks [29, 75].

We formulate repair as a text-to-text transformation task. The LLM prompt starts with the question: “Q: The following
code has a <CWE ID> vulnerability at line <line no.>. Please provide a valid patch.” We also request the model: “only
show the code changes needed rather than the entire patched code, to conform to the conventional patch format.” The
prompt then ends with the vulnerable code. We explicitly provide the vulnerability location (via the line no.) and type
(via the CWE ID), which is common in bug/vulnerability repair [17, 29, 32].

2.3 Datasets

We evaluate the chosen LLMs on the three tasks using real-world C/C++ code as testing data. We focus on C/C++
language because (1) C/C++ is the most vulnerable language, and (2) many critical software systems are written in
C/C++ (e.g., Linux kernel, Qemu, and FFmpeg). Our choice of C/C++ is also aligned with the availability of existing
vulnerability datasets (with quality ground truth labels); such datasets for other languages are relatively rare compared
to C/C++. We selected datasets containing low-level memory vulnerabilities (e.g., buffer overflows, use-after-free) which
represent a class of vulnerabilities that are both highly prevalent and notoriously difficult to address with existing
techniques. These types of vulnerabilities, which often involve intricate memory management and pointer arithmetic,
are a significant challenge for both traditional tools and modern approaches, including LLMs. Specifically, within each
dataset, we focused on five prevalent memory-related CWEs, with slight variations in the exact CWEs selected. The
categories of these vulnerabilities that we target are mostly in the list of top-25 most dangerous CWEs [1].

VulChecker Dataset. For Tasks 1 and 2, we use the dataset from VulChecker [60] because the samples are compilable
(hence allowing us to directly compare LLMs with VulChecker) and fairly diverse (covering 19 real-world projects,
35 CVEs, and 5 CWEs—CWE-121, 122, 190, 415, and 416). In this dataset, each vulnerable project version has one or
more vulnerable points each labeled with one of the 5 CWEs. Given its source size, a project version cannot be fed
as a whole to LLMs at once. Thus, we consider individual functions as input units as commonly adopted in DL-based
vulnerability analysis [15, 28, 54, 55, 105], To that end, we extract 85 vulnerable functions (11 CWE-121, 15 CWE-122,
40 CWE-190, 7 CWE-415, and 12 CWE-416). For Task 1, we also extract 87,353 non-vulnerable functions from these
projects. Since there are too many non-vulnerable functions that cause extreme data imbalance (>1000:1), we follow
VulChecker to downsample the non-vulnerable functions to 1%, resulting in 873 ones [60]. Nevertheless, we still kept the
dataset imbalanced because non-vulnerable samples are still more prevalent than vulnerable samples in the real-world
vulnerability distribution [15, 60], and such imbalanced dataset setting is widely used in previous works [15, 28, 54, 55].

ExtractFix Dataset. For Task 3, we use the dataset from ExtractFix [32] because the code therein is compilable and
comes with test cases that allow us to validate patches. From this dataset, we collected 24 vulnerabilities that can be
reproduced, for each of which we label the vulnerable line and the CWE ID based on the crash information from the
test cases. These 24 also cover 5 CWEs (7 CWE-787, 9 CWE-125, 2 CWE-190, 4 CWE-369, and 2 CWE-476). Again, we
use function-level samples.
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BigVul+CVEFixes. However, the two datasets are relatively small for a large-scale study. Thus, we further build
a larger dataset where the samples are collected from BigVul [24] and CVEFixes [11], two of the most widely used
real-world vulnerability datasets [28, 29, 38, 68, 70]. We select the vulnerable samples with the same CWEs as in
VulChecker and ExtractFix, resulting in 938 vulnerable samples (149 CWE-121, 159 CWE-122, 333 CWE-190, 112
CWE-415, and 185 CWE-416) for Tasks 1 and 2, as well as 236 vulnerability repair samples (126 CWE-787, 48 CWE-125,
43 CWE-190, 6 CWE-369, and 13 CWE-476) for Task 3. For Task 1, we also select the non-vulnerable samples from
BigVul and downsample to 5,892 samples to avoid the extreme imbalance. We remove any overlap between BigVul and
CVEFixes to avoid duplicates.

Zero-Day Dataset. However, the datasets above include samples from many years ago. It is possible that these
samples were used to train the LLMs, causing potential data leakage/contamination issues. To mitigate this, we
constructed a Zero-Day dataset where all the vulnerabilities were reported after the latest cutoff date of the LLMs
evaluated (October 2023 from GPT-4o). The construction process was as follows:

(1) CVECollection: We first developed a crawler to automatically collect the latest CVEs from the NVDwebsite [63].
(2) Date and CWE Filtering: We then filtered these collected CVEs to include only those with a publishing date

after the LLMs’ latest training cutoff date (October 2023) and that correspond to the most common five CWEs
used in BigVul+CVEFixes (CWE-787, CWE-125, CWE-190, CWE-416, and CWE-476).

(3) Commit Link Verification: We further filtered for CVE reports that provided a direct commit link for patching
the vulnerability. This step was essential to ensure the availability of both the vulnerable source code and the
ground truth patches, which are necessary for our evaluation.

(4) Function-Level Sample Extraction: Finally, from the collected commits, we manually extracted function-level
samples written in C/C++. For each relevant commit, we checked the file types (e.g., .c, .cpp) of the changed code.
We then manually filtered out changes irrelevant to the vulnerabilities (e.g., documentation updates, release
notes) and extracted the vulnerable functions both before and after patching.

With the process, we collected a Zero-Day dataset with 103 vulnerabilities which also cover five CWEs (18 CWE-787,
26 CWE-125, 11 CWE-190, 24 CWE-416, 24 CWE-476) for the three tasks. The vulnerable and fixed versions of these
samples are used for Task 1, while the vulnerable versions are used for Tasks 2 and 3.

PrimeVul Dataset. Recently, Ding et al. [21] point out the issue of low label accuracy in the previous datasets (e.g.,
BigVul and CVEFixes), where up to 75% of the sample labels are inaccurate. To address this, they introduced PrimeVul,
improving label accuracy to 92%. Given this higher quality, we employ PrimeVul to evaluate LLMs on vulnerability
analysis tasks. We again select the five most common CWEs in BigVul+CVEFixes (CWE-121, CWE-122, CWE-190,
CWE-416, and CWE-476), and select 10% of the non-vulnerable samples from its testing set (considering the cost of
LLMs and the balance of the dataset). As a result, the testing set we use from PrimeVul comprises a total of 2,635
function-level samples, of which 72 are vulnerable, which we call PrimeVul-Subset. The 72 vulnerable samples cover
1 CWE-121, 7 CWE-122, 14 CWE-190, 12 CWE-415, and 38 CWE-416. For Task 1, all 2,635 samples from the PrimeVul
testing set are utilized. For Task 2 and Task 3, only the 72 vulnerable samples are used.

Besides, to address the limited representativeness of a restricted CWE subset and to facilitate broader cross-referencing,
we also evaluate on the PrimeVul dataset with all the CWEs included in its testing dataset. This results in 435 vulnerable
samples spanning 62 CWEs. To balance the dataset, we include 15,920 non-vulnerable samples. For Task 1, the respective
vulnerable and non-vulnerable sets are utilized. For Tasks 2 and 3, only the vulnerable samples are used. We refer to this
dataset as PrimeVul-Full in the evaluation. For the distribution of the CWEs, refer to the original PrimeVul paper [21].
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A stack-based buffer overflow sample with vulnerability 
semantics marked, where the sensitive statement is marked 
as orange, the relevant contextual statements which make 
the vulnerable statement semantically dependent by the 
external inputs are marked as yellow, the contexts that the 
vulnerable statement depends on is marked as cyan, and the 
data and control dependencies are marked with arrows.

// Code to analyze
1 void cycle0(struct st *hello){
2  int v = 0;
3  int w = 1;
4  set(&v);
5  int num = hello->getOfferNum();
6  int offered[max_offered + 1];
7  for (int i = 0; i < num; i++) {
8    offered[i] = hello->getOffer(i);
9       w += v; }
10  send(w);
11  reset(); }

Data dependency
Control dependency
Backward data dependency

// Vulnerability semantics description (used in VSP)
First, `num` is obtained from the input variable `hello` 
via `hello->getOfferNum()`, we thus should be careful what 
values `num` might take. Next, the size of the `offered` 
array is fixed at `max_offered + 1` and the loop iterates 
`num` times. If `num` is greater than `max_offered + 1`, 
then `offered[i]` will access indices beyond the bounds of 
the array, the key security-related behavior of this code.

// Line-by-line code summarization (used in Naive CoT)
The cycle0 function performs the following operations:
- Initializes two integer variables v and w.
- Modifies v via a function call to set.
- Retrieves the number of offers from the hello object.
- Declares an array offered of size max_offered + 1.
- Iterates over the number of offers, fetching each offer 

and storing it in the offered array while updating w by 
adding v in each iteration.

- Sends the final value of w using the send function.
- Calls the reset function to reset some state.

// Line-by-line code summarization (used in Naive CoT)
The cycle0 function first initializes two integer variables `v` and 
`w` and modifies `v` via a function call to `set`. Next, it 
retrieves the number of offers from the hello object. Then, it 
declares an array offered of size `max_offered + 1` and iterates 
over the number of offers, fetching each offer and storing it in 
the offered array while updating `w` by adding `v` in each 
iteration. After that, it sends the final value of `w` using the 
`send` function and calls the `reset` function to reset some state.

Fig. 1. Reasoning steps (describing the functionality semantics) in naive

CoT (for the example in Fig. 2).

DiverseVul Dataset. To evaluate the capabil-
ities of fine-tuned LLMs, we utilize the Diverse-
Vul [16] dataset, a large-scale collection of real-
world vulnerable code. To prevent data leakage and
ensure the validity of our evaluation, we filtered
the dataset to remove any samples that overlap
with our testing datasets (VulChecker, ExtractFix,
BigVul+CVEFixes, Zero-Day, and PrimeVul). To en-

sure the quality of the fine-tuning, we utilized all available samples for each task, resulting in training sets of 330,492
samples for vulnerability detection, 16,109 for classification, and 12,808 for repair.

2.4 Prompting strategies

In this study, we study different prompting strategies to evaluate the inherent capabilities of LLMs and their responsive-
ness to semantic guidance.

2.4.1 Existing Prompting strategies. We examine five popular/well-known strategies for prompting LLMs.
Standard Prompting.We ask the LLMs to solve a task without providing any exemplars or guidance, aiming to

assess their raw/original capabilities for the task.

A stack-based buffer overflow sample with vulnerability 
semantics marked, where the sensitive statement is marked 
as orange, the relevant contextual statements which make 
the vulnerable statement semantically dependent by the 
external inputs are marked as yellow, the contexts that the 
vulnerable statement depends on is marked as cyan, and the 
data and control dependencies are marked with arrows.

// Code to analyze
1 void cycle0(struct st *hello){
2  int v = 0;
3  int w = 1;
4  set(&v);
5  int num = hello->getOfferNum();
6  int offered[max_offered + 1];
7  for (int i = 0; i < num; i++) {
8    offered[i] = hello->getOffer(i);
9       w += v; }
10  send(w);
11  reset(); }

Data dependency
Control dependency
Backward data dependency

// Vulnerability semantics description (used in VSP)
First, `num` is obtained from the input variable `hello` 
via `hello->getOfferNum()`, we thus should be careful what 
values `num` might take. Next, the size of the `offered` 
array is fixed at `max_offered + 1` and the loop iterates 
`num` times. If `num` is greater than `max_offered + 1`, 
then `offered[i]` will access indices beyond the bounds of 
the array, the key security-related behavior of this code.

// Line-by-line code summarization (used in Naive CoT)
The cycle0 function performs the following operations:
- Initializes two integer variables v and w.
- Modifies v via a function call to set.
- Retrieves the number of offers from the hello object.
- Declares an array offered of size max_offered + 1.
- Iterates over the number of offers, fetching each offer 

and storing it in the offered array while updating w by 
adding v in each iteration.

- Sends the final value of w using the send function.
- Calls the reset function to reset some state.

Fig. 2. Illustration of vulnerability semantics (as opposed to function-
ality semantics shown in Fig. 1) on a buffer-overflow code sample,

with the approximation (slice) highlighted at the top and descrip-

tion at the bottom. The sensitive statement is marked in orange;

the relevant contextual statements which make the sensitive state-

ment reachable from the external inputs are marked in yellow, and

those it data-depends on in cyan. The approximating data/control

dependencies are denoted with→.

Standard Few-Shot (Learning). In each prompt, we
provide exemplars which include the questions, code sam-
ples, and the final answers without any reasoning steps.
This is to assess whether a simple instantiation of few-
shot learning can help LLMs with vulnerability analysis.
In this study, we manually construct exemplars with the
same CWEs as the testing samples. In particular, for each
of the 5 CWEs in our datasets, we provide two exemplars.
This results in a total of 10 exemplars for prompting—we
target 10 as in [92]. We curate the exemplar code sam-
ples using the demonstrative examples (with appropriate
modification) on the official CWE website [1]. For Task 1,
we also provide 10 non-vulnerable exemplars to balance.

Retrieval-Augmented Generation (RAG). To ad-
dress concerns about insufficient code contexts and to
explore more advanced few-shot techniques, we incorpo-
rate Retrieval Augmented Generation (RAG). RAG aims

to provide the LLM with highly relevant in-context examples by dynamically retrieving them based on the input query,
thereby potentially mitigating issues like insufficient context and improving the quality of few-shot learning [33]. For
our RAG experiments, given a testing sample, we first use the BM-25 algorithm [77] to find the most similar samples from
a predefined exemplar set, as the BM-25 algorithm is very fast with good performance for code comparison [20, 31, 62].
Similar to standard few-shot learning, we select a total of 10 exemplars for each prompt. These retrieved samples are
then used as exemplars for standard few-shot learning, meaning that we provide the questions, code samples, and final
Manuscript submitted to ACM
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answers of the exemplars in the prompt. To ensure diversity and avoid data leakage within the same dataset during
retrieval, we cross-use our datasets (VulChecker, ExtractFix, BigVul+CVEFixes, Zero-Day, and PrimeVul) for exemplar
retrieval: when testing on one dataset, samples from the other datasets are used as the pool for the exemplar selection.

Naive CoT (based Few-Shot Learning). This strategy extends standard few-shot learning by incorporating a basic
form of Chain-of-Thought (CoT) [92]. In addition to the question, code, and final answer, each exemplar includes a
line-by-line analysis of the code, mainly describing its functionality semantics without focusing on security-relevant
code. As illustrated in Figure 1, this analysis proceeds sequentially through the code, explaining what each significant
line or block of code does. The rationale behind this ’naive’ approach is to evaluate whether a straightforward, generic
CoT, without deep vulnerability-specific guidance, can prompt LLMs to generate more structured and accurate reasoning.
This is to evaluate whether LLMs perform better on vulnerability analysis by giving exemplars with line-by-line code
semantics analysis. We used the same number and source of exemplars as in standard few-shot learning.

To minimize subjectivity and ensure replicability, the “line-by-line analysis” used in Naive CoT follows a fixed
and constrained construction procedure rather than free-form explanation. Specifically, each Naive CoT exemplar is
generated by applying the following deterministic rules:

(1) Sequential Coverage Rule: Each statement or contiguous block of statements in the function body is described in
source-code order without reordering or omission.

(2) Syntactic Description Rule: Each description describes the syntactic functionality (e.g., variable initialization,
function calls, loop iteration, data assignment) derived directly from the source code, and tries to identify the
abnormal behaviors.

(3) No Dependency Inference Rule: Data-flow or control-flow relationships are not inferred unless explicitly encoded
in the syntax (e.g., loop conditions), and no backward or forward reasoning is performed.

(4) Under these constraints, Naive CoT serves as a baseline that reflects generic program summarization. This design
allows us to evaluate whether generic chain-of-thought structure alone can improve LLM performance.

// Vulnerability Detection
Q: Does the following code have exploitable vulnerabilities? Please 
check whether the vulnerability, if any, can be practically exploited 
to cause real consequences.

{Code to analyze}

A: Step 1: Vulnerability semantics approximation:
The function has an input "hello". The number of offers "hello" can store 
is assigned to "num" at line 5. At lines 7-8, The offers from "hello" are 
assigned to a stack-based buffer "offered" which is defined at line 6. 
Therefore, the vulnerability semantics is:
1 void cycle0(struct st *hello)
5    int num = hello->getOfferNum();
6    int offered[max_offered + 1];
7    for (int i = 0; i < num; i++)
8       offered[i] = hello->getOffer(i);
Step 2: Vulnerability semantics reasoning:
  {Vulnerability semantics description}
The security-related behavior may cause crashes or exploitable conditions. 
Conclusion: the code is vulnerable.

Fig. 3. VSP vulnerability-detection exemplar (for the example in

Fig. 2).

We do not optimize or iteratively refine prompt
phrasing at the lexical level (e.g., specific adjectives
or sentence structures), as doing so would introduce
uncontrolled variability and confound comparisons
across prompting strategies. Instead, we fix prompt
wording once per strategy and treat the presence or ab-
sence of reasoning structure and semantic guidance as
the primary independent variable. This design choice
aligns with our goal of evaluating prompting strategies
as methodological categories rather than handcrafted
prompt instances.

Zero-Shot (Code) Completion. Specifically for vulnerability analysis (repair in particular), Pearce et al. [75] propose
a prompting strategy that removes or comments out vulnerable code fragments and lets LLMs complete the code.
They explored several options and found that the "s.2" version worked most effectively for repairing vulnerabilities
in real-world projects, which simply removes the vulnerable code and uses a comment /*fix [error name] bug*/

to prompt the LLMs for the task. In our study, [error name] is the CWE ID of the vulnerability. We refer to this
prompting strategy as zero-shot compl. and only consider it in Task 3.
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// Vulnerability Classification
Q: The following code has been confirmed as vulnerable,
which CWE does it have?

{Code to analyze}

A: Step 1: Vulnerability semantics approximation:
…… // same as Task 1

Step 2: Vulnerability semantics reasoning:
{Vulnerability semantics description}
The security-related behavior may cause stack-based buffer 
overflow (CWE-121).
Conclusion: the code has a CWE-121 vulnerability.

Fig. 4. VSP vulnerability-classification exemplar (for the example

in Fig. 2).

While more complex prompting strategies exist, such
as Tree of Thoughts [99], they often involve multiple
LLM calls, complex parsing of intermediate outputs, or
integration with external tools/agents. Our study specif-
ically focuses on direct prompt engineering to derive
actionable insights that are broadly applicable to a wide
range of users without requiring significant computa-
tional resources or specialized model training expertise.
Therefore, we exclude these strategies.

{Code to analyze}

// Vulnerability Repair
Q: The following code has a CWE-125 out-of-bound read vulnerability at 
line 8. Please provide a patch, only showing the code changes needed 
rather than the entire patched code, to conform to the conventional 
patch format.

A: Step 1: Vulnerability semantics approximation:
…… // same as Task 1

Step 2: Vulnerability semantics reasoning:
{Vulnerability semantics description}
The security-related behavior may cause stack-based buffer overflow 
(CWE-121).
Step 3: Repair strategy identification and application:
The vulnerability occurs because the loop does not ensure that `i` is 
within the bounds of the allocated array size `max_offered + 1`. 
Proper bounds checking should be added to ensure `i` does not exceed 
`max_offered + 1`. Thus, the patch is: 
```
- for (int i = 0; i < num; i++)
+ for (int i = 0; i < num && i < max_offered + 1; i++)
```

Fig. 5. VSP vulnerability-repair exemplar (for the example in Fig. 2).

2.4.2 Vulnerability Semantics guided Prompting.

After preliminary evaluation, we observed un-
desirable performance of LLMs with existing
prompting strategies. Thus, we improve Naive CoT
into a vulnerability-specific prompting strategy–
Vulnerability-Semantics-guided Prompting (VSP). It
hones in on vulnerability semantics, the pivotal el-
ement of effective vulnerability analysis. This im-
provement is underpinned by three key insights: (1)
while a program may encompass numerous lines
of code, only a small fraction may be susceptible
to vulnerabilities; (2) mainstream LLMs are based

on Transformer [88], which is known to exhibit diminished performance when handling extensive text [69], and
(3) although LLMs may be good at language understanding tasks, they may not be as good at reasoning complex
logic, including code analysis [61]—thus, concentrating on vulnerability semantics aids in curtailing the length of
exemplars/prompts/answers and focusing on the core reasoning of vulnerabilities, mitigating potential LLM limitations.

Vulnerability Semantics. We define vulnerability semantics of a program as its code semantics that makes it

vulnerable, which can be approximated by (a) sensitive (i.e., likely vulnerable) statements (e.g., those performing
memory operations, numeric computation, and pointer manipulation) and (b) their relevant contextual statements
(e.g., those enabling control reachability to the operations/computation). This can be computed with a union of a
forward slice and a backward slice. Figure 2 illustrates the vulnerability semantics of a code example. To approximate
the semantics, we start with the inputs of the program (i.e., the parameter at line 1). Then, we identify the statements
that have (forward) data and control dependencies on the input parameter (lines 5, 7) until a sensitive statement (line 8).
Finally, we include line 6 which has backward data dependency of the buffer offered used at line 8. Therefore, lines 1
and 5-8 constitute the (approximate) vulnerability semantics.

Note that the vulnerability semantics is either manually identified (for exemplars) or approximated by LLMs during
their reasoning (for testing samples), without any pre-extracted data/control-flow information. The manually identified
vulnerability semantics in the exemplars is for demonstrating to the LLM the reasoning (i.e., how to identify and focus
on vulnerability-relevant behaviors) we expect it to perform. During the testing phase, LLMs are expected to generate
their own reasoning and predictions based on the provided code and the patterns learned from the VSP exemplars.
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Table 2. Traditional analysis approaches compared

Class Tool Year Technique Tasks

Code CodeQL [3] 2024 static analysis/code querying 1,2
analysis FlawFinder [2] 2022 static analysis/pattern matching 1,2
based CppCheck [59] 2024 static analysis/symbolic execution 1,2

ExtractFix [32] 2021 dynamic analysis/symbolic execution 3
VulnFix [101] 2022 dynamic analysis/inductive inference 3

DL VulChecker [60] 2023 graph neural network/training 1,2
based LineVul [28] 2022 Transformer (BERT)/fine-tuning (FT) 1

VulRepair [29] 2022 Transformer (CodeT5)/pre-training+FT 3
Devign [105] 2019 (gated) graph neural network/training 1

VSP. Guided by vulnerability semantics, we improve Naive CoT to realize VSP. Specifically, each VSP prompt includes
two parts. The first part consists of exemplars that provide examples of the reasoning steps for the model to follow CoT.
As shown in Figures 3, 4, and 5, each exemplar consists of a question for the task, a code sample, and the answer for the
question which includes the reasoning steps. Importantly, these steps describe vulnerability semantics by focusing on
code relationships that are relevant to explaining the vulnerable behavior, rather than on general functionality.

Such reasoning steps not only help LLMs focus on the important code fragments for vulnerability analysis but also
guide LLMs to focus on the vulnerability behaviors. We provide the same number of exemplars as in standard few-shot
learning as discussed earlier–the example code samples are the same. Following these exemplars, the second part of a
VSP prompt is the testing sample and the same question as in the exemplars. With the whole VSP prompt as input,
LLMs should output the vulnerability analysis results following the vulnerability-semantics-guided reasoning steps
in the exemplars. While we provide exemplars with the same CWEs as the testing samples, we note that VSP is not
limited to the specific CWEs we evaluate—it can be easily adapted to any CWE with demonstrative examples on the
official CWE website [1].

We note that VSP does not enable LLMs to perform sound or complete data/control-flow analysis comparable to
traditional program analysis techniques. Instead, VSP is a prompt-level strategy that biases the model’s reasoning focus
toward vulnerability-relevant code relationships, as illustrated in the exemplars. The intent is to reduce attention to
general functionality and encourage consideration of code semantics that are commonly associated with vulnerability
manifestation, without assuming that the resulting reasoning corresponds to precise or exhaustive dependency analysis.

While both Naive CoT and VSP adopt a chain-of-thought structure, they differ fundamentally in their reasoning
objectives. Naive CoT enforces a functionality-driven summarization of code behavior, whereas VSP explicitly guides
models to identify and reason over vulnerability-relevant semantics. As a result, Naive CoT is intentionally limited
to evaluating whether functionality-based reasoning alone is sufficient, while VSP evaluates whether task-specific
semantic guidance is necessary for effective vulnerability analysis.

Zero-Shot VSP. To assess whether exemplars are essential for improving LLMs’ capabilities, we also consider
zero-shot VSP, a VSP variant where we replace the exemplars with a description of VSP steps in the prompt: “(1)
approximate the code semantics that make it vulnerable and (2) reason about its underlying code dependencies to
analyze vulnerabilities."

2.5 Decoding Strategies and System Prompts

In this study, we investigate how the configuration of the LLMs—specifically decoding strategies and system prompts—impacts
their effectiveness in vulnerability analysis.
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Decoding Strategies. To assess the sensitivity of LLMs to generation parameters, we examine two key decoding
dimensions: temperature and Top-P (nucleus sampling). We prioritize these two parameters as they are the most
ubiquitous hyperparameters governing the trade-off between output diversity and determinism, directly influencing
whether the model adheres to the most probable reasoning paths or explores alternative possibilities. Temperature
controls the stochasticity of the model’s output, where 0 ensures deterministic results and 1 allows for maximum
diversity. Top-P restricts token generation to the top subset of tokens with a cumulative probability of P. We observe
how constraining the probability space impacts the accuracy of vulnerability semantics analysis.

System Prompts. We investigate the impact of defining a specific persona for the LLM through system-level
instructions. We compare three distinct settings: No System Prompt, which provides the VSP with input directly
without behavioral constraints; Helpful Assistant, which applies the generic instruction "You are a helpful assistant";
and Security Expert, which primes the model with the persona "You are an expert in software security and vulnerability
analysis." We selected these specific prompts to bracket the potential impact of persona adoption: the "Helpful Assistant"
serves as a baseline representing the default alignment behavior of modern LLMs, while the "Security Expert" tests the
hypothesis that domain-specific priming activates latent security knowledge and enforces stricter reasoning standards.

2.6 Traditional Approaches Compared

To assess where LLMs stand among extant vulnerability analysis solutions, we consider nine traditional approaches for
the three tasks, as summarized in Table 2. The year shown is that of the latest release of respective tools accessible by Sep.
2024. The choices are justified by their coverage of (1) the latest SOTA, popular, and/or most effective tools/techniques
in respective classes for the tasks they are capable of, (2) both static and dynamic analysis techniques, and (3) various
deep learning (DL) models and training schemes. For instance, CodeQL, CppCheck, and FlawFinder are among the
best static application security testing (SAST) tools [56] widely used in practice, while VulChecker represents the
most recent advance in DL-based vulnerability detection/classification. We used their default or most widely used
configuration to test their performance. Specifically, for ExtractFix and VulnFix, we used their default setting that
allowed us to reproduce the results reported in their respective original papers. For CppCheck and FlawFinder, we also
use their default setting without special arguments/options, which enabled the full range of memory error checking.
For CodeQL, we use the security query pack for C/C++ to detect/classify the vulnerabilities. For DL-based models,
to ensure a fair comparison and mitigate potential performance degradation due to distribution shifts, we evaluated
them in two settings: (1) using their originally provided pre-trained models, and (2) re-training them on the large-scale
DiverseVul dataset. This ensures that the DL-based baselines are optimized for the vulnerability analysis tasks on a
dataset distribution comparable to what the fine-tuned LLMs experienced, providing a robust "best-case" baseline for
traditional DL approaches.

2.7 Implementation and Experiment Settings

For Gemini, Claude3, GPT-3.5, and GPT-4, we subscribe to the APIs from respective companies to process the input
and generate the results. For Llama2, Falcon, CodeLlama, Qwen2.5-Coder, and DeepSeek-Coder-V2, we download the
models from HuggingFace [93], deploy locally, and use their APIs to conduct the experiments. For fine-tuning the
Llama2-13b model, we utilized the Unsloth framework [35] to perform efficient instruction tuning. We employed the
standard prompting strategy (as described in §2.4.1) to format the input and output for the fine-tuning samples. We
perform our experiments on a workstation with an AMD Ryzen Threadripper Pro 5595WX (4.5GHz) CPU with 64
Cores, four Nvidia GeForce RTX A6000 GPUs, and 512GB memory.
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Answer with Standard Prompt:
Based on the provided code, it is difficult to determine if there are any exploitable 
vulnerabilities or if the inputs can be maliciously used to crash the program. The 
code appears to be a function that performs a DMA (Direct Memory Access) 
operation, but without additional context or information about the input validation 
and usage, it is not possible to definitively determine if there are any vulnerabilities.

Answer with VSP prompt:
A: Step 1: Find vulnerability semantics:
The function has an input "s". The function reads from "s" and writes to "s-
>cmdbuf". Therefore, the vulnerability semantics is:
1 static void esp_do_dma(ESPState *s)
6     len = s->dma_left;
8     trace_esp_do_dma(s->cmdlen, len);
9     s->dma_memory_read(s->dma_opaque, &s->cmdbuf[s->cmdlen], len);
Step 2: Vulnerability semantics analysis:
At line 6, the value of "s->dma_left" is assigned to "len".
At lines 8-9, the function reads from "s->dma_memory_read" and writes to "&s-
>cmdbuf[s->cmdlen]". However, the size of "&s->cmdbuf[s->cmdlen]" may be less 
than "len", causing a heap-based buffer overflow (CWE-122).
Conclusion: the code has an exploitable vulnerability.

static void esp_do_dma(ESPState *s){
 uint32_t len;
 int to_device;
 if (!s)
  return;
 len = s->dma_left;
 if (s->do_cmd){
  trace_esp_do_dma(s->cmdlen, len);
  s->dma_memory_read(s->dma_opaque, &s->cmdbuf[s->cmdlen], len);
  return;
 }
 return; }

1
2
3
4
5
6
7
8
9
10
11
12

Answer with Naïve CoT Prompt:
A: 1. The code defines a static function named "esp_do_dma" that takes a pointer to 
an "ESPState" struct named "s" as a parameter.
……
11. The function returns. This line is not necessary as it is unreachable code.
This code does not have any obvious vulnerability as it is a simple function that 
performs some operations based on the provided "ESPState" struct. However, 
without the implementation details of the "ESPState" struct and the 
"dma_memory_read" function, it is not possible to determine if there are any 
exploitable vulnerabilities.
Conclusion: the code does not have an exploitable vulnerability based on the 
provided information.

Fig. 6. GPT-3.5 detects a CWE-122 vulnerability with VSP but not

with Standard Prompting or naive CoT.

To ensure the reproducibility and consistency of our
primary evaluations (RQ1, RQ2, and RQ4–RQ7), we uti-
lized a fixed default configuration for all LLMs. Specifi-
cally, we set the temperature to 0 to minimize stochastic-
ity and maximize the determinism of the outputs. We set
the Top-P (nucleus sampling) to 1, allowing the model
to consider the full vocabulary probability distribution,
though the generation is effectively constrained by the
zero temperature. Furthermore, regarding system instruc-
tions, we employed the No System Prompt setting as the
default; this means the models received only the task-
specific prompts (as detailed in §2.4) without any addi-
tional persona definitions or behavioral instructions (e.g.,
"You are a helpful assistant"). We only deviate from these
fixed defaults in RQ3, where we explicitly vary these pa-
rameters to assess the sensitivity of LLMs to decoding
strategies and system prompts.

For the traditional baseline techniques, we first follow
their instructions to reproduce the results reported in
their papers. Then, we use the same configurations to
evaluate them against our datasets. For DL-based tech-
niques, we evaluate them in two settings to ensure a

comprehensive comparison: using their originally provided pre-trained models, and using models fine-tuned on
the large-scale DiverseVul dataset. This allows us to assess both their off-the-shelf capabilities and their optimized
performance when adapted to the latest vulnerability datasets.

3 RQ1/RQ2: EFFECTIVENESS OF LLMS

Tables 3, 5, and 6 summarize the effectiveness results of LLMs with existing prompting strategies versus VSP on the
three tasks. On each dataset, results of VSP are highlighted in green, with lighter depth for zero-shot VSP.

3.1 Task 1: Vulnerability Detection

We measure the effectiveness of vulnerability detection in terms of recall, precision, and F1, which are standard metrics
for binary classification. Additionally, we report the Matthews Correlation Coefficient (MCC) and the Area Under the
Precision-Recall Curve (AuPRC). MCC provides a balanced measure of the correlation between predicted and actual
classifications, which is particularly useful for imbalanced datasets, while AuPRC evaluates the trade-off between
precision and recall across different decision thresholds.

We first look at LLMs’ performance with existing prompting strategies. As shown in Table 3, the performance varies
widely. While F1 scores range up to 54.55%, the MCC values reveal deeper reliability issues. For instance, with Standard
Prompting, Gemini and Llama2-13b exhibit negative MCCs on the Zero-Day dataset (-0.0501 and -0.0588 respectively)
and VulChecker (-0.2845 for Llama2-7b), indicating their predictions are often worse than or equivalent to random
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Table 3. Vulnerability Detection (Task 1) effectiveness of LLMs with different prompting strategies. SP: Standard Prompting; SF:

Standard Few-Shot; NC: Naive CoT; RAG: Retrieval-Augmented Generation; ZVSP: Zero-Shot VSP; VSP: Vulnerability-Semantics-

guided Prompting. QC-2.5: Qwen2.5-Coder; DSC-V2: DeepSeek-Coder-V2; FT-Llama2: Fine-Tuned Llama2-13b

LLM PS

VulChecker BigVul+CVEFixes Zero-Day PrimeVul-Subset PrimeVul-Full
Rec Prec F1 MCC AuPRC Rec Prec F1 MCC AuPRC Rec Prec F1 MCC AuPRC Rec Prec F1 MCC AuPRC Rec Prec F1 MCC AuPRC

G
em

ini

SP 36.07% 16.42% 22.56% 0.1306 0.2908 31.82% 20.19% 24.71% 0.2158 0.2732 16.50% 44.73% 24.11% -0.0501 0.5149 28.13% 27.11% 27.61% 0.2560 0.2868 60.69% 23.59% 33.98% 0.3526 0.4266
SF 55.42% 25.84% 35.25% 0.2893 0.4261 54.47% 43.31% 48.25% 0.4626 0.4977 28.15% 45.31% 34.73% -0.0630 0.5469 46.01% 38.15% 41.72% 0.4016 0.4288 54.10% 21.52% 30.79% 0.3138 0.3842
NC 9.21% 9.59% 9.39% 0.0077 0.1343 11.01% 25.00% 15.29% 0.1444 0.1972 3.92% 26.67% 6.84% -0.1314 0.3932 8.05% 20.42% 11.54% 0.1136 0.1559 49.36% 19.72% 28.19% 0.2832 0.3522
RAG 27.05% 56.09% 36.51% 0.3511 0.4481 25.88% 16.42% 20.09% 0.1660 0.2258 22.33% 57.50% 32.17% 0.0736 0.5933 25.09% 43.34% 31.78% 0.3161 0.3532 11.65% 46.15% 18.60% 0.2222 0.3008
ZVSP 81.93% 10.88% 19.21% 0.1002 0.4721 81.03% 15.38% 25.85% 0.3023 0.4857 32.03% 54.09% 40.24% 0.0531 0.6005 65.00% 26.78% 37.93% 0.3938 0.4641 52.82% 18.49% 27.40% 0.2822 0.3629
VSP 80.00% 26.12% 39.38% 0.3705 0.5395 74.19% 40.05% 52.02% 0.5214 0.5762 33.33% 54.55% 41.38% 0.0604 0.6061 62.51% 40.24% 48.96% 0.4849 0.5193 63.75% 31.00% 41.72% 0.4237 0.4786

Claude3

SP 71.43% 14.15% 23.62% 0.1672 0.4406 63.63% 20.00% 30.43% 0.3136 0.4252 37.86% 50.65% 43.33% 0.0100 0.5979 57.64% 28.27% 37.93% 0.3811 0.4358 17.18% 19.31% 18.18% 0.1611 0.1935
SF 53.01% 7.43% 13.04% -0.0666 0.3230 33.18% 8.25% 13.21% 0.0979 0.2200 29.41% 56.60% 38.71% 0.0782 0.6065 38.53% 24.09% 29.65% 0.2808 0.3222 14.11% 16.67% 15.28% 0.1321 0.1653
NC 8.93% 12.82% 10.53% 0.0356 0.1492 10.62% 60.00% 18.05% 0.2417 0.3703 24.21% 52.27% 33.09% 0.0249 0.5719 14.59% 41.70% 21.61% 0.2351 0.2940 14.72% 20.87% 17.27% 0.1565 0.1893
RAG 10.64% 35.71% 16.39% 0.1555 0.2714 21.33% 58.50% 31.26% 0.3389 0.4143 3.64% 33.33% 6.56% -0.0801 0.4258 11.87% 42.52% 18.56% 0.2142 0.2849 30.67% 25.00% 27.55% 0.2550 0.2876
ZVSP 57.65% 10.23% 17.38% 0.0477 0.3582 75.30% 19.75% 31.29% 0.3428 0.4800 11.76% 46.15% 18.75% -0.0294 0.5102 48.24% 25.38% 33.26% 0.3258 0.3757 13.50% 27.50% 18.11% 0.1775 0.2165
VSP 57.57% 45.24% 50.67% 0.4563 0.5329 51.28% 76.92% 61.54% 0.6164 0.6504 32.04% 70.21% 44.00% 0.2198 0.6812 46.96% 64.12% 54.22% 0.5384 0.5633 49.08% 19.46% 27.87% 0.2800 0.3495

G
PT-3.5

SP 4.71% 4.44% 4.57% -0.0502 0.0880 2.14% 80.00% 4.16% 0.1271 0.4295 2.91% 60.00% 5.56% 0.0315 0.5573 3.25% 48.15% 6.09% 0.1200 0.2713 3.11% 6.85% 4.27% 0.0288 0.0627
SF 32.94% 84.85% 47.45% 0.5047 0.6187 16.90% 95.18% 28.70% 0.3938 0.5764 4.85% 55.56% 8.93% 0.0238 0.5399 18.23% 78.53% 29.59% 0.3717 0.4959 8.70% 16.87% 11.48% 0.1041 0.1400
NC 23.53% 28.17% 25.64% 0.1920 0.2924 17.29% 48.20% 25.45% 0.2728 0.3434 23.81% 83.33% 37.04% 0.0721 0.7262 21.54% 53.23% 30.67% 0.3279 0.3855 13.04% 36.84% 19.27% 0.2071 0.2610
RAG 85.71% 24.00% 37.50% 0.3623 0.5549 16.00% 54.55% 24.74% 0.2816 0.3689 27.18% 57.14% 36.84% 0.0798 0.6037 42.97% 45.23% 44.07% 0.4260 0.4494 32.65% 22.61% 26.72% 0.2478 0.2853
ZVSP 47.05% 15.15% 22.92% 0.1362 0.3345 48.56% 15.82% 23.87% 0.2277 0.3318 9.71% 66.67% 16.95% 0.0934 0.6076 35.11% 32.55% 33.78% 0.3192 0.3479 40.37% 18.95% 25.79% 0.2481 0.3045
VSP 50.79% 58.18% 54.23% 0.5025 0.5667 33.08% 72.03% 45.34% 0.4754 0.5384 33.01% 59.65% 42.50% 0.1194 0.6308 38.96% 63.29% 48.23% 0.4861 0.5203 39.88% 26.32% 31.71% 0.3013 0.3390

G
PT-4

SP 6.67% 16.67% 9.52% 0.0526 0.1581 6.81% 25.00% 10.71% 0.1132 0.1770 26.31% 65.22% 37.50% 0.0530 0.6419 13.26% 35.63% 19.33% 0.2049 0.2573 19.02% 19.25% 19.14% 0.1694 0.2021
SF 23.33% 63.63% 34.14% 0.3531 0.4688 11.36% 83.33% 20.00% 0.3001 0.4905 21.05% 83.33% 33.61% 0.0535 0.7193 18.58% 76.76% 29.92% 0.3707 0.4887 16.59% 86.50% 27.84% 0.3731 0.5265
NC 60.00% 50.00% 54.55% 0.4993 0.5677 40.91% 60.00% 48.64% 0.4792 0.5159 34.95% 63.16% 45.00% 0.0628 0.6532 45.29% 57.72% 50.75% 0.4996 0.5231 7.36% 17.65% 10.39% 0.0987 0.1374
RAG 82.98% 25.00% 38.42% 0.3664 0.5474 35.92% 62.16% 45.14% 0.4572 0.5027 42.72% 50.00% 46.07% 0.0000 0.6068 53.87% 45.72% 49.46% 0.4814 0.5048 39.26% 22.07% 28.26% 0.2688 0.3147
ZVSP 36.67% 5.16% 9.05% -0.1706 0.2372 43.18% 9.13% 15.79% 0.1295 0.2725 32.25% 44.59% 37.50% -0.0814 0.5536 37.37% 19.63% 25.74% 0.2435 0.2942 31.14% 16.36% 21.45% 0.1966 0.2466
VSP 70.00% 56.75% 62.68% 0.5903 0.6471 56.81% 49.01% 52.63% 0.5073 0.5374 44.36% 54.09% 48.70% 0.0822 0.6564 60.39% 49.95% 54.68% 0.5357 0.5576 39.13% 32.47% 35.49% 0.3372 0.3661

Llam
a2-7b

SP 16.67% 2.42% 4.22% -0.2845 0.1324 46.87% 6.61% 11.58% 0.0879 0.2776 43.14% 50.00% 46.31% 0.0000 0.6079 35.56% 19.68% 25.33% 0.2376 0.2857 19.06% 10.85% 13.83% 0.1127 0.1603
SF 28.13% 11.53% 16.36% 0.0491 0.2302 25.33% 10.05% 14.39% 0.1056 0.1913 22.54% 63.89% 33.33% 0.1286 0.6258 25.33% 28.49% 26.82% 0.2498 0.2801 16.54% 7.31% 10.14% 0.0731 0.1303
NC 12.50% 7.01% 8.98% -0.0284 0.1364 10.00% 6.25% 7.69% 0.0319 0.0986 45.09% 48.42% 46.70% -0.0295 0.6048 22.53% 20.56% 21.50% 0.1928 0.2269 23.98% 14.06% 17.72% 0.1544 0.2003
RAG 33.33% 4.17% 7.41% -0.2588 0.2171 44.68% 15.44% 22.95% 0.2133 0.3113 22.53% 29.17% 25.34% -0.3304 0.4522 33.51% 16.26% 21.90% 0.2036 0.2587 7.72% 13.29% 9.77% 0.0828 0.1173
ZVSP 31.25% 4.41% 7.72% -0.2042 0.2088 53.13% 8.13% 14.11% 0.1289 0.3153 30.39% 48.43% 37.35% -0.0212 0.5681 38.26% 20.32% 26.54% 0.2520 0.3020 26.44% 10.06% 14.57% 0.1261 0.1923
VSP 42.85% 37.50% 39.99% 0.3382 0.4271 53.12% 44.74% 48.57% 0.4651 0.4983 38.23% 60.93% 46.98% 0.1478 0.6502 44.73% 47.72% 46.18% 0.4478 0.4704 39.96% 12.31% 18.82% 0.1844 0.2693

Llam
a2-13b

SP 54.12% 8.11% 14.11% -0.0323 0.3315 42.08% 17.37% 24.58% 0.2254 0.3084 47.06% 47.06% 47.06% -0.0588 0.6030 47.75% 24.18% 32.10% 0.3149 0.3674 28.44% 11.85% 16.73% 0.1492 0.2110
SF 64.71% 23.50% 34.48% 0.2925 0.4567 71.13% 28.38% 40.56% 0.4166 0.5031 21.56% 55.00% 30.99% 0.0494 0.5789 52.47% 35.63% 42.44% 0.4137 0.4475 34.56% 11.39% 17.13% 0.1608 0.2385
NC 14.28% 14.12% 14.20% 0.0579 0.1800 14.18% 25.00% 18.09% 0.1642 0.2124 9.80% 50.00% 16.39% 0.0000 0.5245 12.75% 29.71% 17.85% 0.1807 0.2252 58.37% 12.23% 20.23% 0.2268 0.3585
RAG 52.94% 12.30% 19.96% 0.0946 0.3471 48.45% 21.61% 29.89% 0.2837 0.3602 22.43% 57.56% 32.27% 0.0744 0.5939 41.27% 30.49% 35.07% 0.3343 0.3675 9.89% 9.27% 9.57% 0.0702 0.1078
ZVSP 36.47% 5.96% 10.24% -0.1116 0.2403 22.53% 7.25% 10.96% 0.0651 0.1638 17.64% 47.37% 25.71% -0.0252 0.5310 25.55% 20.19% 22.56% 0.2033 0.2397 54.26% 11.62% 19.14% 0.2097 0.3355
VSP 54.12% 32.17% 40.35% 0.3432 0.4518 51.63% 50.48% 51.04% 0.4907 0.5199 39.22% 63.49% 48.48% 0.1804 0.6655 48.32% 48.71% 48.52% 0.4712 0.4928 57.87% 12.92% 21.13% 0.2345 0.3595

Falcon

SP 54.12% 7.31% 12.88% -0.0760 0.3275 61.90% 9.56% 16.56% 0.1710 0.3646 33.33% 46.15% 38.71% -0.0579 0.5641 49.78% 21.01% 29.55% 0.2957 0.3614 12.15% 6.99% 8.87% 0.0592 0.1074
SF 38.82% 37.08% 37.93% 0.3174 0.4066 49.61% 8.29% 14.21% 0.1262 0.2992 29.41% 56.60% 38.71% 0.0782 0.6065 39.28% 33.99% 36.44% 0.3467 0.3753 11.76% 6.52% 8.39% 0.0539 0.1032
NC 75.29% 15.27% 25.39% 0.1984 0.4638 54.95% 13.62% 21.82% 0.2177 0.3515 24.21% 52.27% 33.09% 0.0249 0.5719 51.48% 27.05% 35.47% 0.3501 0.3999 10.00% 9.46% 9.72% 0.0719 0.1093
RAG 16.67% 6.54% 9.40% -0.0443 0.1530 24.82% 16.06% 19.50% 0.1596 0.2189 26.67% 57.14% 36.36% 0.0788 0.6024 22.72% 26.58% 24.50% 0.2267 0.2579 4.26% 5.71% 4.88% 0.0270 0.0626
ZVSP 41.18% 9.07% 14.86% 0.0057 0.2773 43.77% 8.18% 13.78% 0.1146 0.2706 11.76% 46.15% 18.75% -0.0294 0.5102 32.24% 21.13% 25.53% 0.2361 0.2769 11.22% 7.28% 8.84% 0.0594 0.1044
VSP 63.53% 27.41% 38.29% 0.3317 0.4709 44.77% 36.83% 40.41% 0.3798 0.4186 35.29% 43.37% 38.92% 0.0898 0.5551 47.86% 35.87% 41.01% 0.3959 0.4264 14.58% 11.29% 12.73% 0.1012 0.1407

CodeLlam
a

SP 8.24% 7.00% 7.57% -0.0225 0.1169 8.96% 8.92% 8.94% 0.0528 0.1069 7.62% 7.28% 7.45% -0.8944 0.3055 8.27% 7.73% 7.99% 0.0540 0.0936 5.81% 7.87% 6.69% 0.0459 0.0810
SF 3.53% 9.09% 5.08% 0.0014 0.1059 2.62% 6.73% 3.77% 0.0184 0.0655 6.31% 7.09% 6.68% -0.7687 0.3012 4.15% 7.64% 5.38% 0.0375 0.0731 7.43% 8.07% 7.74% 0.0533 0.0898
NC 3.53% 15.79% 5.77% 0.0346 0.1394 2.56% 22.43% 4.59% 0.0641 0.1437 9.66% 10.78% 10.19% -0.7067 0.3280 5.25% 16.33% 7.94% 0.0789 0.1219 3.91% 7.00% 5.02% 0.0331 0.0673
RAG 12.94% 5.47% 7.69% -0.0616 0.1307 3.97% 34.26% 7.12% 0.1058 0.2096 9.21% 16.58% 11.84% -0.4143 0.3559 8.71% 15.44% 11.13% 0.0980 0.1342 3.09% 6.45% 4.18% 0.0268 0.0606
ZVSP 5.33% 9.35% 6.79% 0.0038 0.1154 3.94% 6.97% 5.04% 0.0242 0.0731 7.34% 8.07% 7.69% -0.7660 0.3087 5.54% 8.13% 6.59% 0.0462 0.0823 10.29% 8.39% 9.24% 0.0654 0.1053
VSP 4.71% 23.53% 7.84% 0.0693 0.1835 14.75% 9.55% 11.59% 0.0745 0.1379 14.12% 15.69% 14.86% -0.6208 0.3637 11.19% 16.25% 13.26% 0.1154 0.1504 12.50% 9.38% 10.71% 0.0800 0.1210

Q
C-2.5

SP 27.06% 27.38% 27.22% 0.2018 0.3046 35.01% 32.51% 33.71% 0.3098 0.3501 27.22% 27.30% 27.26% -0.4527 0.4545 29.76% 29.06% 29.41% 0.2746 0.3045 13.04% 11.88% 12.42% 0.0994 0.1362
SF 3.53% 21.43% 6.06% 0.0538 0.1676 3.08% 36.84% 5.69% 0.0975 0.2183 12.48% 13.74% 13.08% -0.6611 0.3499 6.36% 24.01% 10.06% 0.1118 0.1657 8.56% 22.71% 12.44% 0.1254 0.1685
NC 2.35% 18.18% 4.17% 0.0353 0.1460 3.84% 28.80% 6.77% 0.0931 0.1817 10.27% 11.17% 10.70% -0.7159 0.3315 5.49% 19.39% 8.55% 0.0905 0.1383 4.55% 14.73% 6.95% 0.0682 0.1091
RAG 5.88% 5.95% 5.92% -0.0318 0.1009 3.60% 36.23% 6.54% 0.1043 0.2177 5.92% 5.93% 5.93% -0.8787 0.2945 5.13% 16.04% 7.78% 0.0770 0.1199 20.95% 17.64% 19.15% 0.1681 0.2034
ZVSP 4.71% 28.57% 8.08% 0.0844 0.2087 15.46% 50.17% 23.63% 0.2638 0.3444 16.64% 18.33% 17.44% -0.5776 0.3832 12.27% 32.36% 17.79% 0.1863 0.2361 44.97% 12.75% 19.87% 0.2018 0.2960
VSP 37.65% 27.59% 31.84% 0.2443 0.3538 27.72% 50.39% 35.76% 0.3558 0.4044 32.62% 29.71% 31.10% -0.4475 0.4801 32.66% 35.90% 34.20% 0.3253 0.3527 21.54% 20.45% 20.98% 0.1877 0.2204

D
SC-V2

SP 8.24% 11.67% 9.66% 0.0254 0.1402 7.57% 24.48% 11.56% 0.1177 0.1781 9.95% 10.66% 10.29% -0.7360 0.3282 8.59% 15.60% 11.08% 0.0980 0.1344 6.94% 10.87% 8.47% 0.0671 0.1014
SF 5.88% 14.71% 8.40% 0.0394 0.1447 4.48% 16.33% 7.03% 0.0670 0.1224 10.29% 11.55% 10.89% -0.6891 0.3335 6.88% 14.20% 9.27% 0.0820 0.1192 2.44% 4.88% 3.25% 0.0160 0.0496
NC 4.71% 12.50% 6.84% 0.0237 0.1283 5.01% 30.13% 8.59% 0.1096 0.1940 8.60% 9.67% 9.10% -0.7221 0.3199 6.11% 17.43% 9.04% 0.0890 0.1316 17.00% 8.67% 11.49% 0.0876 0.1394
RAG 3.53% 1.95% 2.51% -0.1066 0.0702 3.94% 5.59% 4.63% 0.0151 0.0662 5.74% 5.23% 5.47% -0.9874 0.2905 3.40% 3.26% 3.33% 0.0063 0.0476 3.82% 10.20% 5.56% 0.0470 0.0829
ZVSP 8.24% 46.67% 14.00% 0.1676 0.3152 5.44% 35.66% 9.44% 0.1271 0.2237 27.45% 30.33% 28.82% -0.3576 0.4703 13.71% 37.55% 20.08% 0.2147 0.2691 18.75% 7.77% 10.99% 0.0832 0.1434
VSP 28.24% 32.00% 30.00% 0.2370 0.3330 17.27% 37.07% 23.56% 0.2333 0.2876 30.12% 31.00% 30.55% -0.3693 0.4803 25.21% 33.36% 28.72% 0.2732 0.3039 39.13% 11.64% 17.94% 0.1749 0.2619

FT-Llam
a2

SP 58.82% 24.04% 34.13% 0.2809 0.4326 51.49% 22.53% 31.34% 0.3015 0.3794 42.72% 50.54% 46.30% 0.0092 0.6095 59.72% 27.92% 38.05% 0.3856 0.4442 39.42% 24.57% 30.27% 0.2875 0.3280
SF 48.24% 41.00% 44.32% 0.3857 0.4691 53.84% 21.77% 31.00% 0.3021 0.3869 45.63% 50.54% 47.96% 0.0098 0.6168 63.89% 30.46% 41.26% 0.4200 0.4771 54.95% 19.49% 28.78% 0.2978 0.3782
NC 54.12% 57.50% 55.76% 0.5162 0.5784 50.11% 38.46% 43.52% 0.4134 0.4524 39.81% 47.13% 43.16% -0.0491 0.5851 50.00% 23.23% 31.72% 0.3150 0.3735 36.50% 19.75% 25.63% 0.2415 0.2897
RAG 51.76% 42.72% 46.81% 0.4131 0.4938 47.12% 35.47% 40.48% 0.3816 0.4232 42.72% 50.00% 46.07% 0.0000 0.6068 59.72% 28.29% 38.39% 0.3885 0.4460 38.22% 16.69% 23.24% 0.2221 0.2828
ZVSP 57.65% 21.49% 31.31% 0.2480 0.4145 54.05% 21.80% 31.07% 0.3030 0.3881 39.81% 48.81% 43.85% -0.0198 0.5936 66.67% 30.77% 42.11% 0.4320 0.4921 42.00% 16.31% 23.49% 0.2300 0.2993
VSP 56.47% 64.86% 60.38% 0.5697 0.6260 50.43% 38.52% 43.67% 0.4151 0.4543 45.63% 51.46% 48.37% 0.0260 0.6214 90.28% 31.25% 46.43% 0.5126 0.6091 58.68% 21.25% 31.20% 0.3253 0.4052

guessing. Similarly, AuPRC values are often low for standard prompting (e.g., 0.0880 for GPT-3.5 on VulChecker),
suggesting the models struggle to rank vulnerable samples correctly without guidance.

Over models of different vendors, there is no consistent relevancy between the performance and model size, age,
or capacity (max #tokens). For example, compared to Falcon, Llama2-7b has the same size (7B parameters) and even
greater capacity (up to 4096 tokens) but achieved lower performance in some cases (e.g., 16.36% versus 37.93% F1 against
the VulChecker dataset, with standard few-shot). Another example is that Gemini is newer than GPT-3.5 (released
date Dec. 2023 versus June 2023), but its best F1 score against VulChecker (36.51%) is lower than the one from GPT-3.5
(47.45%). Indeed, there is no model that works the best with all strategies and datasets. Newer/larger models do not
necessarily outperform older/smaller ones across all scenarios.

Between the models from the same vendors such as Llama2 and GPT, larger/newer models (i.e., Llama2-13b
and GPT-4) consistently achieve higher best F1 than the smaller/older ones. For instance, Llama2-13b’s best F1s are
Manuscript submitted to ACM
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Table 4. Statistical significance and size of differences in effectiveness between different prompting strategies. SP: Standard Prompting;

SF: Standard Few-Shot; NC: Naive CoT; ZSC: Zero-Shot Completion; RAG: Retrieval-Augmented Generation; ZVSP: Zero-Shot VSP;

VSP: Vulnerability-Semantics-guided Prompting. —: Not applicable; ZSC cannot be applied to detection or classification tasks

Compared

Detection Classification Repair

p-value Effect Size p-value Effect Size p-value Effect Size

Strategies F1 MCC AuPRC F1 MCC AuPRC micF1 MCC micAu micF1 MCC micAu Correct Correct

SP:SF 0.3414 0.0158 0.0971 -0.1104 -0.1775 -0.1379 0.1556 0.0385 0.9900 -0.0651 -0.0823 -0.0413 0.0059 -0.2124
SP:NC 0.3745 0.5352 0.3269 0.0413 -0.0542 0.0188 0.0045 0.0023 0.0641 -0.1540 -0.1825 -0.1554 0.0003 -0.2336
SP:ZSC - - - - - - - - - - - - 0.0306 0.0680
SP:RAG 0.6034 0.3459 0.7566 -0.0334 -0.0972 -0.0083 0.9554 0.4438 0.2212 -0.0298 0.0294 0.0628 0.0009 -0.2136
SP:ZVSP 0.8397 0.3745 0.3524 -0.0311 -0.0486 -0.0760 0.0002 0.0298 0.2611 -0.1002 -0.0767 -0.0952 0.0037 -0.1556
SP:VSP 0.0000 0.0000 0.0000 -0.6413 -0.5577 -0.4856 0.0000 0.0000 0.0000 -0.4436 -0.4655 -0.4387 0.0000 -0.4628

SF:NC 0.1496 0.1381 0.0703 0.1094 0.1160 0.1458 0.0859 0.0458 0.0081 -0.0850 -0.1243 -0.1481 0.1577 -0.0704
SF:ZSC - - - - - - - - - - - - 0.0003 0.3060
SF:RAG 0.3836 0.1114 0.0125 0.0618 0.0797 0.1207 0.1941 0.0282 0.1999 0.0288 0.1127 0.1104 0.7881 0.0220
SF:ZVSP 0.4868 0.1828 0.6329 0.0721 0.1369 0.0668 0.4559 0.8406 0.1720 -0.0284 0.0000 -0.0740 0.5932 0.0124
SF:VSP 0.0000 0.0000 0.0000 -0.5587 -0.4050 -0.3256 0.0000 0.0000 0.0000 -0.3904 -0.4165 -0.4093 0.0000 -0.3252
NC:ZSC - - - - - - - - - - - - 0.0000 0.3372
NC:RAG 0.3438 0.9466 0.5463 -0.0638 -0.0486 -0.0393 0.0104 0.0003 0.0026 0.1084 0.2288 0.2483 0.2005 0.0648
NC:ZVSP 0.5243 0.9399 0.1643 -0.1071 -0.0043 -0.1306 0.5297 0.2598 0.4433 0.0588 0.1051 0.0400 0.0174 0.0952
NC:VSP 0.0000 0.0000 0.0000 -0.6066 -0.5015 -0.4744 0.0000 0.0000 0.0000 -0.3150 -0.3236 -0.2820 0.0000 -0.2496
RAG:ZSC - - - - - - - - - - - - 0.0004 -0.2888
RAG:ZVSP 0.5575 0.7061 0.2687 0.0281 0.0631 -0.0565 0.0370 0.0146 0.0071 -0.0598 -0.1293 -0.1719 0.0001 0.0280
RAG:VSP 0.0000 0.0000 0.0000 -0.5722 -0.4486 -0.4555 0.0000 0.0000 0.0000 -0.4026 -0.5131 -0.4952 0.0000 -0.3180
ZVSP:ZSC - - - - - - - - - - - - 0.3121 -0.2600
ZVSP:VSP 0.0000 0.0000 0.0000 -0.6605 -0.5213 -0.4592 0.0000 0.0000 0.0000 -0.3577 -0.3997 -0.3345 0.0000 -0.3516
ZSC:VSP - - - - - - - - - - - - 0.0000 -0.5712

34.48% (VulChecker), 40.56% (BigVul+CVEFixes), 47.06% (Zero-Day), 42.44% (PrimeVul-Subset), and 20.23% (PrimeVul-
Full), compared to Llama2-7b’s 16.36%, 22.95%, 46.70%, 26.82%, and 17.72% respectively. Similarly, GPT-4 consistently
outperforms GPT-3.5. This trend holds across all datasets.

We also notice that the commercial LLMs (i.e., Gemini, Claude3, GPT-3.5, GPT-4) outperform the open-source LLMs
(i.e., Llama2-7b, Llama2-13b, Falcon, CodeLlama, Qwen2.5-Coder, DeepSeek-Coder-V2), where the commercial LLMs
achieve 23.62%-54.55% F1 while the open-source LLMs achieve 7.69%-47.06% F1 against the four datasets. This indicates
the advantages of commercial LLMs for vulnerability analysis.

When examining the performance of the code-specific LLMs (CodeLlama, Qwen2.5-Coder, and DeepSeek-Coder-V2)
with existing prompting strategies, these models generally exhibit lower F1 scores compared to the leading general-
purpose commercial LLMs like GPT-4 and Claude3. For instance, CodeLlama’s best F1 across all datasets is 11.13%
(RAG on PrimeVul-Subset), Qwen2.5-Coder’s is 33.71% (Standard Prompting on BigVul+CVEFixes), and DeepSeek-
Coder-V2’s is 11.56% (Standard Prompting on BigVul+CVEFixes). While their performance varies across datasets and
prompting strategies, their peak F1 scores remain considerably below the 54.55% achieved by GPT-4. This suggests that
despite their code-centric training, these code-specific LLMs are not yet as effective for complex software vulnerability
detection tasks as the more powerful, larger general-purpose LLMs. A potential reason for this could be that while
code-specific LLMs are optimized for tasks like code generation or simple bug fixing, their training objectives might
not sufficiently emphasize the deep semantic understanding of code that is crucial for identifying subtle security
vulnerabilities. General-purpose LLMs, with their broader training on diverse text and code, might develop a more
robust understanding of logic and abstract reasoning that translates more effectively to complex vulnerability analysis,
even without explicit code-focused pre-training.

The limitations of existing prompting strategies are further highlighted by the MCC and AuPRC metrics. A significant
number of models exhibit negative MCC scores, particularly on the Zero-Day dataset, indicating a correlation worse
than random guessing. For instance, on the Zero-Day dataset with standard prompting, Gemini scores -0.0501 MCC,
DeepSeek-Coder-V2 scores -0.7360, and CodeLlama drops to -0.8944. Even the high-performing GPT-4 only achieves a
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marginal 0.0530 MCC on the Zero-Day dataset with standard prompting. The AuPRC scores mirror this instability;
while some models like GPT-4 maintain a relatively high AuPRC (0.6419 on Zero-Day with standard prompting), smaller
models like Falcon struggle (0.5641 AuPRC). These metrics reveal that without specific guidance, LLMs often fail to
discriminate reliably between vulnerable and non-vulnerable samples, leading to poor predictive stability.

1 static String HHVM_FUNCTION(bcsub, const String &left, 
2 const String &right, int64_t scale) {
3 if (scale < 0) scale = BCG(bc_precision);
4 bc_num first, second, result;
5 bc_init_num(&first);
6 bc_init_num(&second);
7 bc_init_num(&result);
8 php_str2num(&first, (char *)left.data());
9 php_str2num(&second, (char *)right.data());
10 bc_sub(first, second, &result, scale);
11 if(result->n_scale>scale) result->n_scale = scale;
12 String ret(bc_num2str(result), AttachString);
13 bc_free_num(&first);
14 bc_free_num(&second);
15 bc_free_num(&result);
16 return ret; }

// Gemini output with VSP
Step 1: Find vulnerability semantics:
The function has String inputs "left" and "right". At 
lines 9-10, "left" and "right" are converted into 
numbers "first" and "second" which are declared at line 
6. At line 11, "first" and "second" are subtracted into
"result" with scale "scale". Therefore, the
vulnerability semantics is:
1 static String HHVM_FUNCTION(bcsub, const String &left,
const String &right, int64_t scale)
9 php_str2num(&first, (char *)left.data());
10 php_str2num(&second, (char *)right.data());
11 bc_sub(first, second, &result, scale);
Step 2: VUlnerability semantics analysis:
At line 11, "first" and "second" are subtracted into 
"result" without checking. This may cause an integer 
overflow (CWE-190) vulnerability.
Conclusion: the code has a CWE-190 vulnerability.

// Gemini output with naive CoT
A: 1. The code defines a static function named 
"HHVM_FUNCTION(bcsub)" that takes three parameters: a 
constant reference to an object of type "String" named 
"left", a constant reference to an object of type 
"String" named "right", and an int64_t variable named 
"scale".
2. The function begins.
……
17. It calls the "bc_free_num" function, passing the
address of the "result" object. This line is potentially
vulnerable to a CWE-416 vulnerability if "result" was
already freed.
18. The function returns the "ret" variable.
19. The function ends.
Conclusion: The code has a CWE-416 vulnerability if any
of the "bc_free_num" calls are performed on a previously
freed object.

// Llama2-7b output with VSP
A: Step 1: Find vulnerability semantics:
The function has inputs "left", "right", and "scale". 
The function performs a subtraction operation on two 
bc_num objects, which may cause a stack-based buffer 
overflow (CWE-121) vulnerability if the input values are 
not properly validated.
Step 2: Vulnerability semantics analysis:
At line 9, the "php_str2num" function is called with the 
input "left" and "right". The function may cause a 
buffer overflow if the input values are not properly 
validated.
Conclusion: The code has a CWE-121 vulnerability.

Fig. 7. An example where Gemini correctly classifies

a CWE-190 vulnerability with VSP while it fails with

naive CoT, while Llama2-7b fails even with VSP.

We also evaluate the performance of the fine-tuned Llama2-13b
model. With standard prompting, the fine-tuned model generally
outperforms its base (i.e., pre-trained) version and other open-source
models on the existing datasets. For instance, on the VulChecker
dataset, it achieves an F1 score of 34.13%, significantly surpassing the
base Llama2-13b (14.11%) and even exceeding GPT-4 with standard
prompting (9.52%). This indicates that fine-tuning effectively adapts
the model to the task format and distribution of the training data.
However, on the Zero-Day dataset, the fine-tuned model with stan-
dard prompting (46.30%) does not show a significant advantage over
the base model (47.06%), suggesting that fine-tuning on historical
data does not automatically guarantee better generalization to unseen
vulnerabilities. Furthermore, we observe that the choice of prompt-
ing strategy remains crucial for the fine-tuned model. Advanced
strategies consistently boost performance over standard prompting:
Standard Few-Shot and RAG improve the F1 score on VulChecker to
44.32% and 46.81%, respectively, while Naive CoT reaches 55.76%.

Among the four existing prompting strategies, standard few-shot
achieves the best performance on many cases (e.g., Gemini, GPT-
3.5, Llama2-7b, and Llama2-13b achieve the best F1 on the either
VulChecker or BigVul+CVEFixes datasets with standard few-shot, as
marked red). Yet naive CoT does not work well on the majority of
these LLMs. It only achieves the best F1 for GPT-4 against VulChecker,
BigVul+CVEFixes, and PrimeVul-Subset, Llama2-7b and CodeLlama
against Zero-Day, as well as Falcon against BigVul+CVEFixes. As
Figure 6 shows, with naive CoT, GPT-3.5 just simply scans the code
and analyzes the major functionality. It is even worse than standard
prompting on Gemini (6.84%-15.29% versus 22.56%-27.61% F1 against

the four datasets) and Claude3 (10.53%-33.09% versus 23.62%-43.33% F1 against the four datasets). RAG achieves the best
effectiveness for several LLMs against some datasets (e.g., Gemini against VulChecker, Claude3 against BigVul+CVEFixes,
GPT-3.5 against Zero-Day and PrimeVul-Subset), indicating that RAG has the potential to mitigate the insufficient
context and improve the few-shot learning.

Across different datasets, the effectiveness does not consistently correlate to the LLMs’ performance. For instance,
seven models (Gemini, Claude3, Llama2-7b, Llama2-13b, CodeLlama, Qwen2.5-Coder, and DeepSeek-Coder-V2) detect
vulnerabilities in BigVul+CVEFixes more accurately than in the VulChecker dataset (up to 8.94%-48.25% versus 7.69%-
36.51% F1 among different prompting strategies). The other three show the opposite trend (up to 37.93%-54.55% versus
21.82%-48.64% F1 against VulChecker and BigVul+CVEFixes respectively). Notably, performance on existing datasets
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(VulChecker, BigVul+CVEFixes, PrimeVul-Subset) may be subject to data leakage, as evidenced by the performance
drops on the Zero-Day dataset in many cases. (e.g., from 48.25% to 34.73%, 47.45% to 36.84%, 54.55% to 46.07% for Gemini,
GPT-3.5, and GPT-4 respectively). The PrimeVul-Subset dataset also presents varied performance, with F1 scores ranging
from 3.33% to 50.75%. Its effectiveness is not consistently superior or inferior to the other three datasets. For example, the
best F1 of Gemini on PrimeVul-Subset (41.72%) is higher than the ones on VulChecker (36.51%) and Zero-Day (34.73%)
but lower than the one on BigVul+CVEFixes (48.25%). This indicates that LLMs can achieve comparable effectiveness
on datasets with higher label accuracy.

When evaluated on the PrimeVul-Full dataset, which includes a much wider variety of 62 CWEs compared to the
5 targeted in other datasets, we observe a general decline in performance for most models using existing strategies.
For example, Claude3 drops from 37.93% to 18.18% with standard prompting. This indicates that while LLMs may be
reasonably effective at detecting common high-profile vulnerabilities (like buffer overflows), they struggle significantly
when tasked with identifying a broader spectrum of security flaws without specific guidance. However, Gemini remains
relatively robust, achieving the highest F1 of 33.98% with Standard Prompting on this diverse dataset.

Finding 1 (RQ1): In vulnerability detection, large general-purpose LLMs outperform specialized code models. Fine-
tuning aids historical analysis but fails to improve Zero-Day generalization. Naive CoT lags behind standard methods,
while RAG shows promise. Performance drops on Zero-Day data—suggesting possible leakage in older datasets—and
on diverse sets like PrimeVul-Full, highlighting current struggles with varied vulnerability types.

Now let us look at LLMs’ performance with VSP strategies. As shown in Table 3, VSP improves the F1 scores
for some of the LLMs in certain evaluated settings. However, the extent of this improvement is variable; while gains
are observed on existing datasets, they are often marginal on the unbiased Zero-Day dataset for some models. As
Figure 6 shows, VSP helps address some limitations of existing prompting strategies and detects vulnerabilities more
effectively in certain cases. For example, with VSP, GPT-3.5 focuses on vulnerability semantics and notices that the
write of &s->cmdbuf[s->cmdlen] is unchecked and may have a buffer overflow issue. It pushes their F1 up to 62.68% (on
GPT-4), 61.54% (on Claude3), 48.70% (on GPT-4), and 54.68% (on GPT-4)—from 54.55% (on GPT-4), 48.64% (on GPT-4),
47.06% (on Llama2-13b), and 50.75% (on GPT-4)—for the four datasets, respectively. However, the improvement on the
Zero-Day dataset, the dataset least likely to suffer from contamination, is relatively modest (1.64 percentage points, or
3.48% relative increase), indicating that VSP may not provide a significant benefit for vulnerability detection. Among
individual LLMs, VSP achieves performance improvement by up to 25.62 points (or 111.6%) in F1 on Llama2-7b against
the BigVul+CVEFixes dataset, compared to its best performance with existing strategies. On Claude3, the improvements
are 27.05 and 28.37 points (or 114.5% and 85.52%) in F1 for the VulChecker and BigVul+CVEFixes datasets.

VSP also yields improvements in predictive reliability as measured by MCC and AuPRC for certain models. For
example, on the Zero-Day dataset, VSP boosts Claude3’s MCC from 0.0782 (Standard Few-Shot) to 0.2198, and improves
its AuPRC to 0.6812, reinforcing that VSP helps models distinguish the positive class more effectively. On the challenging
PrimeVul-Full dataset, VSP enables Gemini to achieve the highest MCC of 0.4237 and AuPRC of 0.4786, demonstrating
that the vulnerability semantics focused guidance provided by VSP translates into more robust and correlated predictions
across diverse vulnerability types.

Overall, VSP improves less on Gemini (up to 7.24 points against the PrimeVul-Subset dataset) and GPTs (up to
16.64% against BigVul+CVEFixes for GPT-3.5) than the other LLMs. In comparison, zero-shot VSP (i.e., VSP without
exemplars) does not help as much. It underperforms the best existing strategies on most of the LLM (e.g., GPT-4 achieves
9.05%-37.50% F1 with zero-shot VSP, while it achieves 46.07%-54.55% F1 with RAG and Naive CoT, against the four
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datasets), even often worse than standard prompting (e.g., Llama2-13b achieves 10.24%-25.71% F1 with zero-shot VSP,
while with standard prompting, it achieves 14.11%-47.06% F1 against the four datasets). This indicates that the exemplars
in VSP are essential for improving the LLMs for vulnerability detection.

static xmlChar *
xmlParseAttValueComplex(xmlParserCtxtPtr ctxt, int *attlen, int normalize){
  xmlChar limit = 0;
  xmlChar *buf = NULL;
  size_t len = 0;
  size_t buf_size = 0;
  int c, l, in_space = 0;
    ......
  buf_size = XML_PARSER_BUFFER_SIZE;
  buf = (xmlChar *) xmlMallocAtomic(buf_size);
  ......
  if ((in_space) && (normalize)) {
    while (buf[len - 1] == 0x20) len--;
  }
  buf[len] = 0;

1
2
3
4
5
6
7

28
29

186
187
188
190
Answer with VSP:
A: Step 1: Find vulnerability semantics:
The function has input "len" and "buf". "len" is used to access the "buf" at line 187. Therefore, the 
vulnerability semantics is:
```
187     while (buf[len - 1] == 0x20) len--;
```
Step 2: Vulnerability semantics analysis:
At line 187, "buf" is accessed with "len". However, it is possible that "len" is less than or equal to 
0, causing a out-of-bound read (CWE-125) vulnerability.
Step 3: Patching strategy:
To avoid the out-of-bound read (CWE-125) vulnerability at line 187, we should ensure that the 
"len" is greater than 0, which can be done by adding a condition at line 187. Therefore, the patch 
should be:
Patch:
```
- while (buf[len - 1] == 0x20) len--;
+ while (len > 0 && buf[len - 1] == 0x20) len--;
```
Answer with Standard Prompt:
Patch:
```
- if ((in_space) && (normalize)) {
-     while (buf[len - 1] == 0x20) len--;
- }
+ if ((in_space) && (normalize) && len > 0) {
+     while (buf[len - 1] == 0x20 && len > 0) len--;
+ }
```
Answer with Naïve CoT Prompt:
Step 1: Analyze the code line by line:
1. This line declares a static function named "xmlParseAttValueComplex" that takes in three 
parameters: a pointer to a structure of type "xmlParserCtxtPtr" named "ctxt", a pointer to an 
integer "attlen", and an integer "normalize". The function returns a pointer to an "xmlChar".
2. The function's body begins on this line.
3. This line declares an "xmlChar" variable named "limit" and initializes it to 0.
……
Step 2: Vulnerability semantics analysis:
At line 187, the "buf" array is accessed at index "len - 1". However, it is possible that "len" is 0, 
causing an out-of-bound read (CWE-125) vulnerability.
Step 3: Patching strategy:
To avoid the out-of-bound read (CWE-125) vulnerability at line 187, we should add a condition to 
check if "len" is greater than 0 before accessing the "buf" array. If "len" is 0, we can skip the loop 
and proceed to the next line. Therefore, the patch should be:
Patch:
```
- while (buf[len - 1] == 0x20) len--;
+ if (len > 0) {
+     while (buf[len - 1] == 0x20) len--;
+ }
```

Fig. 8. GPT-3.5 fixed a CWE-125 vulnerability with VSP but not with

Standard Prompting or naive CoT.

Furthermore, when applying VSP to the fine-
tuned model, we also observe performance gains,
achieving F1 scores of 60.38%, 43.67%, 48.37%, and
46.43% across the four datasets. Notably, the base
Llama2-13b model with VSP achieves an F1 score
of 48.48% on the Zero-Day dataset, which is com-
parable to, and slightly higher than, the fine-tuned
model with either standard prompting (46.30%) or
VSP (48.37%). This finding is pivotal: it demon-
strates that our proposed VSP strategy applied to
an off-the-shelf open-source model can achieve
performance parity with, or even surpass, a more
resource-intensive fine-tuning approach on unseen
vulnerabilities. On the PrimeVul-Full dataset, VSP
demonstrates strong generalization capabilities. De-
spite the increased difficulty of detecting 62 dif-
ferent CWEs, VSP still raise performance in some
cases. For instance, GPT-4 improves from 28.26%
(RAG) to 35.49% (VSP). Notably, Gemini achieves
the highest performance on this diverse dataset
with an F1 of 41.72% using VSP. This suggests that
the vulnerability semantics reasoning approach
used in VSP is not limited to specific memory-
related errors but helps LLMs reason more effec-
tively about a wide variety of security flaws.

To validate these improvements statistically, we employed Wilcoxon signed-rank tests [89] to compute the 𝑝-value
at the 0.95 confidence level, considering differences with 𝑝 ≤ 0.05 as significant. We used Cliff’s Delta [19] to measure
effect size, interpreting the strength as negligible if |𝑑 | ≤ 0.147, small if 0.147 < |𝑑 | ≤ 0.33, medium if 0.33 < |𝑑 | ≤ 0.474,
and large if |𝑑 | > 0.474 [78]. As shown in Table 4, the performance differences observed with VSP are statistically
confirmed (𝑝 < 0.001) against existing prompting strategies. Specifically, in the aggregate analysis, VSP demonstrates a
large effect size when compared to Standard Prompting (𝑑 = −0.6413 for F1) and Naive CoT (𝑑 = −0.6066 for F1). Even
against RAG, VSP maintains a large effect size on F1 scores (𝑑 = −0.5722) and a medium effect size on MCC and AuPRC
(𝑑 = −0.4486 and 𝑑 = −0.4555), confirming that the vulnerability-semantics guidance offers a statistical advantage over
general-purpose prompting strategies for detection.
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Table 5. Vulnerability Classification (Task 2) effectiveness of LLMs with different prompting strategies. SP: Standard Prompting; SF:

Standard Few-Shot; NC: Naive CoT; RAG: Retrieval-Augmented Generation; ZVSP: Zero-Shot VSP; VSP: Vulnerability-Semantics-

guided Prompting. QC-2.5: Qwen2.5-Coder; DSC-V2: DeepSeek-Coder-V2; FT-Llama2: Fine-Tuned Llama2-13b. MacF1: Macro F1,

MicF1: Micro F1, MacAu: Macro AuPRC; MicAu: Micro AuPRC

LLM PS
VulChecker Dataset BigVul+CVEFixes Zero-Day PrimeVul-Subset PrimeVul-Full

MacF1 MicF1 MCC MacAu MicAu MacF1 MicF1 MCC MacAu MicAu MacF1 MicF1 MCC MacAu MicAu MacF1 MicF1 MCC MacAu MicAu MacF1 MicF1 MCC MacAu MicAu

G
em

ini

SP 21.71% 24.33% 0.1590 0.3161 0.4997 29.85% 29.94% 0.2511 0.4014 0.5705 16.67% 18.18% 0.0767 0.2876 0.4680 24.48% 27.14% 0.1647 0.3521 0.4655 1.58% 9.29% 0.1194 0.0709 0.4455
SF 26.33% 28.68% 0.1600 0.3421 0.4523 28.33% 26.99% 0.1658 0.4743 0.5443 14.99% 20.15% 0.0745 0.2988 0.4548 30.12% 33.70% 0.2191 0.3417 0.4599 1.74% 10.56% 0.1160 0.0689 0.4420
NC 26.28% 27.95% 0.1642 0.3510 0.4641 26.42% 32.67% 0.2337 0.4467 0.5893 12.07% 16.36% 0.0734 0.2756 0.4452 27.98% 34.10% 0.2155 0.3413 0.4577 1.75% 10.22% 0.1191 0.0707 0.4441
RAG 28.13% 28.74% 0.1655 0.3733 0.4432 20.61% 26.09% 0.1168 0.2990 0.4785 12.06% 18.18% 0.0714 0.2680 0.4330 18.33% 26.09% 0.1416 0.3034 0.4568 1.18% 4.35% 0.0347 0.0177 0.1024
ZVSP 22.70% 24.09% 0.1557 0.3077 0.4875 31.53% 33.13% 0.2512 0.4459 0.5850 13.62% 17.14% 0.0722 0.2708 0.4374 26.06% 29.68% 0.1613 0.3449 0.4560 2.75% 16.39% 0.1170 0.0695 0.4458
VSP 28.28% 31.40% 0.2081 0.3976 0.5245 39.47% 47.27% 0.3544 0.4523 0.5903 21.37% 27.06% 0.1982 0.2967 0.5510 28.44% 35.24% 0.2228 0.3515 0.4670 4.20% 23.32% 0.1674 0.1386 0.4544

Claude3

SP 21.09% 25.33% 0.1170 0.3035 0.4524 23.61% 26.66% 0.1170 0.3035 0.4524 13.64% 25.40% 0.0735 0.1995 0.3532 25.34% 30.26% 0.1435 0.3068 0.4057 0.93% 7.14% 0.0233 0.0190 0.0706
SF 26.06% 28.84% 0.1591 0.3402 0.4498 25.43% 25.55% 0.1591 0.3402 0.4498 12.94% 23.74% 0.0834 0.2122 0.4091 23.81% 29.63% 0.1591 0.3402 0.4498 1.17% 8.73% 0.0954 0.0585 0.4095
NC 21.81% 27.13% 0.2194 0.3434 0.5378 21.61% 24.56% 0.1633 0.3324 0.4459 12.20% 23.27% 0.0887 0.2256 0.4349 23.86% 34.78% 0.1671 0.3469 0.4701 3.09% 13.02% 0.1027 0.0528 0.4084
RAG 28.94% 31.97% 0.2188 0.3452 0.4587 23.55% 25.59% 0.1170 0.3036 0.4525 12.93% 24.14% 0.0753 0.1914 0.3691 24.83% 32.77% 0.1418 0.2944 0.3989 0.48% 1.79% 0.0055 0.0065 0.0490
ZVSP 28.29% 31.36% 0.2083 0.3981 0.5252 28.35% 31.11% 0.2083 0.3421 0.4552 15.63% 25.87% 0.1298 0.2781 0.4187 22.74% 33.01% 0.1446 0.3001 0.4067 0.79% 8.13% 0.0237 0.0193 0.0719
VSP 29.93% 32.04% 0.2230 0.4580 0.5549 31.45% 36.92% 0.2174 0.3438 0.4583 37.16% 40.16% 0.3345 0.4677 0.6160 25.95% 34.87% 0.2142 0.3501 0.4952 3.45% 14.95% 0.1039 0.0617 0.4136

G
PT-3.5

SP 24.66% 25.30% 0.1235 0.3203 0.4774 23.27% 26.56% 0.1235 0.3203 0.4774 9.03% 19.04% 0.0635 0.1436 0.3808 21.91% 27.78% 0.2053 0.3074 0.5310 1.56% 4.23% 0.0329 0.0168 0.0971
SF 28.83% 27.05% 0.1758 0.4028 0.4771 23.25% 25.99% 0.1383 0.3588 0.4848 12.15% 13.22% 0.0617 0.2358 0.3756 20.70% 23.61% 0.1157 0.3213 0.4619 0.63% 5.10% 0.0275 0.0224 0.0834
NC 32.09% 36.26% 0.2414 0.3958 0.5006 22.36% 25.95% 0.1264 0.3278 0.4887 8.57% 14.28% 0.0347 0.2399 0.3763 38.35% 31.06% 0.2052 0.3137 0.5709 4.81% 16.55% 0.1024 0.0618 0.4176
RAG 29.92% 35.22% 0.2395 0.3778 0.5021 25.85% 24.97% 0.1371 0.3359 0.4441 12.21% 19.21% 0.0603 0.2337 0.3860 27.00% 28.57% 0.1571 0.3359 0.4441 1.03% 6.78% 0.0255 0.0208 0.0772
ZVSP 30.12% 34.04% 0.2606 0.4111 0.5463 25.54% 27.80% 0.1409 0.3655 0.4832 9.33% 15.85% 0.0382 0.2346 0.3860 25.71% 34.48% 0.2434 0.3651 0.5735 0.86% 6.59% 0.0277 0.0226 0.0841
VSP 35.69% 37.42% 0.2740 0.4105 0.5773 27.44% 28.05% 0.1497 0.4283 0.4916 14.27% 19.23% 0.0646 0.2425 0.3918 30.30% 39.16% 0.2571 0.3983 0.5754 3.93% 16.89% 0.1048 0.0622 0.4172

G
PT-4

SP 31.77% 32.74% 0.2512 0.5161 0.5252 26.91% 34.44% 0.2213 0.4644 0.5579 11.25% 21.97% 0.1849 0.1530 0.5017 18.96% 22.37% 0.0701 0.2963 0.3898 1.15% 8.56% 0.0262 0.0213 0.0793
SF 38.28% 41.11% 0.3125 0.4957 0.5528 30.33% 34.27% 0.2214 0.4650 0.4851 11.44% 20.54% 0.1739 0.1439 0.4719 29.13% 37.25% 0.2534 0.3282 0.5003 0.72% 7.29% 0.0246 0.0200 0.0746
NC 35.21% 35.75% 0.2952 0.4423 0.5221 28.42% 31.08% 0.2216 0.4236 0.5587 14.89% 22.75% 0.1861 0.2038 0.4856 30.33% 38.92% 0.2570 0.3391 0.5699 5.03% 18.76% 0.1129 0.0670 0.4495
RAG 29.92% 38.30% 0.2228 0.3523 0.4696 27.85% 29.87% 0.1467 0.4137 0.4148 12.21% 19.21% 0.0657 0.2463 0.3979 27.00% 28.57% 0.1467 0.3137 0.4148 1.75% 5.71% 0.0320 0.0303 0.0803
ZVSP 39.11% 39.80% 0.3126 0.5074 0.5493 31.36% 32.59% 0.2210 0.4656 0.5245 15.33% 24.44% 0.1927 0.2110 0.5029 22.32% 28.87% 0.1660 0.3259 0.5417 1.46% 8.93% 0.1169 0.0694 0.4455
VSP 44.46% 42.10% 0.3133 0.5147 0.5752 33.00% 34.97% 0.2297 0.4718 0.5715 35.98% 39.04% 0.2798 0.4192 0.5895 30.73% 39.53% 0.2625 0.4066 0.5875 5.59% 20.95% 0.1690 0.1399 0.4587

Llam
a2-7b

SP 15.03% 15.64% 0.0443 0.2494 0.3220 13.47% 14.27% 0.0443 0.2494 0.4220 4.57% 5.04% 0.0116 0.2202 0.3655 9.97% 9.79% -0.0058 0.2194 0.3729 0.33% 1.82% 0.0060 0.0071 0.0529
SF 1.90% 4.39% 0.0309 0.0293 0.0775 12.65% 14.05% 0.0599 0.2139 0.4308 6.79% 8.33% -0.0174 0.1661 0.2603 20.72% 24.44% 0.0967 0.2684 0.3858 0.66% 2.91% 0.0276 0.0176 0.0685
NC 18.69% 18.57% 0.0633 0.2733 0.3428 19.92% 21.39% 0.0742 0.2936 0.4126 12.17% 17.72% 0.0764 0.2867 0.4532 25.50% 28.37% 0.1708 0.3652 0.4829 0.35% 1.46% 0.0066 0.0078 0.0584
RAG 17.66% 19.51% 0.0625 0.2907 0.3423 14.44% 15.00% 0.0446 0.2508 0.4245 3.20% 5.80% 0.0117 0.2215 0.3677 22.82% 26.48% 0.1269 0.3291 0.4906 0.38% 1.27% 0.0060 0.0071 0.0532
ZVSP 19.47% 19.99% 0.0672 0.2843 0.3740 19.82% 20.99% 0.0672 0.2843 0.3740 4.04% 5.67% 0.0116 0.2204 0.3658 15.18% 15.76% 0.0444 0.2495 0.4223 0.24% 1.28% 0.0060 0.0071 0.0529
VSP 20.58% 20.51% 0.0706 0.2987 0.3930 22.27% 22.60% 0.1110 0.3082 0.4430 18.13% 18.86% 0.0758 0.3039 0.4624 26.88% 30.77% 0.2316 0.4427 0.5840 1.00% 4.37% 0.0354 0.0181 0.1044

Llam
a2-13b

SP 29.61% 31.48% 0.2222 0.4438 0.5935 25.69% 26.68% 0.1458 0.3116 0.4121 11.08% 19.73% 0.1670 0.1382 0.4532 8.01% 12.77% 0.0326 0.2256 0.3632 0.30% 2.91% 0.0264 0.0182 0.0705
SF 22.70% 20.31% 0.0666 0.2816 0.3705 23.10% 22.33% 0.1046 0.2905 0.4176 13.93% 15.92% 0.0440 0.2472 0.4184 22.95% 26.32% 0.1250 0.3244 0.4835 0.74% 3.64% 0.0299 0.0191 0.0742
NC 23.92% 24.05% 0.1623 0.4249 0.6123 25.74% 26.83% 0.1681 0.3594 0.4753 7.52% 11.03% -0.0523 0.2184 0.3348 22.63% 26.88% 0.2280 0.3413 0.5939 0.82% 3.10% 0.0228 0.0209 0.0813
RAG 17.66% 21.51% 0.0657 0.2636 0.4012 13.07% 16.06% 0.0631 0.2369 0.3827 8.12% 13.33% 0.0316 0.2184 0.3517 23.92% 29.33% 0.1411 0.3018 0.3990 0.98% 1.43% 0.0055 0.0064 0.0482
ZVSP 29.28% 31.11% 0.2249 0.4491 0.6006 27.16% 27.90% 0.1529 0.4372 0.5018 9.13% 17.35% 0.0660 0.2476 0.4000 19.56% 21.58% 0.0640 0.2708 0.3563 0.38% 1.46% 0.0057 0.0067 0.0504
VSP 32.48% 38.19% 0.2962 0.4588 0.6628 31.16% 34.94% 0.2537 0.4003 0.5319 27.12% 31.02% 0.2369 0.4528 0.5973 27.79% 31.14% 0.2369 0.4528 0.5973 1.08% 4.74% 0.0270 0.0220 0.0818

Falcon

SP 10.17% 15.56% 0.0347 0.2399 0.3863 7.15% 14.29% 0.0347 0.2399 0.3863 9.95% 12.38% 0.0347 0.2399 0.3863 12.44% 8.60% 0.0229 0.2297 0.3034 0.00% 0.00% 0.0000 0.0355 0.1065
SF 13.32% 19.04% 0.0741 0.2782 0.4494 10.88% 15.04% 0.0371 0.2565 0.4130 3.43% 4.44% 0.0362 0.0342 0.0907 9.22% 14.41% 0.0331 0.2465 0.3930 1.32% 1.06% 0.0064 0.0076 0.0566
NC 12.08% 14.68% 0.0718 0.3765 0.5766 12.96% 18.18% 0.0760 0.2852 0.4608 7.42% 9.02% -0.0209 0.1992 0.3121 13.89% 14.68% 0.0337 0.2339 0.3935 0.90% 1.02% 0.0066 0.0077 0.0581
RAG 20.11% 20.00% 0.0743 0.3141 0.4133 19.85% 23.91% 0.1167 0.3241 0.4659 6.23% 8.39% -0.0210 0.2006 0.3143 11.08% 12.19% 0.0333 0.2348 0.3964 0.88% 0.98% 0.0066 0.0078 0.0585
ZVSP 11.97% 18.07% 0.0653 0.2449 0.3957 8.73% 13.57% 0.0326 0.2258 0.3636 11.31% 13.11% 0.0326 0.2258 0.3636 10.46% 11.54% 0.0326 0.2258 0.3636 0.50% 0.86% 0.0056 0.0067 0.0498
VSP 30.20% 28.57% 0.2449 0.4891 0.6540 27.22% 24.80% 0.1665 0.4761 0.5464 18.30% 19.04% 0.0748 0.3000 0.4565 10.71% 15.00% 0.0359 0.2486 0.4002 1.32% 1.06% 0.0062 0.0073 0.0549

CodeLlam
a

SP 16.85% 18.30% 0.0755 0.3030 0.3611 13.44% 15.65% 0.0465 0.2615 0.3425 11.92% 13.24% 0.0685 0.2594 0.3504 5.47% 5.77% 0.0122 0.2309 0.3833 0.46% 2.19% 0.0063 0.0074 0.0554
SF 23.83% 24.14% 0.1388 0.3034 0.3837 19.08% 18.68% 0.0786 0.2722 0.3228 18.11% 19.88% 0.0670 0.2686 0.3088 11.43% 16.82% 0.0643 0.2414 0.3900 0.34% 1.75% 0.0056 0.0066 0.0491
NC 22.34% 24.31% 0.1404 0.3075 0.3896 11.60% 15.50% 0.0417 0.2344 0.3267 12.56% 16.61% 0.0651 0.2441 0.3543 3.72% 10.00% 0.0555 0.0626 0.3999 0.38% 1.09% 0.0056 0.0066 0.0497
RAG 13.75% 17.58% 0.0641 0.2406 0.3886 20.25% 19.64% 0.0622 0.2631 0.3462 15.78% 16.71% 0.0641 0.2406 0.3586 13.33% 12.90% 0.0606 0.2175 0.4863 0.62% 1.41% 0.0055 0.0065 0.0490
ZVSP 18.12% 20.14% 0.0699 0.2806 0.3669 12.39% 14.24% 0.0635 0.3328 0.3097 14.17% 15.00% 0.0431 0.2421 0.3598 11.99% 10.62% 0.0222 0.2226 0.2940 0.25% 0.84% 0.0058 0.0069 0.0513
VSP 25.79% 25.69% 0.1409 0.3013 0.3984 21.08% 21.68% 0.0961 0.2669 0.3837 20.99% 22.88% 0.0961 0.2669 0.3837 16.12% 21.28% 0.0656 0.2632 0.4006 0.46% 2.30% 0.0171 0.0125 0.0619

Q
C-2.5

SP 13.98% 14.92% 0.0479 0.2693 0.3557 19.56% 20.16% 0.0725 0.2867 0.4036 17.15% 18.34% 0.0778 0.2720 0.3748 17.90% 19.94% 0.0678 0.2520 0.3748 0.92% 4.19% 0.0263 0.0186 0.0772
SF 14.60% 13.92% 0.0428 0.2410 0.3078 19.16% 19.23% 0.0817 0.2830 0.3876 14.56% 15.49% 0.0428 0.2410 0.3078 9.91% 13.33% 0.0334 0.2314 0.3725 0.84% 4.55% 0.0242 0.0197 0.0735
NC 21.36% 21.87% 0.0924 0.2721 0.3486 21.67% 22.04% 0.0924 0.2721 0.3486 17.82% 18.06% 0.0999 0.2735 0.3571 10.44% 10.26% 0.0243 0.2441 0.3224 0.57% 2.73% 0.0321 0.0205 0.0797
RAG 12.55% 13.04% 0.0666 0.2790 0.3345 13.05% 13.73% 0.0666 0.2490 0.3345 14.03% 15.64% 0.0451 0.2539 0.3297 16.50% 20.14% 0.0633 0.2942 0.4177 0.58% 1.43% 0.0061 0.0072 0.0538
ZVSP 15.56% 16.80% 0.0655 0.2459 0.3972 19.45% 19.82% 0.0636 0.2690 0.3538 17.10% 18.46% 0.0682 0.2736 0.3163 16.28% 18.76% 0.0682 0.2736 0.4163 0.94% 6.19% 0.0237 0.0193 0.0720
VSP 23.45% 22.82% 0.1020 0.2832 0.4071 21.87% 22.32% 0.1020 0.2832 0.4071 20.57% 21.82% 0.1020 0.2832 0.4071 16.41% 20.31% 0.0696 0.2793 0.4250 1.28% 6.74% 0.0326 0.0309 0.0818

D
SC-V2

SP 10.45% 11.79% 0.0336 0.2327 0.3747 15.84% 16.13% 0.0673 0.2524 0.4078 12.96% 14.39% 0.0431 0.2424 0.4102 12.58% 15.26% 0.0431 0.2424 0.4102 1.05% 2.99% 0.0293 0.0187 0.0727
SF 14.61% 15.91% 0.0461 0.2594 0.4391 17.99% 18.57% 0.0749 0.3007 0.4575 15.95% 17.19% 0.0720 0.2702 0.4365 15.25% 17.07% 0.0720 0.2702 0.4365 0.47% 2.21% 0.0062 0.0073 0.0550
NC 24.17% 22.64% 0.1007 0.2796 0.4020 25.28% 25.44% 0.1476 0.3157 0.4173 11.89% 12.31% 0.0624 0.3271 0.5010 14.64% 16.82% 0.0661 0.2478 0.4004 1.60% 4.58% 0.0239 0.0195 0.0726
RAG 11.13% 12.00% 0.0357 0.2472 0.3981 13.87% 16.33% 0.0715 0.2681 0.4332 21.36% 21.63% 0.1090 0.3026 0.4350 10.67% 8.60% 0.0236 0.2367 0.3126 1.74% 2.56% 0.0194 0.0229 0.0689
ZVSP 12.30% 13.40% 0.0711 0.3730 0.5712 15.25% 15.44% 0.0483 0.2714 0.4592 12.95% 14.20% 0.0711 0.3730 0.5712 11.31% 13.76% 0.0711 0.3730 0.5712 2.82% 6.87% 0.0127 0.0397 0.0678
VSP 27.57% 26.67% 0.1736 0.4966 0.5700 29.07% 29.84% 0.2554 0.5102 0.6822 27.04% 27.93% 0.1736 0.4966 0.5700 24.49% 27.27% 0.1675 0.3582 0.4736 3.05% 7.63% 0.0126 0.0385 0.0959

FT-Llam
a2

SP 26.76% 32.96% 0.2130 0.4070 0.5369 27.11% 34.30% 0.2237 0.3656 0.5172 19.64% 31.71% 0.1966 0.2749 0.5256 19.89% 38.20% 0.2213 0.3192 0.4650 8.04% 13.79% 0.0335 0.2315 0.3728
SF 26.61% 32.75% 0.2203 0.4210 0.5553 27.14% 33.97% 0.2313 0.3782 0.5349 19.92% 31.58% 0.2034 0.2843 0.5437 19.52% 37.29% 0.2289 0.3301 0.4809 8.39% 16.01% 0.0346 0.2394 0.3855
NC 26.42% 32.47% 0.2012 0.3845 0.5072 27.11% 33.73% 0.2012 0.3845 0.5072 19.88% 31.41% 0.1858 0.2597 0.4966 17.86% 34.48% 0.1397 0.2899 0.3928 8.15% 16.04% 0.0316 0.2187 0.3522
RAG 26.94% 33.22% 0.2215 0.4232 0.5583 26.05% 33.72% 0.2215 0.4232 0.5583 19.57% 31.90% 0.2045 0.2858 0.5466 18.87% 33.53% 0.1537 0.3190 0.4323 8.30% 13.41% 0.0348 0.2407 0.3876
ZVSP 26.25% 32.25% 0.2026 0.3872 0.5107 27.33% 33.77% 0.2128 0.3478 0.4920 20.03% 31.31% 0.1870 0.2615 0.5000 19.70% 38.50% 0.2105 0.3036 0.4423 8.67% 16.94% 0.0637 0.2388 0.3858
VSP 27.16% 33.54% 0.2124 0.4059 0.5354 25.54% 35.53% 0.2230 0.3646 0.5158 18.62% 32.02% 0.1961 0.2741 0.5242 19.91% 38.93% 0.2207 0.3183 0.4637 8.96% 17.13% 0.0667 0.2504 0.4045

Finding 2 (RQ2): VSP improves F1 scores over existing strategies, allowing resource-efficient off-the-shelf models
to match or exceed fine-tuned performance on Zero-Day vulnerabilities. While vulnerability semantics focused
guidance boosts detection across diverse types (PrimeVul-Full), improvements on the unbiased Zero-Day dataset are
modest. Furthermore, VSP relies on exemplars for success, as the zero-shot version consistently underperforms.

3.2 Task 2: Vulnerability Classification

To evaluate the effectiveness of LLMs for vulnerability classification, we first measure the recall, precision, and F1 on
each class (CWE) and then compute the overall effectiveness via macro- and micro-averaging [8] as commonly done
when evaluating multi-class classification tasks. Macro F1-score calculates the F1-score for each class independently and
then takes the unweighted average, treating all classes equally. Micro F1-score, conversely, calculates global precision
and recall by summing up the true positives, false positives, and false negatives across all classes, and then computes
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the F1-score from these global counts, effectively giving more weight to larger classes [8]. In addition to F1 scores, we
report the Matthews Correlation Coefficient (MCC) and both Macro and Micro Area Under the Precision-Recall Curve
(AuPRC). MCC offers a robust measure of the quality of multiclass classifications, while AuPRC evaluates the models’
ability to rank correct CWEs higher across different thresholds. Table 5 summarizes these metrics across all the CWEs.
As micro F1 focuses on the global performance of the models, we mainly discuss micro F1 in the table.

1 void ice_debugfs_module_write(struct file *filp, 
2 const char __user *buf, size_t count, loff_t *ppos){
3 struct ice_pf *pf = file_inode(filp)->i_private;
4 struct dentry *dentry = file_dentry(filp);
5 struct device *dev = ice_pf_to_dev(pf);
6 char user_val[16], *cmd_buf;
7 int module, log_level, cnt; 
…… // array user_val is safely used without 

overflowing the size 16.

zeroday_0229_detect/CWE125___CVE-2024-36935___linux
_vul.c:7: [2] (buffer) char: Statically-sized arrays can 
be improperly restricted, leading to potential overflows 
or other issues (CWE-119!/CWE-120). Perform bounds 
checking, use functions that limit length, or ensure that 
the size is larger than the maximum possible length. 

Fig. 9. An example where traditional static analyzer

FlawFinder does not conduct comprehensive checks

on the whole program but directly reports the po-

tential vulnerability based on its predefined patterns,

causing the false positive.

With existing prompting strategies, the LLMs again see largely
varying performance, from 4.39% (Llama-7b against VulChecker) to
41.11% (GPT-4 against VulChecker) in micro F1, across models of
different vendors. GPT-4 again achieves the best performance against
the VulChecker and BigVul+CVEFixes, with 41.11% and 34.44% mi-
cro F1. Among the four strategies, RAG performs the best on the
VulChecker dataset, where four (Gemini, Claude3, Llama2-7b, Falcon)
of the ten LLMs achieve the best micro F1 with RAG (28.74%, 31.97%,
19.51%, and 20.00% respectively), indicating that RAG mitigated insuf-
ficient context and improved the quality of few-shot learning. On the
other datasets, naive CoT and standard prompting perform better in
some cases. For example, GPT-4 achieves the best micro F1 (34.44%)
against BigVul+CVEFixes with standard prompting, while it achieves

the best micro F1 (22.75%) against the Zero-Day dataset with Naive CoT.
Overall, the differences between the three existing datasets, VulChecker, BigVul+CVEFixes, and PrimeVul-Subset,

are not substantial (e.g., Llama2-13b achieves up to 31.48%, 26.83% and 29.33% micro F1 against the VulChecker,
BigVul+CVEFixes, and PrimeVul-Subset datasets, which are similar). However, we consistently notice performance
drops against the Zero-Day dataset for most LLMs (e.g., GPT-4 achieves only up to 22.75% micro F1 against the
Zero-Day dataset, while it achieves 31.92%-41.11% micro F1 against the three other datasets). These drops suggest
data contamination in the non-zero-day datasets, where the Zero-Day dataset is most important for evaluating LLMs’
classification effectiveness.

We also notice the challenge of classifying vulnerabilities across a wide range of types on the PrimeVul-Full dataset.
With 62 different CWEs to distinguish between, most models struggle significantly compared to the 5-CWE classification
task in other datasets. For instance, GPT-4’s Micro F1 drops from 41.92% on PrimeVul-Subset (using Naive CoT) to
just 18.76% on PrimeVul-Full. This sharp decline underscores that while LLMs can differentiate between a small set
of distinct vulnerability types, their ability to accurately classify a broad spectrum of security flaws remains limited
without specialized guidance.

Besides, we have similar observations to those on Task 1. For instance, between models from the same vendors,
larger/newer ones again perform better (e.g., Llama2-13b achieved 19.73%-31.48% micro F1 while Llama2-7b only
achieves 17.72%-28.37% micro F1). Yet generally the performance is not correlated consistently with model size, age,
and capacity across vendors (e.g., GPT-3.5 achieved up to 36.26% micro F1 against the VulChecker dataset, while
Claude3, the newer LLM achieved only up to 34.78% micro F1). Code-specific LLMs (CodeLlama, Qwen2.5-Coder, and
DeepSeek-Coder-V2) generally exhibit lower micro F1 scores compared to the leading general-purpose commercial
LLMs like GPT-4 and Claude3 (e.g., DeepSeek-Coder-V2 achieves up to 25.44% micro F1 while GPT-4 achieves 34.44%
against BigVul+CVEFixes).

Manuscript submitted to ACM



Assessing and Improving Prompting Large Language Models for Software Vulnerability Analysis 21

We also evaluate the capabilities of the fine-tuned Llama2-13b model. Overall, fine-tuning yields a substantial
performance boost over the base Llama2-13b model across all datasets. For instance, on the Zero-Day dataset, the micro
F1 score with standard prompting increases from 19.73% to 31.71%. When comparing different prompting strategies, we
observe that the fine-tuned model is remarkably robust; the performance differences between Standard Prompting,
Standard Few-Shot, Naive CoT, and RAG are minimal (e.g., ranging only from 31.41% to 31.90% on the Zero-Day dataset,
and 32.47% to 33.72% on BigVul+CVEFixes). This indicates that the model has effectively internalized the classification
task definition during training, reducing its reliance on in-context exemplars or retrieval mechanisms found in strategies
like Few-Shot or RAG.

The MCC and AuPRC results for existing prompting strategies reveal significant instability in classification reliability,
often more severe than F1 scores suggest. On the Zero-Day dataset, MCC values are frequently close to zero, indicating
near-random classification capabilities for many models. For instance, Llama2-7b achieves a negligible MCC of 0.0116
with Standard Prompting, while even the sophisticated GPT-4 only reaches 0.1849. Furthermore, on the PrimeVul-Subset
dataset, Llama2-7b even exhibits a negative MCC (-0.0058), implying a negative correlation between predictions and
ground truth. The Micro AuPRC scores mirror this struggle; on the PrimeVul-Full dataset, which requires distinguishing
among 62 classes, most models collapse, with Claude3 achieving a Micro AuPRC of just 0.0706 and Falcon reaching
0.1065. This highlights that without careful task-specific guidance, LLMs struggle to form distinct decision boundaries
between vulnerability types.

Finding 3 (RQ1): For classification, with existing prompting strategies, the LLMs achieve up to 41.11% micro F1 (on
GPT-4). Fine-tuning yields improvements for Llama2-13b and makes it robust to variations in prompting strategies.
Data contamination in the non-zero-day datasets still exists, indicating the importance of using zero-day data for
evaluation. Yet neither a consistently winning strategy, nor a consistent correlation between LLMs’ size/age/max
#tokens and their performance, is observed. The significant performance drop on PrimeVul-Full highlights the
difficulty of broad-spectrum vulnerability classification.

With VSP strategies, the results in Table 5 reveal improvements brought by VSP for some of the LLMs and datasets
studied. For example, with VSP, the classification performance is pushed to 47.27% micro F1 with Gemini, against
BigVul+CVEFixes, where the best number from existing prompting strategies is 34.44% with GPT-4 (Standard Prompting).
Against the Zero-Day dataset, the classification performance is pushed from 25.40% (Claude3 with standard prompting)
to 40.16% (Claude3), indicating that VSP helps improve the effectiveness of vulnerability classification. As Figure 7
shows, Gemini correctly classifies a CWE-190 vulnerability with VSP while it fails with naive CoT: without focusing on
vulnerability semantics, the LLMs may be easily distracted by the long source code contents and ignore the core part
for vulnerability classification. However, Llama2-7b still fails on this case. This indicates that the model’s capability still
matters (in terms of size, as shown in Table 1): the model cannot reason about the vulnerability semantics correctly,
causing the failure.

On the PrimeVul-Full dataset, absolute scores of VSP are lower due to the 62-class problem, VSP however achieves
better effectiveness in some cases. For example, Gemini achieves a Micro F1 of 27.14% with VSP, compared to 10.56%
with Standard Few-Shot. GPT-4 improves from 18.76% (Naive CoT) to 20.95% (VSP). This indicates that the structured
reasoning provided by VSP helps models navigate the larger decision space of diverse CWEs more effectively than
unguided prompting.

Furthermore, while the fine-tuned model is generally stable across existing strategies, VSP still manages to push
the performance boundary further. On the BigVul+CVEFixes dataset, the fine-tuned model with VSP achieves a micro
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F1 of 35.53%, surpassing all other strategies. Similarly, on the Zero-Day dataset, VSP achieves the highest score of
32.02%. This demonstrates that even for a model well-tuned to the task, guiding the reasoning process via vulnerability
semantics provides a tangible benefit over standard fine-tuning approaches.

void exif_data_load_data (ExifData *data, const unsigned char *d_orig, unsigned int ds){
unsigned int l;
ExifLong offset;
ExifShort n;
const unsigned char *d = d_orig;
unsigned int len, fullds;
...
while (ds >= 3) {

while (ds && (d[0] == 0xff)) {
d++;
ds--;

}
if (ds && d[0] == JPEG_MARKER_SOI) {

d++;
ds--;
continue;

}
if (ds && d[0] == JPEG_MARKER_APP1)

break;
if (ds >= 3 && d[0] >= 0xe0 && d[0] <= 0xef) {

d++;
ds--;
l = (d[0] << 8) | d[1]; // Access of d has potential CWE-121 vulnerability
if (l > ds)

return;
d += l;
ds -= l;
continue;

}
......
}

A: Step 1: Find vulnerability semantics: 
The function has inputs “data”, “d_orig”, and “ds”. At line 10, the inputs are 
checked whether they are NULL or 0. At line 13, the size of the EXIF data is printed. 
At lines 20-23, if the size of the EXIF data is less than 6, an error message is 
printed and the function returns. At lines 24-27, if the EXIF header is not found at 
the start of the data, the function searches for the EXIF marker.  
… 
Therefore, the vulnerability semantics is: 
1 exif_data_load_data (ExifData *data, const unsigned char *d_orig, unsigned int ds) 
…… ޫవ Listing all the lines for the code 
Conclusion: the code does not have any exploitable vulnerabilities. 
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Fig. 10. GPT-3.5 with VSP outputs vague interpretation of code semantics on a vulnera-

bility detection sample.

VSP demonstrates a marked abil-
ity to improve the correlation and
ranking quality of classification pre-
dictions as evidenced by MCC and
AuPRC. On the Zero-Day dataset, VSP
improves Claude3’s MCC from 0.0887
(Naive CoT) to 0.3345, and its Micro
AuPRC from 0.4349 to 0.6160. This in-
dicates that VSP not only helps the
model select the correct CWEmore of-
ten but also improves the calibration
of its confidence scores. Furthermore,
on the more challenging PrimeVul-
Full dataset, VSP raises the Micro
AuPRC for Gemini to 0.4544 (com-
pared to 0.4455 with Standard Prompt-
ing) and GPT-4 to 0.4587, suggesting
that the vulnerability semantics fo-
cused guidance provided by VSP helps

maintain clearer decision boundaries even when the classification space is larger and more complex.
In 30 out of 40 cases, zero-shot VSP did not improve the LLM over the existing strategies, indicating that the exemplars

in VSP were essential for improving vulnerability classification.
These observations are further supported by the statistical analysis in Table 4, which indicates that VSP achieves

statistically distinguishable results (𝑝 < 0.001) compared to existing prompting strategies for classification. The effect
sizes are predominantly medium to large; for instance, compared to Standard Prompting, VSP shows a medium effect
size on Micro F1 (𝑑 = −0.4436) and Micro AuPRC (𝑑 = −0.4387). Against RAG, VSP exhibits a large effect size on both
MCC (𝑑 = −0.5131) and Micro AuPRC (𝑑 = −0.4952). This suggests that for the multi-class classification task, the
structured reasoning in VSP provides a robust advantage over retrieval-based or simple few-shot approaches.

Finding 4 (RQ2): VSP improves the highest vulnerability classification accuracy to 47.27% (on Gemini) in micro F1.
VSP raises classification performance metrics for some of the evaluated LLMs, demonstrating improvements against
the Zero-Day and the PrimeVul-Full datasets compared to standard prompting, though the magnitude is smaller for
some cases. VSP also enhances the fine-tuned model. However, the improvement is much less if without exemplars
(i.e., Zero-Shot VSP).

3.3 Task 3: Vulnerability Repair

For the ExtractFix dataset, we apply the LLM-generated patches to the vulnerable functions and use the test cases to
validate if the vulnerabilities are removed and the programs are still functional. If the program passes the test cases
Manuscript submitted to ACM
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Table 6. Vulnerability Repair (Task 3) effectiveness of LLMs with different prompting strategies

LLM PS

ExtractFix Dataset BigVul+CVEFixes Zero-Day PrimeVul-Subset PrimeVul-Full

Valid SynEq SemEq Plaus Unrea Correct SynEq SemEq Plaus Correct SynEq SemEq Plaus Correct SynEq SemEq Plaus Correct SynEq SemEq Plaus Correct

G
em

ini

SP 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.42% 0.42% 0.00% 0.85% 0.00% 0.00% 0.00% 0.00% 0.00% 1.89% 0.00% 1.89% 0.00% 1.84% 3.68% 5.52%
SF 12.50% 4.17% 4.17% 4.17% 0.00% 12.50% 1.27% 0.85% 0.00% 2.12% 2.91% 3.88% 3.88% 9.68% 1.89% 1.89% 5.66% 9.43% 0.84% 3.73% 3.83% 8.40%
NC 29.17% 16.67% 4.17% 8.33% 0.00% 29.17% 5.93% 5.08% 1.69% 12.71% 2.91% 5.83% 1.94% 10.68% 1.89% 5.66% 9.43% 16.98% 1.84% 4.90% 4.47% 11.21%
ZSC 33.33% 4.17% 0.00% 0.00% 29.16% 4.17% 1.27% 0.85% 0.42% 2.54% 2.91% 0.00% 3.88% 6.80% 3.77% 5.66% 5.66% 15.09% 0.00% 3.07% 5.78% 8.84%
RAG 25.00% 4.17% 12.50% 8.33% 0.00% 25.00% 0.42% 5.51% 2.12% 8.06% 0.97% 5.83% 3.88% 10.68% 3.77% 3.77% 5.66% 13.21% 0.21% 3.16% 3.56% 6.93%
ZVSP 0.00% 0.00% 0.00% 4.17% 0.00% 4.17% 4.66% 2.12% 1.69% 8.47% 0.97% 2.91% 2.91% 6.80% 1.89% 3.77% 7.55% 13.21% 0.63% 4.84% 6.14% 11.61%
VSP 33.33% 12.50% 12.50% 8.33% 0.00% 33.33% 6.36% 5.51% 1.27% 13.14% 2.91% 5.83% 6.80% 15.53% 3.77% 3.77% 11.32% 18.87% 0.42% 3.94% 7.90% 12.26%

Claude3

SP 29.17% 8.33% 12.50% 8.33% 0.00% 29.17% 7.63% 8.47% 3.81% 19.91% 4.95% 9.71% 0.97% 15.53% 3.77% 3.77% 7.55% 15.09% 0.00% 4.90% 4.99% 9.90%
SF 54.17% 12.50% 20.83% 20.83% 0.00% 54.16% 8.47% 5.08% 7.20% 20.76% 5.83% 7.76% 1.94% 15.53% 3.77% 5.66% 5.66% 15.09% 0.42% 5.06% 6.63% 12.12%
NC 50.00% 12.50% 16.67% 20.83% 0.00% 50.00% 7.20% 3.81% 2.12% 13.14% 5.83% 8.74% 3.88% 18.45% 1.89% 5.66% 7.55% 15.09% 0.00% 4.90% 4.99% 9.90%
ZSC 29.16% 0.00% 4.17% 4.17% 20.83% 8.33% 2.97% 1.27% 2.54% 6.78% 8.74% 0.00% 5.83% 14.56% 1.89% 3.77% 3.77% 9.43% 0.63% 2.04% 5.64% 8.31%
RAG 50.00% 8.33% 20.83% 20.83% 0.00% 50.00% 0.42% 8.47% 7.63% 16.52% 5.83% 7.77% 5.83% 19.43% 1.89% 5.66% 9.43% 16.98% 1.84% 4.90% 3.42% 10.16%
ZVSP 33.33% 12.50% 8.33% 12.50% 0.00% 33.33% 8.90% 4.24% 1.69% 14.83% 6.80% 7.76% 0.00% 14.56% 1.89% 5.66% 7.55% 15.09% 0.84% 6.26% 5.88% 12.98%
VSP 66.67% 25.00% 20.83% 20.83% 0.00% 66.67% 7.20% 9.32% 6.36% 22.88% 11.65% 10.80% 8.74% 31.07% 3.77% 5.66% 9.43% 18.87% 3.68% 3.68% 6.04% 13.40%

G
PT-3.5

SP 20.84% 4.17% 12.50% 4.17% 0.00% 20.84% 6.78% 6.78% 6.36% 19.92% 5.83% 2.91% 8.74% 17.48% 3.77% 9.43% 9.43% 22.64% 0.21% 9.07% 10.76% 20.04%
SF 50.00% 16.67% 20.83% 12.50% 0.00% 50.00% 8.47% 7.64% 3.81% 19.92% 2.91% 7.76% 2.91% 13.59% 3.77% 7.55% 9.43% 20.75% 0.21% 3.38% 8.23% 11.81%
NC 41.67% 4.17% 25.00% 12.50% 0.00% 41.67% 8.05% 6.78% 3.39% 19.92% 4.95% 3.88% 8.74% 16.57% 7.55% 5.66% 15.09% 28.30% 0.21% 5.06% 9.07% 14.35%
ZSC 41.67% 0.00% 12.50% 4.17% 25.00% 16.67% 3.39% 0.85% 3.39% 7.62% 4.85% 0.00% 0.97% 5.83% 3.77% 3.77% 11.34% 16.98% 0.42% 2.53% 14.14% 17.09%
RAG 29.16% 8.33% 16.67% 4.17% 0.00% 29.16% 3.39% 8.92% 10.47% 22.88% 1.94% 5.83% 10.68% 18.45% 5.66% 9.43% 7.55% 22.64% 0.00% 1.90% 2.53% 4.43%
ZVSP 37.50% 8.33% 12.50% 16.67% 0.00% 37.50% 6.78% 6.36% 6.36% 19.50% 5.83% 2.91% 5.83% 14.56% 5.66% 9.43% 7.55% 22.64% 0.21% 4.85% 10.97% 16.03%
VSP 79.17% 25.00% 33.33% 20.83% 0.00% 79.17% 9.75% 8.47% 12.29% 30.51% 14.56% 4.85% 23.30% 42.72% 7.55% 7.55% 16.98% 32.08% 0.22% 15.39% 13.38% 29.00%

G
PT-4

SP 54.17% 16.67% 20.83% 16.67% 0.00% 54.17% 8.06% 9.19% 8.06% 25.31% 8.74% 4.86% 5.83% 19.43% 5.66% 5.66% 7.55% 18.87% 0.00% 6.33% 14.35% 20.68%
SF 54.17% 8.33% 37.50% 8.33% 0.00% 54.17% 9.30% 10.47% 10.47% 30.24% 5.83% 4.86% 5.83% 16.52% 5.66% 7.55% 7.55% 20.75% 0.21% 4.22% 8.23% 12.66%
NC 62.50% 20.83% 29.17% 12.50% 0.00% 62.50% 11.62% 2.32% 10.47% 24.42% 5.83% 1.94% 7.76% 15.53% 7.55% 7.55% 16.98% 32.08% 0.00% 5.91% 14.35% 20.25%
ZSC 50.00% 4.16% 12.50% 4.16% 16.67% 20.83% 3.37% 3.37% 4.49% 11.24% 4.85% 0.07% 4.85% 10.68% 3.77% 3.77% 5.66% 13.20% 0.21% 5.06% 11.60% 16.88%
RAG 70.83% 16.67% 20.83% 33.33% 0.00% 70.83% 5.45% 10.47% 10.47% 26.39% 4.85% 3.90% 11.65% 20.40% 3.77% 18.87% 12.11% 33.96% 0.00% 4.43% 5.06% 9.49%
ZVSP 58.33% 16.67% 37.50% 4.17% 0.00% 58.33% 11.62% 9.30% 6.97% 27.89% 7.76% 2.91% 4.85% 15.52% 5.66% 9.43% 7.55% 22.64% 0.21% 8.95% 17.40% 26.56%
VSP 83.33% 25.00% 41.67% 16.67% 0.00% 83.33% 17.02% 12.77% 19.15% 48.73% 16.50% 6.80% 20.39% 43.69% 7.55% 9.43% 20.75% 37.74% 1.84% 7.36% 22.07% 31.26%

Llam
a2-7b

SP 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.97% 0.97% 0.00% 0.00% 3.77% 3.77% 0.00% 0.00% 3.68% 3.68%
SF 8.33% 0.00% 4.17% 4.17% 0.00% 8.33% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 1.89% 1.89% 0.00% 0.00% 3.68% 3.68%
NC 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.97% 0.97% 1.89% 1.89% 1.89% 5.66% 0.00% 0.00% 4.43% 4.43%
ZSC 16.67% 0.00% 0.00% 4.16% 12.50% 4.17% 1.27% 0.00% 0.00% 1.27% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 1.89% 1.89% 0.00% 0.00% 4.85% 4.85%
RAG 8.33% 0.00% 0.00% 8.33% 0.00% 8.33% 0.00% 0.42% 0.00% 0.42% 0.00% 0.97% 0.00% 0.97% 0.00% 1.89% 1.89% 3.77% 0.00% 0.00% 1.84% 1.84%
ZVSP 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 1.89% 1.89% 3.77% 0.00% 1.84% 1.84% 3.68%
VSP 16.67% 8.33% 4.17% 4.17% 0.00% 16.67% 2.12% 1.27% 0.00% 3.39% 0.00% 0.97% 1.94% 2.91% 1.89% 0.00% 5.66% 7.55% 1.84% 0.00% 5.06% 6.90%

Llam
a2-13b

SP 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 1.27% 0.00% 0.00% 1.27% 0.00% 0.00% 1.94% 1.94% 0.00% 1.89% 1.89% 3.77% 0.00% 1.48% 2.88% 4.36%
SF 8.33% 4.17% 0.00% 0.00% 4.16% 4.17% 1.69% 0.85% 0.00% 2.54% 0.00% 0.00% 1.94% 1.94% 0.00% 0.00% 3.77% 3.77% 0.00% 1.74% 2.13% 3.87%
NC 8.33% 8.33% 0.00% 0.00% 0.00% 8.33% 0.42% 0.85% 0.42% 1.69% 0.00% 0.00% 0.97% 0.97% 1.89% 1.89% 1.89% 5.66% 0.00% 1.05% 2.92% 3.97%
ZSC 20.83% 4.17% 0.00% 4.17% 12.50% 8.33% 0.00% 0.85% 0.42% 1.27% 0.97% 0.00% 0.00% 0.97% 0.00% 0.00% 1.89% 1.89% 0.21% 2.11% 3.94% 6.26%
RAG 8.33% 0.00% 0.00% 8.33% 0.00% 8.33% 0.00% 0.85% 0.42% 1.27% 0.00% 0.00% 1.94% 1.94% 0.00% 1.89% 1.89% 3.77% 0.00% 1.84% 2.45% 4.29%
ZVSP 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 1.27% 0.00% 0.00% 1.27% 0.00% 0.00% 0.00% 0.00% 0.00% 1.89% 1.89% 3.77% 0.00% 0.84% 3.02% 3.87%
VSP 16.67% 12.50% 4.17% 0.00% 0.00% 16.67% 2.12% 1.27% 0.42% 3.81% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 5.66% 9.43% 0.00% 1.27% 6.63% 7.90%

CodeLlam
a

SP 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.42% 0.42% 0.42% 1.27% 0.00% 0.00% 1.94% 1.94% 0.00% 0.00% 1.89% 1.89% 0.00% 0.00% 1.31% 1.31%
SF 8.33% 0.00% 4.17% 4.17% 0.00% 8.33% 0.00% 0.42% 1.27% 1.69% 0.00% 0.97% 0.97% 1.94% 0.00% 1.89% 1.89% 3.77% 0.00% 1.84% 1.05% 2.89%
NC 8.33% 0.00% 4.17% 4.17% 0.00% 8.33% 0.42% 0.42% 1.27% 2.12% 0.00% 0.00% 0.97% 0.97% 0.00% 1.89% 1.89% 3.77% 0.00% 1.69% 2.08% 3.77%
ZSC 16.67% 0.00% 0.00% 4.17% 12.50% 4.17% 0.42% 0.42% 0.85% 1.69% 0.00% 0.97% 0.00% 0.97% 0.00% 0.00% 1.89% 1.89% 0.00% 0.63% 1.36% 1.99%
RAG 4.17% 0.00% 0.00% 4.17% 0.00% 4.17% 0.00% 0.42% 0.85% 1.27% 0.00% 0.00% 1.94% 1.94% 0.00% 1.89% 1.89% 3.77% 0.00% 0.84% 1.33% 2.17%
ZVSP 8.33% 4.17% 0.00% 4.17% 0.00% 8.33% 0.42% 0.42% 1.27% 2.12% 0.00% 0.97% 0.97% 1.94% 0.00% 0.00% 1.89% 1.89% 0.63% 1.05% 1.21% 2.89%
VSP 16.67% 8.33% 4.17% 4.17% 0.00% 16.67% 0.00% 0.85% 1.69% 2.54% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 1.89% 5.66% 0.00% 1.69% 2.32% 4.01%

Q
C-2.5

SP 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 1.27% 1.69% 2.97% 0.00% 0.00% 0.00% 0.00% 0.00% 1.89% 1.89% 3.77% 0.21% 1.35% 2.09% 3.65%
SF 12.50% 4.17% 4.17% 4.17% 0.00% 12.50% 0.42% 1.69% 2.12% 4.24% 0.00% 0.97% 0.97% 1.94% 0.00% 1.89% 1.89% 3.77% 0.42% 1.31% 1.77% 3.50%
NC 8.33% 0.00% 4.17% 4.17% 0.00% 8.33% 0.42% 1.69% 2.12% 4.24% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 1.89% 5.66% 1.84% 0.37% 2.94% 5.15%
ZSC. 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.85% 2.12% 2.97% 0.00% 0.00% 0.00% 0.00% 0.00% 1.89% 1.88% 3.77% 0.00% 0.72% 2.78% 3.50%
RAG 8.33% 0.00% 4.17% 4.17% 0.00% 8.33% 0.00% 1.69% 1.69% 3.39% 0.00% 0.97% 0.97% 1.94% 0.00% 1.89% 1.89% 3.77% 0.00% 2.94% 1.47% 4.41%
ZVSP 12.50% 4.17% 4.17% 4.17% 0.00% 12.50% 0.42% 1.69% 2.12% 4.24% 0.00% 0.97% 1.94% 2.91% 0.00% 1.89% 1.89% 3.77% 0.21% 1.05% 2.62% 3.88%
VSP 16.67% 4.17% 4.17% 8.33% 0.00% 16.67% 0.85% 1.27% 2.54% 4.66% 0.97% 1.94% 1.94% 4.85% 1.89% 3.77% 1.88% 7.55% 0.00% 2.21% 3.49% 5.70%

D
SC-V2

SP 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 1.27% 0.85% 2.12% 0.00% 0.00% 0.00% 0.00% 0.00% 1.89% 1.89% 3.77% 0.00% 0.70% 0.80% 1.50%
SF 8.33% 0.00% 4.17% 4.17% 0.00% 8.33% 0.42% 1.27% 1.69% 3.39% 0.97% 0.97% 0.97% 2.91% 0.00% 1.89% 1.89% 3.77% 0.21% 0.91% 0.93% 2.05%
NC 4.17% 0.00% 0.00% 4.17% 0.00% 4.17% 0.42% 0.85% 1.69% 2.97% 0.00% 0.00% 0.00% 0.00% 0.00% 1.89% 1.89% 3.77% 0.63% 0.91% 1.96% 3.51%
ZSC 16.67% 0.00% 4.17% 4.17% 8.33% 8.33% 0.42% 0.42% 1.27% 2.12% 0.00% 0.97% 1.94% 2.91% 0.00% 0.00% 0.00% 0.00% 0.00% 1.84% 2.02% 3.86%
RAG 8.33% 0.00% 4.17% 4.17% 0.00% 8.33% 0.00% 0.85% 1.27% 2.12% 0.00% 0.97% 0.97% 1.94% 0.00% 0.00% 1.89% 1.89% 0.00% 0.00% 0.92% 0.92%
ZVSP 8.33% 0.00% 4.17% 4.17% 0.00% 8.33% 0.00% 0.85% 1.69% 2.54% 0.00% 0.97% 0.97% 1.94% 0.00% 1.89% 1.89% 3.77% 0.00% 1.84% 1.84% 3.68%
VSP 12.50% 4.17% 4.17% 4.17% 0.00% 12.50% 1.27% 0.85% 2.12% 4.24% 0.97% 0.97% 1.94% 3.88% 1.89% 1.89% 1.89% 5.66% 0.21% 1.85% 2.05% 4.10%

FT-Llam
a2

SP 8.33% 0.00% 4.17% 4.17% 0.00% 8.33% 0.00% 12.71% 13.98% 26.69% 0.00% 4.85% 9.71% 14.56% 0.00% 3.77% 11.32% 15.09% 0.00% 7.89% 9.58% 17.47%
SF 25.00% 4.17% 12.50% 8.33% 0.00% 25.00% 0.00% 12.29% 14.41% 26.69% 0.00% 3.88% 6.80% 10.68% 1.89% 9.43% 15.09% 26.42% 0.21% 2.87% 6.99% 10.07%
NC 16.67% 0.00% 12.50% 4.17% 0.00% 16.67% 0.00% 12.71% 13.14% 25.85% 0.00% 6.80% 6.80% 13.59% 0.00% 13.21% 15.09% 28.30% 0.21% 4.35% 7.89% 12.46%
ZSC 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 2.20% 12.01% 14.22%
RAG 16.67% 0.00% 8.33% 8.33% 0.00% 16.67% 0.00% 13.14% 13.98% 27.12% 0.97% 3.88% 10.68% 15.53% 0.00% 5.66% 13.21% 18.87% 0.00% 1.71% 2.23% 3.94%
ZVSP 12.50% 0.00% 12.50% 0.00% 0.00% 12.50% 0.42% 13.56% 13.56% 27.54% 0.00% 5.83% 7.77% 13.59% 0.00% 5.66% 9.43% 15.09% 0.00% 4.17% 9.54% 13.72%
VSP 25.00% 4.17% 12.50% 8.33% 0.00% 25.00% 0.00% 14.41% 15.68% 30.08% 0.00% 4.85% 13.59% 18.45% 0.00% 9.43% 18.87% 28.30% 0.63% 13.08% 11.38% 25.09%

after applying a patch, we consider the patch valid. However, a valid patch may not be correct [75] because it might
alter or break the program functionality that is not covered by the test cases, despite passing them.

Therefore, we follow [32, 75] and manually inspect the valid patches, classifying them into one of four categories:
(1) if the generated patch exactly matches the ground truth, it is considered syntactic equivalent (SynEq); (2) if not,
but the behavior is the same as the ground truth, we consider it semantically equivalent (SemEq); (3) if the patch has
different behavior from ground truth but still fixes the vulnerability without breaking code functionalities, we consider
it plausible (Plaus); (4) if the patch can pass the test cases (i.e., the patch is valid) but breaks functionalities, we consider
it unreasonable (Unres). Since the samples in BigVul+CVEFixes, Zero-Day and PrimeVul are not compilable and the
test cases are not available, we directly inspect the generated patches and classify them into one of those categories.
The process is first done by the first author and then confirmed by the second and third authors, with disagreements
resolved via discussions. Only the SynEq, SemEq, and plausible patches are counted as correct, and we measure patching
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effectiveness in terms of correct rate=#correct patches/#testing samples. Falcon failed in all the settings on this task.
Thus, we omit it in Table 6.

As Table 6 shows, with existing prompting strategies, the two Llama2 models barely work, only generating up
to <10% (0.97–8.33%) correct patches against the four datasets. Using the existing strategies, patches from the four
commercial models (Gemini, Claude3, and both GPTs) achieve up to 29.17–70.83% correct rates on the ExtractFix dataset,
although much lower (10.68–33.96%) on the other datasets. Against the BigVul+CVEFixes, GPT-4 outperforms Claude3
(30.24% versus 20.76%). The largest LLM Gemini (with 50T parameters, as shown in Table 1) achieves a much lower
best correct rate (10.68–29.17%) than the other three commercial LLMs (16.98-54.17% on Claude3, 18.45-50.00% on
GPT-3.5, and 20.40-70.83% on GPT-4). Both GPT and Llama2 have their newer/larger versions performing better than
the smaller ones. The code-specific LLMs (CodeLlama, Qwen2.5-Coder, and DeepSeek-Coder-V2) generally exhibit
significantly lower correct rates compared to the leading general-purpose commercial LLMs, with their best performance
being 12.50% on ExtractFix (Qwen2.5-Coder), and much lower on other datasets (e.g., 1.94-5.66% on BigVul+CVEFixes,
Zero-Day, and PrimeVul-Subset). Via other metrics, it appears that all the LLMs can generate semantically equivalent
and plausible patches besides the syntactic equivalent ones. The PrimeVul-Full dataset, with its 62 diverse CWEs,
presents a significant challenge for vulnerability repair. Most models struggle to generate correct patches for this broad
range of vulnerabilities. For example, GPT-4’s correct rate drops from 33.96% on PrimeVul -Subset (using RAG) to just
20.68% (using Standard Prompting) on PrimeVul-Full. This indicates that while LLMs can repair common vulnerabilities
like buffer overflows, their ability to fix a wide variety of less common security flaws is limited. However, GPT-3.5
shows relative resilience, achieving a correct rate of 20.04% with standard prompting on this diverse dataset.

We also evaluate the performance of the fine-tuned Llama2-13b model with existing prompting strategies. With
standard prompting, the fine-tuned model demonstrates a clear improvement over the base Llama2-13b model across
all datasets. For example, on the BigVul+CVEFixes dataset, the correct rate increases from 1.27% (base) to 26.69%
(fine-tuned). Similarly, on PrimeVul-Subset, the correct rate jumps from 3.77% to 15.09%. This substantial gain indicates
that fine-tuning is highly effective for the complex task of vulnerability repair, enabling the model to learn the specific
patterns and syntactic requirements of generating valid patches. Furthermore, the fine-tuned model shows a high
degree of stability across different existing strategies (Standard Prompting, Standard Few-Shot, Naive CoT, and RAG),
with correct rates often remaining within a close range (e.g., 25.85% to 27.12% on BigVul+CVEFixes).

Among the five strategies, standard prompting has the worst performance on the two Llama2s and Gemini (mostly
near 0% correct rate), while zero-shot-completion performs the worst on other LLMs (0.00%–20.83%). While patches
generated by zero-shot-completion (s.2 template [75]) pass test cases in many ExtractFix samples, most of them are
unreasonable (as marked in yellow). The reason is that, by removing the vulnerable code and letting the LLMs generate
the fixed code, LLMs may generate code that alters the program’s functionalities, although such code may still pass
the test cases if the functionality tests are not comprehensive. Standard few-shot, Naive CoT, and RAG alternatively
achieve the best correct rate. For example, Gemini achieves its best correct rates 10.68%-29.17% with Naive CoT. Claude3
achieves its best correct rates 54.17% and 20.76% with standard few-shot against the ExtractFix and BigVul+CVEFixes
datasets, respectively, while it achieves the best correct rate 19.43% and 16.98% with RAG against the Zero-Day and
PrimeVul-Subset dataset, respectively.

Between the datasets, the LLMs with any prompting strategy almost consistently perform better on the ExtractFix
dataset (up to 70.83% correct rate) than on BigVul+CVEFixes (up to 30.24% correct rate). This is mainly because
the ExtractFix dataset is a relatively simple testing set for traditional automatic vulnerability patching tools, while
BigVul+CVEFixes is more complex which contains more challenging samples. Against the Zero-Day dataset, we notice
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performance drops compared to the BigVul+CVEFixes dataset in some cases (e.g., Gemini’s 12.71% to 10.68% and
Claude3’s 20.76%-19.43%), indicating the potential data leakage/contamination issue. PrimeVul-Subset dataset also
presents varied performance, with correct rates ranging from 3.77% to 33.96%.

Finding 5 (RQ1): For vulnerability repair, with existing prompting strategies GPT-4 achieves up to 70.83% correct
rate. Fine-tuning boosts the performance of Llama2-13b and makes them robust to different prompting strategies.
Standard few-shot, Naive CoT, and RAG alternatively achieve the best correct rate among different LLMs and datasets.
Zero-shot completion is the worst on most LLMs, as many of its generated patches break the program and thus are
unusable. The low correct rates on PrimeVul-Full highlight the difficulty of repairing diverse types of vulnerabilities.

With VSP strategies, some of the LLMs show improved correct rates against the four datasets (up to 83.33% on
GPT-4. Figure 8 shows an example where VSP helps an LLM repair a vulnerability successfully while the existing
prompting strategies do not. Relative to the best performance with existing strategies, VSP’s improvements are up to
29.17 points (i.e., by 58.34%) in correct rate on GPT-3.5 against ExtractFix, and 12.50 points (by 17.65%) on GPT-4 against
ExtractFix. On the two Llama2 models, the improvements are 100% (e.g., from 8.33% to 16.67%). The improvements on
the Zero-Day dataset is large, from up to 20.40% (GPT-4 with RAG) to 31.07% (Claude3), indicating that VSP is effective
for improvement zero-day vulnerability repair. Figure 8 shows an example for vulnerability repair. With VSP, GPT-3.5
successfully identifies the root cause of the buffer overflow and fixes it while Standard Prompting and Naive CoT
simply add a boundary check without analyzing the vulnerability root cause correctly. Therefore, vulnerability-specific
prompting adaptation is crucial for effective analysis. Furthermore, when applying VSP to the fine-tuned model, we
observe additional performance gains. On the BigVul+CVEFixes dataset, the fine-tuned model with VSP achieves a
correct rate of 30.08%, surpassing its best performance with existing strategies (27.12% with RAG). This again indicates
that guiding the model’s reasoning process with vulnerability semantics remains beneficial and complementary, even
after the model has been explicitly fine-tuned for the repair task. On the PrimeVul-Full dataset, VSP again demonstrates
its effectiveness. Despite the increased difficulty, VSP improves repair performance in many cases. For instance, GPT-3.5
achieves a correct rate of 29.00% with VSP, compared to 20.04% with Standard Prompting. GPT-4 improves from 20.68%
(Standard Prompting) to 31.26% (VSP). This suggests that the structured reasoning provided by VSP helps models
generate more accurate patches even for a diverse set of vulnerabilities. VSP also leads to increases in other metrics,
especially the percentage of patches that are valid and syntactically/semantically equivalent (to ground truth). Zero-shot
VSP, however, is not even as helpful as naive CoT in most cases, and almost always underperforms the best-performing
existing prompting strategies.

Statistically, Table 4 shows that VSP yields distinguishable gains (𝑝 < 0.001) in the rate of correct patches compared
to other strategies. The magnitude of this difference varies by baseline: VSP achieves a large effect size (𝑑 = −0.5712)
against Zero-Shot Completion (ZSC), indicating that vulnerability semantics focused guidance is effective compared
to unguided code completion. Against Standard Prompting, the effect size is medium (𝑑 = −0.4628). When compared
to Naive CoT, which also uses reasoning steps, VSP maintains an advantage with a small effect size (𝑑 = −0.2496),
suggesting that the specific focus on vulnerability semantics contributes to the observed repair success.

Finding 6 (RQ2): VSP enables the LLMs to achieve up to 83.3% correct rate in vulnerability repair, where the best
correct rate with existing prompting strategies is 70.83%. For smaller models, the improvements can be over 100%. VSP
further enhances the fine-tuned model, pushing its performance beyond what is achievable with existing strategies.
VSP also helps produce correct patches.
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Table 7. Impact of temperature (Temp) on the LLM performance of vulnerability detection (with VSP)

LLM Temp VulChecker BigVul+CVEFixes Zero-Day PrimeVul-Subset PrimeVul-Full
Rec Prec F1 MCC AuPRC Rec Prec F1 MCC AuPRC Rec Prec F1 MCC AuPRC Rec Prec F1 MCC AuPRC Rec Prec F1 MCC AuPRC

G
em

ini

0 80.00% 26.12% 39.38% 0.3705 0.5395 74.19% 40.05% 52.02% 0.5214 0.5762 33.33% 54.55% 41.38% 0.0604 0.6061 62.51% 40.24% 48.96% 0.4849 0.5193 63.75% 31.00% 41.72% 0.4237 0.4786
0.25 77.65% 26.09% 39.05% 0.3627 0.5286 74.09% 39.97% 51.92% 0.5204 0.5753 33.01% 53.13% 40.72% 0.0420 0.5981 63.89% 40.35% 49.46% 0.4912 0.5265 66.94% 30.69% 42.09% 0.4323 0.4926
0.5 74.12% 25.40% 37.84% 0.3436 0.5091 74.63% 40.09% 52.16% 0.5234 0.5785 33.01% 57.63% 41.98% 0.0966 0.6207 61.11% 41.12% 49.16% 0.4849 0.5169 68.28% 31.00% 42.64% 0.4393 0.5006
0.75 70.59% 24.90% 36.81% 0.3267 0.4905 74.84% 40.14% 52.25% 0.5245 0.5797 31.07% 53.33% 39.26% 0.0427 0.5943 59.72% 41.35% 48.86% 0.4806 0.5113 69.64% 30.38% 42.30% 0.4390 0.5041

1 69.41% 24.08% 35.76% 0.3135 0.4810 74.52% 40.06% 52.11% 0.5227 0.5778 30.10% 54.39% 38.75% 0.0543 0.5972 56.94% 39.42% 46.59% 0.4567 0.4882 72.43% 29.77% 42.20% 0.4432 0.5147

Claude3

0 57.57% 45.24% 50.67% 0.4563 0.5329 51.28% 76.92% 61.54% 0.6164 0.6504 32.04% 70.21% 44.00% 0.2198 0.6812 46.96% 64.12% 54.22% 0.5384 0.5633 49.08% 19.46% 27.87% 0.2800 0.3495
0.25 57.65% 45.37% 50.78% 0.4575 0.5339 51.28% 76.71% 61.47% 0.6155 0.6494 33.01% 66.67% 44.16% 0.1912 0.6659 44.44% 69.57% 54.24% 0.5467 0.5783 48.10% 20.24% 28.49% 0.2838 0.3486
0.5 55.29% 45.19% 49.74% 0.4457 0.5223 51.17% 77.05% 61.50% 0.6163 0.6505 33.01% 62.96% 43.31% 0.1545 0.6473 47.22% 68.00% 55.74% 0.5571 0.5839 50.02% 19.64% 28.20% 0.2844 0.3549
0.75 60.00% 47.22% 52.85% 0.4807 0.5539 51.39% 77.62% 61.83% 0.6201 0.6544 34.95% 61.02% 44.44% 0.1396 0.6425 45.83% 63.46% 53.23% 0.5288 0.5545 49.02% 18.65% 27.02% 0.2725 0.3452

1 55.29% 45.63% 50.00% 0.4487 0.5245 51.39% 78.12% 61.99% 0.6222 0.6569 33.01% 60.71% 42.77% 0.1309 0.6361 44.44% 64.00% 52.46% 0.5230 0.5504 49.02% 19.40% 27.80% 0.2793 0.3489

G
PT-3.5

0 50.79% 58.18% 54.23% 0.5025 0.5667 33.08% 72.03% 45.34% 0.4754 0.5384 33.01% 59.65% 42.50% 0.1194 0.6308 38.96% 63.29% 48.23% 0.4861 0.5203 39.88% 26.32% 31.71% 0.3013 0.3390
0.25 54.12% 59.74% 56.79% 0.5289 0.5896 32.52% 72.27% 44.85% 0.4722 0.5369 32.04% 58.93% 41.51% 0.1091 0.6247 37.50% 57.45% 45.38% 0.4526 0.4840 41.87% 26.05% 32.12% 0.3072 0.3473
0.5 52.94% 59.21% 55.90% 0.5197 0.5816 32.09% 71.33% 44.26% 0.4656 0.5302 33.01% 61.82% 43.04% 0.1427 0.6416 40.28% 58.00% 47.54% 0.4718 0.5002 39.78% 25.53% 31.10% 0.2955 0.3346
0.75 47.06% 57.14% 51.61% 0.4766 0.5445 31.98% 72.12% 44.31% 0.4676 0.5336 33.98% 67.31% 45.16% 0.2011 0.6715 41.67% 60.00% 49.18% 0.4889 0.5170 38.58% 25.28% 30.54% 0.2892 0.3275

1 45.88% 56.52% 50.65% 0.4668 0.5360 31.98% 72.64% 44.41% 0.4695 0.5362 33.01% 72.34% 45.33% 0.2429 0.6942 38.89% 65.12% 48.70% 0.4931 0.5291 36.66% 25.53% 30.10% 0.2832 0.3193

G
PT-4

0 70.00% 56.75% 62.68% 0.5903 0.6471 56.81% 49.01% 52.63% 0.5073 0.5374 44.36% 54.09% 48.70% 0.0822 0.6064 60.39% 49.95% 54.68% 0.5357 0.5576 39.13% 32.47% 35.49% 0.3372 0.3661
0.25 64.71% 56.12% 60.11% 0.5609 0.6198 56.72% 48.94% 52.54% 0.5065 0.5366 44.37% 55.53% 49.56% 0.1083 0.6136 59.72% 47.25% 52.76% 0.5169 0.5408 39.52% 34.10% 36.61% 0.3485 0.3761
0.5 68.24% 56.86% 62.03% 0.5826 0.6396 56.18% 48.62% 52.13% 0.5021 0.5324 43.40% 55.35% 48.46% 0.0856 0.6053 56.94% 48.81% 52.56% 0.5133 0.5351 37.55% 33.76% 35.55% 0.3374 0.3648
0.75 67.06% 59.38% 62.98% 0.5927 0.6468 55.65% 48.51% 51.84% 0.4990 0.5294 43.40% 55.83% 49.33% 0.1117 0.6127 58.33% 50.60% 54.19% 0.5299 0.5508 37.17% 35.44% 36.29% 0.3451 0.3714

1 61.18% 58.43% 59.77% 0.5577 0.6152 55.44% 48.37% 51.66% 0.4972 0.5276 44.37% 56.28% 50.00% 0.1214 0.6173 56.94% 48.24% 52.23% 0.5100 0.5323 39.03% 36.15% 37.54% 0.3579 0.3840

Llam
a2-7b

0 42.85% 37.50% 39.99% 0.3382 0.4271 53.12% 44.74% 48.57% 0.4651 0.4983 38.23% 60.93% 46.98% 0.1478 0.6502 44.73% 47.72% 46.18% 0.4478 0.4704 39.96% 12.31% 18.82% 0.1844 0.2693
0.25 43.53% 37.00% 40.00% 0.3377 0.4277 53.20% 45.00% 48.75% 0.4670 0.5000 37.86% 58.21% 45.88% 0.1140 0.6357 44.44% 48.48% 46.38% 0.4502 0.4729 40.36% 12.07% 18.58% 0.1827 0.2701
0.5 42.35% 36.73% 39.34% 0.3308 0.4210 52.77% 44.96% 48.55% 0.4648 0.4977 36.89% 55.88% 44.44% 0.0826 0.6216 43.06% 50.00% 46.27% 0.4504 0.4737 41.16% 12.67% 19.38% 0.1913 0.2770
0.75 43.53% 35.58% 39.15% 0.3277 0.4206 53.09% 45.15% 48.80% 0.4674 0.5002 34.95% 59.02% 43.90% 0.1170 0.6325 43.06% 53.45% 47.69% 0.4671 0.4909 42.40% 12.80% 19.66% 0.1958 0.2836

1 43.53% 37.00% 40.00% 0.3377 0.4277 53.41% 45.42% 49.09% 0.4705 0.5031 33.01% 57.63% 41.98% 0.0966 0.6207 41.67% 50.00% 45.45% 0.4430 0.4670 40.28% 12.28% 18.83% 0.1849 0.2708

Llam
a2-13b

0 54.12% 32.17% 40.35% 0.3432 0.4518 51.63% 50.48% 51.04% 0.4907 0.5199 39.22% 63.49% 48.48% 0.1804 0.6655 48.32% 48.71% 48.52% 0.4712 0.4928 57.87% 12.92% 21.13% 0.2345 0.3595
0.25 58.82% 33.78% 42.92% 0.3745 0.4813 51.28% 50.47% 50.87% 0.4889 0.5181 39.81% 62.12% 48.52% 0.1665 0.6601 48.61% 47.95% 48.28% 0.4685 0.4904 58.44% 13.57% 22.03% 0.2439 0.3656
0.5 56.47% 32.65% 41.38% 0.3561 0.4649 51.07% 50.53% 50.80% 0.4881 0.5174 38.83% 63.49% 48.19% 0.1791 0.6645 45.83% 48.53% 47.14% 0.4576 0.4798 55.52% 13.98% 22.33% 0.2417 0.3534
0.75 54.12% 32.17% 40.35% 0.3432 0.4518 50.96% 50.64% 50.80% 0.4882 0.5174 40.78% 60.00% 48.55% 0.1435 0.6519 47.22% 49.28% 48.23% 0.4685 0.4903 58.30% 14.54% 23.27% 0.2551 0.3697

1 55.29% 33.33% 41.59% 0.3574 0.4630 50.85% 50.53% 50.69% 0.4871 0.5164 40.78% 57.53% 47.73% 0.1116 0.6396 44.44% 47.76% 46.04% 0.4465 0.4692 57.71% 14.10% 22.66% 0.2485 0.3647

Falcon

0 63.53% 27.41% 38.29% 0.3317 0.4709 44.77% 36.83% 40.41% 0.3798 0.4186 35.29% 43.37% 38.92% -0.1098 0.5551 47.86% 35.87% 41.01% 0.3959 0.4264 14.58% 11.29% 12.73% 0.1012 0.1407
0.25 62.35% 27.75% 38.41% 0.3313 0.4672 44.78% 37.00% 40.52% 0.3809 0.4195 35.92% 43.02% 39.15% -0.1181 0.5549 48.61% 35.00% 40.70% 0.3936 0.4256 15.02% 11.74% 13.18% 0.1059 0.1451
0.5 62.35% 27.46% 38.13% 0.3284 0.4658 44.99% 37.25% 40.75% 0.3833 0.4218 34.95% 42.86% 38.50% -0.1185 0.5517 50.00% 34.95% 41.14% 0.3991 0.4321 15.32% 11.62% 13.22% 0.1062 0.1460
0.75 61.18% 27.37% 37.82% 0.3235 0.4599 44.78% 37.14% 40.60% 0.3817 0.4202 33.01% 40.96% 36.56% -0.1485 0.5373 47.22% 33.66% 39.31% 0.3793 0.4122 16.09% 12.09% 13.80% 0.1123 0.1520

1 62.35% 28.34% 38.97% 0.3372 0.4702 44.35% 36.98% 40.33% 0.3788 0.4174 33.98% 42.17% 37.63% -0.1287 0.5458 48.61% 33.02% 39.33% 0.3809 0.4157 15.93% 12.33% 13.90% 0.1134 0.1525

CodeLlam
a

0 4.71% 23.53% 7.84% 0.0693 0.1835 14.75% 9.55% 11.59% 0.0745 0.1379 14.12% 15.69% 14.86% -0.6208 0.3637 11.19% 16.25% 13.26% 0.1154 0.1504 12.50% 9.38% 10.71% 0.0800 0.1210
0.25 4.71% 21.05% 7.69% 0.0609 0.1711 14.39% 9.37% 11.35% 0.0719 0.1353 14.56% 15.79% 15.15% -0.6330 0.3654 9.72% 15.56% 11.97% 0.1042 0.1397 12.00% 9.09% 10.35% 0.0763 0.1172
0.5 3.53% 17.65% 5.88% 0.0415 0.1487 13.86% 9.06% 10.96% 0.0677 0.1312 13.59% 15.56% 14.51% -0.6068 0.3618 11.11% 17.78% 13.68% 0.1222 0.1576 11.88% 9.00% 10.24% 0.0752 0.1161
0.75 4.71% 25.00% 7.92% 0.0739 0.1908 13.33% 8.76% 10.57% 0.0636 0.1271 12.62% 14.44% 13.47% -0.6264 0.3538 9.72% 17.95% 12.61% 0.1149 0.1517 12.12% 9.00% 10.33% 0.0760 0.1173

1 5.88% 31.25% 9.90% 0.1026 0.2274 13.11% 8.64% 10.41% 0.0620 0.1255 13.59% 15.22% 14.36% -0.6249 0.3601 11.11% 18.60% 13.91% 0.1259 0.1617 11.75% 9.00% 10.20% 0.0748 0.1155

Q
C-2.5

0 37.65% 27.59% 31.84% 0.2443 0.3538 27.72% 50.39% 35.76% 0.3558 0.4044 32.62% 29.71% 31.10% -0.4475 0.4801 32.66% 35.90% 34.20% 0.3253 0.3527 21.54% 20.45% 20.98% 0.1877 0.2204
0.25 36.47% 26.05% 30.39% 0.2275 0.3408 28.25% 50.48% 36.23% 0.3596 0.4075 34.95% 29.75% 32.14% -0.4832 0.4861 34.72% 34.72% 34.72% 0.3294 0.3569 21.97% 21.07% 21.51% 0.1932 0.2256
0.5 35.29% 25.21% 29.41% 0.2164 0.3312 28.25% 50.19% 36.15% 0.3585 0.4060 33.98% 28.00% 30.70% -0.5466 0.4750 33.33% 31.58% 32.43% 0.3055 0.3344 22.63% 20.65% 21.59% 0.1937 0.2267
0.75 36.47% 25.62% 30.10% 0.2239 0.3386 27.83% 50.29% 35.83% 0.3561 0.4045 34.95% 29.27% 31.86% -0.5048 0.4837 31.94% 30.26% 31.08% 0.2916 0.3211 22.63% 21.06% 21.82% 0.1962 0.2288

1 37.65% 25.60% 30.48% 0.2279 0.3439 27.83% 50.39% 35.85% 0.3565 0.4050 33.01% 27.20% 29.82% -0.5665 0.4685 31.94% 30.67% 31.29% 0.2938 0.3231 22.18% 21.06% 21.61% 0.1941 0.2265

D
SC-V2

0 28.24% 32.00% 30.00% 0.2370 0.3330 17.27% 37.07% 23.56% 0.2333 0.2876 30.12% 31.00% 30.55% -0.3693 0.4803 25.21% 33.36% 28.72% 0.2732 0.3039 39.13% 11.64% 17.94% 0.1749 0.2619
0.25 29.41% 31.65% 30.49% 0.2401 0.3366 17.38% 37.05% 23.66% 0.2340 0.2880 30.10% 30.39% 30.24% -0.3884 0.4772 25.00% 32.14% 28.13% 0.2663 0.2968 37.96% 11.41% 17.54% 0.1694 0.2551
0.5 28.24% 32.88% 30.38% 0.2425 0.3374 17.48% 37.27% 23.80% 0.2356 0.2897 31.07% 32.00% 31.53% -0.3497 0.4877 23.61% 28.33% 25.76% 0.2402 0.2710 38.72% 11.98% 18.29% 0.1776 0.2616
0.75 27.06% 29.87% 28.40% 0.2183 0.3170 17.80% 37.36% 24.12% 0.2381 0.2916 29.13% 31.91% 30.46% -0.3314 0.4824 23.61% 30.36% 26.56% 0.2502 0.2811 40.26% 12.10% 18.60% 0.1828 0.2697

1 25.88% 30.14% 27.85% 0.2148 0.3130 17.70% 37.30% 24.01% 0.2372 0.2909 30.10% 31.31% 30.69% -0.3595 0.4818 20.83% 25.86% 23.08% 0.2134 0.2452 38.25% 11.97% 18.24% 0.1764 0.2593

FT-Llam
a2

0 56.47% 64.86% 60.38% 0.5697 0.6260 50.43% 38.52% 43.67% 0.4151 0.4543 45.63% 51.46% 48.37% 0.0260 0.6214 90.28% 31.25% 46.43% 0.5126 0.6091 58.68% 21.25% 31.20% 0.3253 0.4052
0.25 57.04% 64.22% 60.41% 0.5693 0.6253 47.91% 40.06% 43.63% 0.4134 0.4499 43.81% 52.49% 47.75% 0.0421 0.6219 91.18% 31.25% 46.55% 0.5154 0.6135 58.10% 22.10% 32.02% 0.3313 0.4065
0.5 55.89% 64.22% 59.77% 0.5631 0.6201 45.51% 40.86% 43.06% 0.4072 0.4423 43.37% 51.96% 47.28% 0.0332 0.6182 86.62% 30.94% 45.59% 0.4985 0.5898 57.51% 21.00% 30.76% 0.3194 0.3982
0.75 58.13% 64.86% 61.31% 0.5787 0.6335 45.05% 41.27% 43.08% 0.4074 0.4422 45.54% 51.96% 48.54% 0.0346 0.6236 88.36% 31.25% 46.17% 0.5067 0.5997 54.64% 20.79% 30.11% 0.3089 0.3832

1 58.71% 63.56% 61.04% 0.5747 0.6297 43.25% 42.09% 42.67% 0.4034 0.4377 43.71% 53.00% 47.91% 0.0503 0.6243 83.94% 31.87% 46.20% 0.4983 0.5814 54.64% 20.37% 29.68% 0.3051 0.3811

4 RQ3: IMPACT OF LLM CONFIGURATIONS

To answer RQ3, we evaluate how the internal configurations of LLMs—specifically decoding strategies (temperature
and Top-P) and system-level instructions—affect their performance. We conduct this sensitivity analysis using the VSP
strategy, as it appeared to be effective compared to other prompting strategies considered in RQ2.

4.1 Impact of Temperature

We first examine the impact of Temperature, which controls the randomness of the generation. We evaluate values of 0,
0.25, 0.5, 0.75, and 1, where 0 (our default) reduces randomness of our results and 1 allows for maximum diversity.

Table 7 summarizes the impact of temperature settings on vulnerability detection effectiveness using the VSP
strategy. Overall, we observe that lower temperatures (0 to 0.25) generally yield the most consistent and optimal
performance across the majority of LLMs and datasets. For instance, Gemini achieves its highest F1 score of 39.38% on
VulChecker and 41.38% on the Zero-Day dataset at the default temperature of 0, with performance degrading to 35.76%
and 38.75%, respectively, as the temperature increases to 1. Similarly, code-specific models like Qwen2.5-Coder and
DeepSeek-Coder-V2 tend to favor deterministic generation, showing slight performance drops or stagnation at higher
temperatures. While there are isolated instances where higher temperatures yield marginal gains—such as GPT-4,
which improves from 48.70% to 50.00% F1 on the Zero-Day dataset at temperature 1—these improvements are not
consistent across other datasets (e.g., GPT-4 drops from 62.68% to 59.77% on VulChecker). The fine-tuned Llama2-13b
Manuscript submitted to ACM



Assessing and Improving Prompting Large Language Models for Software Vulnerability Analysis 27

Table 8. Impact of temperature (Temp) on the LLM performance of vulnerability classification (with VSP)

LLM Temp VulChecker Dataset BigVul+CVEFixes Zero-Day PrimeVul-Subset PrimeVul-Full

MacF1 MicF1 MCC MacAu MicAu MacF1 MicF1 MCC MacAu MicAu MacF1 MicF1 MCC MacAu MicAu MacF1 MicF1 MCC MacAu MicAu MacF1 MicF1 MCC MacAu MicAu

G
em

ini

0 28.28% 31.40% 0.2081 0.3976 0.5245 39.47% 47.27% 0.3544 0.4523 0.5903 21.37% 27.06% 0.1982 0.2967 0.5510 28.44% 35.24% 0.2228 0.3515 0.4670 4.20% 23.32% 0.1674 0.1386 0.4544
0.25 28.73% 31.34% 0.2085 0.3984 0.5255 40.10% 47.84% 0.3551 0.4531 0.5915 21.20% 27.28% 0.1986 0.2972 0.5521 27.87% 35.74% 0.2189 0.3579 0.5063 4.19% 23.04% 0.1677 0.1388 0.4552
0.5 29.02% 31.71% 0.2206 0.3480 0.4625 40.58% 47.84% 0.3509 0.4478 0.5846 21.37% 27.17% 0.1962 0.2938 0.5457 28.26% 35.02% 0.2206 0.3480 0.4625 4.21% 22.85% 0.1658 0.1372 0.4499
0.75 28.44% 31.27% 0.2089 0.3993 0.5267 40.50% 47.65% 0.3559 0.4541 0.5928 21.63% 27.49% 0.1990 0.2979 0.5533 28.55% 34.95% 0.2237 0.3529 0.4690 4.28% 23.08% 0.1681 0.1392 0.4562

1 27.98% 31.27% 0.2089 0.3993 0.5267 39.69% 48.22% 0.3559 0.4541 0.5928 21.80% 27.60% 0.1990 0.2979 0.5533 29.00% 35.02% 0.2237 0.3529 0.4690 4.28% 22.89% 0.1681 0.1392 0.4562

Claude3

0 29.93% 32.04% 0.2230 0.4580 0.5549 31.45% 36.92% 0.2174 0.3438 0.4583 37.16% 40.16% 0.3345 0.4677 0.6160 25.95% 34.87% 0.2142 0.3501 0.4952 3.45% 14.95% 0.1039 0.0617 0.4136
0.25 30.47% 31.53% 0.2266 0.4654 0.5638 31.45% 37.22% 0.2210 0.3494 0.4658 37.53% 40.56% 0.3399 0.4753 0.6259 25.59% 34.17% 0.2072 0.3960 0.5224 3.50% 14.74% 0.1056 0.0627 0.4203
0.5 30.96% 32.16% 0.2222 0.4563 0.5528 30.95% 36.69% 0.2166 0.3425 0.4566 38.13% 39.75% 0.2767 0.4934 0.5747 26.00% 34.04% 0.2031 0.3882 0.5121 3.50% 14.62% 0.1035 0.0615 0.4120
0.75 30.52% 32.16% 0.2222 0.4563 0.5528 31.32% 36.47% 0.2166 0.3425 0.4566 37.52% 39.27% 0.2767 0.4934 0.5747 25.48% 33.42% 0.1410 0.2927 0.3966 3.46% 14.39% 0.1035 0.0615 0.4120

1 30.10% 32.35% 0.2209 0.4536 0.5495 30.75% 36.98% 0.2154 0.3405 0.4540 38.05% 38.72% 0.2751 0.4905 0.5713 25.83% 33.36% 0.2019 0.3860 0.5091 3.40% 14.22% 0.1029 0.0611 0.4096

G
PT-3.5

0 35.69% 37.42% 0.2740 0.4105 0.5773 27.44% 28.05% 0.1497 0.4283 0.4916 14.27% 19.23% 0.0646 0.2425 0.3918 30.30% 39.16% 0.2571 0.3983 0.5754 3.93% 16.89% 0.1048 0.0622 0.4172
0.25 34.98% 37.12% 0.3245 0.4862 0.6838 27.22% 28.22% 0.1711 0.3659 0.4837 14.07% 18.96% 0.0766 0.2873 0.4640 30.73% 38.69% 0.3045 0.4717 0.6815 3.87% 16.58% 0.1241 0.0737 0.4942
0.5 34.84% 36.38% 0.2670 0.4000 0.5626 27.06% 27.94% 0.1459 0.4173 0.4790 13.90% 19.00% 0.0630 0.2363 0.3818 30.48% 37.92% 0.2505 0.3881 0.5607 3.87% 16.61% 0.1021 0.0606 0.4066
0.75 35.39% 35.94% 0.2748 0.4117 0.5789 26.68% 27.82% 0.1449 0.3097 0.4095 13.68% 18.92% 0.0648 0.2432 0.3929 30.18% 38.45% 0.2578 0.3994 0.5770 3.86% 16.35% 0.1051 0.0624 0.4184

1 35.54% 35.44% 0.3049 0.4568 0.6424 26.79% 27.71% 0.1607 0.3437 0.4544 13.57% 19.07% 0.0719 0.2699 0.4359 30.18% 38.06% 0.2441 0.3859 0.5145 3.90% 16.28% 0.1166 0.0692 0.4642

G
PT-4

0 44.46% 42.10% 0.3133 0.5147 0.5752 33.00% 34.97% 0.2297 0.4718 0.5715 35.98% 39.04% 0.2798 0.4192 0.5895 30.73% 39.53% 0.2625 0.4066 0.5875 5.59% 20.95% 0.1690 0.1399 0.4587
0.25 43.84% 42.02% 0.3489 0.5347 0.6370 32.34% 35.32% 0.2328 0.4782 0.5793 35.26% 39.27% 0.2836 0.4249 0.5975 30.48% 39.85% 0.2661 0.4122 0.5955 5.66% 21.16% 0.1713 0.1418 0.4649
0.5 44.36% 42.77% 0.3507 0.5763 0.6440 32.92% 35.67% 0.2572 0.5283 0.6399 34.70% 39.35% 0.3133 0.4693 0.6600 30.48% 39.05% 0.2939 0.4553 0.6578 5.59% 20.78% 0.1892 0.1566 0.5135
0.75 44.10% 42.69% 0.3940 0.6038 0.7194 33.38% 34.96% 0.2629 0.5400 0.6542 35.32% 39.90% 0.3203 0.4798 0.6748 30.79% 39.68% 0.3005 0.4655 0.6725 5.48% 20.57% 0.1934 0.1601 0.5250

1 43.30% 43.37% 0.3546 0.5435 0.6474 33.32% 35.17% 0.2366 0.4860 0.5888 34.61% 39.82% 0.2882 0.4318 0.6073 31.15% 39.44% 0.2704 0.4189 0.6052 5.48% 20.28% 0.1741 0.1441 0.4725

Llam
a2-7b

0 20.58% 20.51% 0.0706 0.2987 0.3930 22.27% 22.60% 0.1110 0.3082 0.4430 18.13% 18.86% 0.0758 0.3039 0.4624 26.88% 30.77% 0.2316 0.4427 0.5840 1.00% 4.37% 0.0354 0.0181 0.1044
0.25 20.33% 20.84% 0.0729 0.3082 0.4055 22.27% 22.15% 0.1145 0.3180 0.4571 18.35% 18.52% 0.0782 0.3136 0.4771 27.36% 30.65% 0.2390 0.4568 0.6025 1.02% 4.40% 0.0365 0.0186 0.1077
0.5 20.17% 20.67% 0.0695 0.2941 0.3869 22.49% 21.88% 0.1093 0.3033 0.4361 18.68% 18.52% 0.0875 0.3031 0.4152 27.75% 30.95% 0.2280 0.4358 0.5748 1.01% 4.48% 0.0348 0.0178 0.1027
0.75 20.29% 20.34% 0.0678 0.2867 0.3771 22.67% 21.49% 0.1065 0.2957 0.4251 18.45% 18.67% 0.0727 0.2916 0.4438 27.97% 30.89% 0.2223 0.4248 0.5604 1.01% 4.51% 0.0339 0.0173 0.1002

1 19.89% 20.30% 0.0654 0.2768 0.3641 22.67% 21.27% 0.1028 0.2855 0.4104 18.79% 18.74% 0.0823 0.2853 0.3908 27.58% 30.52% 0.2146 0.4102 0.5410 1.01% 4.42% 0.0328 0.0167 0.0967

Llam
a2-13b

0 32.48% 38.19% 0.2962 0.4588 0.6628 31.16% 34.94% 0.2537 0.4003 0.5319 27.12% 31.02% 0.2369 0.4528 0.5973 27.79% 31.14% 0.2369 0.4528 0.5973 1.08% 4.74% 0.0270 0.0220 0.0818
0.25 32.93% 37.43% 0.2836 0.4249 0.5976 30.60% 34.59% 0.2279 0.3597 0.4779 27.66% 31.64% 0.2129 0.4069 0.5367 27.73% 31.45% 0.2129 0.4069 0.5367 1.07% 4.83% 0.0242 0.0198 0.0735
0.5 32.80% 36.83% 0.3116 0.4668 0.6565 30.66% 34.66% 0.2504 0.3952 0.5251 28.16% 32.15% 0.2339 0.4471 0.5897 28.29% 31.51% 0.2339 0.4471 0.5897 1.04% 4.90% 0.0266 0.0217 0.0808
0.75 32.74% 36.53% 0.2359 0.3729 0.4971 30.23% 33.97% 0.2368 0.3736 0.4964 27.99% 31.95% 0.2212 0.4227 0.5576 27.72% 32.02% 0.2212 0.4227 0.5576 1.04% 4.96% 0.0252 0.0205 0.0764

1 32.15% 35.80% 0.2284 0.4692 0.5684 29.93% 34.44% 0.2236 0.3528 0.4688 27.71% 32.34% 0.2089 0.3992 0.5266 27.33% 31.95% 0.2089 0.3992 0.5266 1.03% 5.06% 0.0238 0.0194 0.0721

Falcon

0 30.20% 28.57% 0.2449 0.4891 0.6540 27.22% 24.80% 0.1665 0.4761 0.5464 18.30% 19.04% 0.0748 0.3000 0.4565 10.71% 15.00% 0.0359 0.2486 0.4002 1.32% 1.06% 0.0062 0.0073 0.0549
0.25 30.74% 28.97% 0.2415 0.4823 0.6449 27.11% 24.35% 0.1642 0.4695 0.5389 18.45% 19.08% 0.0738 0.2959 0.4502 10.52% 15.12% 0.0354 0.2451 0.3947 1.33% 1.06% 0.0061 0.0072 0.0541
0.5 31.36% 29.26% 0.2391 0.4775 0.6386 27.33% 24.06% 0.1625 0.4649 0.5335 18.30% 19.19% 0.0730 0.2929 0.4457 10.42% 14.82% 0.0351 0.2427 0.3908 1.32% 1.07% 0.0061 0.0072 0.0536
0.75 31.36% 29.79% 0.2348 0.4690 0.6272 26.78% 23.68% 0.1596 0.4566 0.5241 18.66% 18.89% 0.0841 0.2916 0.3993 10.27% 14.82% 0.0345 0.2384 0.3839 1.31% 1.07% 0.0060 0.0070 0.0526

1 31.86% 29.73% 0.2353 0.4700 0.6285 26.67% 23.44% 0.1600 0.4575 0.5251 18.52% 19.15% 0.0719 0.2883 0.4387 10.41% 14.85% 0.0345 0.2389 0.3846 1.29% 1.07% 0.0060 0.0070 0.0527

CodeLlam
a

0 25.79% 25.69% 0.1409 0.3013 0.3984 21.08% 21.68% 0.0961 0.2669 0.3837 20.99% 22.88% 0.0961 0.2669 0.3837 16.12% 21.28% 0.0656 0.2632 0.4006 0.46% 2.30% 0.0171 0.0125 0.0619
0.25 25.53% 25.69% 0.1640 0.3506 0.4635 21.16% 21.89% 0.1119 0.3106 0.4465 20.87% 22.65% 0.1119 0.3106 0.4465 16.25% 21.11% 0.0764 0.3063 0.4061 0.46% 2.32% 0.0199 0.0175 0.0694
0.5 25.12% 25.33% 0.1675 0.3581 0.4734 20.82% 21.72% 0.1143 0.3172 0.4560 21.12% 22.74% 0.1143 0.3172 0.4560 16.38% 21.11% 0.0780 0.3128 0.4060 0.47% 2.36% 0.0204 0.0113 0.0682
0.75 25.32% 25.84% 0.1695 0.3624 0.4792 20.78% 21.89% 0.1156 0.3211 0.4615 21.33% 22.65% 0.1156 0.3211 0.4615 16.11% 21.36% 0.0789 0.3166 0.4018 0.47% 2.33% 0.0206 0.0135 0.0632

1 25.62% 25.68% 0.1479 0.3163 0.4182 21.11% 21.58% 0.1009 0.2802 0.4029 21.03% 22.56% 0.1009 0.2802 0.4029 16.24% 21.10% 0.0689 0.2764 0.4005 0.47% 2.36% 0.0180 0.0101 0.0694

Q
C-2.5

0 23.45% 22.82% 0.1020 0.2832 0.4071 21.87% 22.32% 0.1020 0.2832 0.4071 20.57% 21.82% 0.1020 0.2832 0.4071 16.41% 20.31% 0.0696 0.2793 0.4250 1.28% 6.74% 0.0326 0.0309 0.0818
0.25 23.50% 22.96% 0.1121 0.3112 0.4474 21.73% 22.32% 0.1121 0.3112 0.4474 20.57% 22.08% 0.1121 0.3112 0.4474 16.70% 19.98% 0.0765 0.3069 0.4670 1.28% 6.75% 0.0358 0.0339 0.0899
0.5 23.83% 23.18% 0.1046 0.2905 0.4176 21.78% 22.10% 0.1046 0.2905 0.4176 20.82% 21.90% 0.1046 0.2905 0.4176 16.90% 19.58% 0.0714 0.2864 0.4359 1.31% 6.62% 0.0335 0.0317 0.0839
0.75 23.49% 23.05% 0.1027 0.2851 0.4098 22.21% 22.45% 0.1027 0.2851 0.4098 20.74% 21.64% 0.1027 0.2851 0.4098 16.87% 19.39% 0.0701 0.2811 0.4278 1.31% 6.67% 0.0328 0.0311 0.0823

1 23.45% 23.05% 0.1077 0.2991 0.4300 21.90% 22.81% 0.1077 0.2991 0.4300 20.82% 21.51% 0.1077 0.2991 0.4300 16.60% 19.31% 0.0735 0.2950 0.4489 1.34% 6.56% 0.0345 0.0326 0.0864

D
SC-V2

0 27.57% 26.67% 0.1736 0.4966 0.5700 29.07% 29.84% 0.2554 0.5102 0.6822 27.04% 27.93% 0.1736 0.4966 0.5700 24.49% 27.27% 0.1675 0.3582 0.4736 3.05% 7.63% 0.0126 0.0385 0.0959
0.25 28.06% 26.72% 0.1509 0.4315 0.4953 28.89% 29.48% 0.2219 0.4433 0.5928 27.20% 27.42% 0.1509 0.4315 0.4953 24.34% 27.76% 0.1456 0.3113 0.4115 3.06% 7.71% 0.0110 0.0372 0.0940
0.5 27.61% 26.93% 0.1766 0.5051 0.5797 28.61% 29.60% 0.1766 0.5051 0.5797 26.93% 27.42% 0.1766 0.5051 0.5797 24.54% 28.32% 0.1704 0.3643 0.4817 3.09% 7.59% 0.0128 0.0226 0.0926
0.75 27.78% 26.83% 0.1772 0.5070 0.5819 28.95% 29.90% 0.2607 0.5208 0.6964 26.50% 27.70% 0.1710 0.3657 0.4835 24.59% 27.81% 0.1710 0.3657 0.4835 3.12% 7.50% 0.0129 0.0335 0.0941

1 28.33% 27.09% 0.1755 0.5021 0.5763 28.78% 30.50% 0.1755 0.5021 0.5763 26.71% 27.14% 0.1755 0.5021 0.5763 24.44% 27.59% 0.1694 0.3621 0.4788 3.11% 7.51% 0.0127 0.0311 0.0902

FT-Llam
a2

0 27.16% 33.54% 0.2124 0.4059 0.5354 25.54% 35.53% 0.2230 0.3646 0.5158 18.62% 32.02% 0.1961 0.2741 0.5242 19.91% 38.93% 0.2207 0.3183 0.4637 8.96% 17.13% 0.0667 0.2504 0.4045
0.25 27.59% 32.87% 0.2421 0.4626 0.6103 25.95% 35.96% 0.3285 0.4273 0.7027 18.65% 31.57% 0.2235 0.3124 0.5975 19.75% 39.63% 0.2516 0.3628 0.5285 8.89% 17.44% 0.0761 0.2854 0.4611
0.5 28.09% 33.39% 0.2207 0.4218 0.5564 26.10% 35.39% 0.2318 0.3789 0.5360 18.62% 31.51% 0.2038 0.2849 0.5448 19.99% 40.18% 0.2690 0.3353 0.5110 8.75% 17.40% 0.0694 0.2602 0.4204
0.75 27.81% 32.99% 0.2175 0.4157 0.5484 26.16% 35.67% 0.2285 0.3735 0.5283 18.80% 31.19% 0.2008 0.2808 0.5369 19.95% 40.26% 0.2652 0.3304 0.5037 8.64% 17.12% 0.0684 0.2565 0.4143

1 27.36% 33.12% 0.2407 0.4601 0.6069 26.16% 35.38% 0.2528 0.4133 0.5846 18.99% 30.76% 0.2223 0.3107 0.5942 19.91% 40.42% 0.2934 0.3657 0.5574 8.59% 16.92% 0.0756 0.2838 0.4585

model demonstrates considerable robustness to temperature variations, maintaining high F1 scores across the spectrum.
These results justify our choice of using a temperature of 0 for the main experiments to maximize stability.

The analysis of MCC and AuPRC further corroborates the preference for lower temperatures. Increasing the
temperature often degrades the correlation between predictions and ground truth, as well as the precision-recall
trade-off. For instance, on the VulChecker dataset, Gemini’s MCC decreases from 0.3705 at temperature 0 to 0.3135
at temperature 1, with a corresponding drop in AuPRC from 0.5395 to 0.4810. Similarly, GPT-4 sees its MCC drop
from 0.5903 to 0.5577 and its AuPRC from 0.6471 to 0.6152 on the same dataset as diversity increases. While the
fine-tuned Llama2-13b model remains relatively stable—maintaining an MCC range of 0.5631–0.5787 on the VulChecker
dataset—the general trend across commercial models suggests that higher entropy introduces noise that impairs the
reliability of vulnerability detection.

Table 8 summarizes the influence of temperature on vulnerability classification effectiveness. Consistent with the
detection task, we find that a lower temperature (specifically 0) typically yields the most robust results across the board.
For instance, GPT-3.5 exhibits a decline in Micro F1 on the VulChecker dataset from 37.42% at temperature 0 to 35.44%
at temperature 1. Similarly, on the Zero-Day dataset, Claude3 achieves Micro F1 of 40.16% at the default setting, while
dropping to 38.72% as diversity increases. While GPT-4 shows a slight performance increase at higher temperatures
on certain datasets (e.g., reaching 39.82% on Zero-Day at temperature 1 compared to 39.04% at 0), this behavior is
not universal. Crucially, the fine-tuned Llama2-13b model and code-specific models like DeepSeek-Coder-V2 achieve

Manuscript submitted to ACM



28 Yu Nong, Guangbei Yi, Mohammed Aldeen, Long Cheng, Hongxin Hu, and Haipeng Cai

Table 9. Impact of temperature (Temp) on the LLM performance of vulnerability repair (with VSP)

LLM Temp ExtractFix Dataset BigVul+CVEFixes Zero-Day PrimeVul-Subset PrimeVul-Full

Valid SynEq SemEq Plaus Unres Correct SynEq SemEq Plaus Correct SynEq SemEq Plaus Correct SynEq SemEq Plaus Correct SynEq SemEq Plaus Correct

G
em

ini

0 33.33% 12.50% 12.50% 8.33% 0.00% 33.33% 6.36% 5.51% 1.27% 13.14% 2.91% 5.83% 6.80% 15.53% 3.77% 3.77% 11.32% 18.87% 0.42% 3.94% 7.90% 12.26%
0.25 29.17% 12.50% 8.33% 8.33% 0.00% 29.17% 6.36% 5.93% 1.69% 13.98% 2.91% 4.85% 6.80% 14.56% 3.77% 5.66% 11.32% 20.75% 0.42% 3.94% 7.90% 12.26%
0.5 33.33% 12.50% 12.50% 8.33% 0.00% 33.33% 6.36% 5.93% 1.69% 13.98% 2.91% 3.88% 7.77% 14.56% 3.77% 5.66% 11.32% 20.75% 0.42% 3.94% 7.90% 12.26%
0.75 33.33% 12.50% 8.33% 12.50% 0.00% 33.33% 6.36% 5.51% 1.69% 13.56% 2.91% 4.85% 7.77% 15.53% 5.66% 3.77% 9.43% 18.87% 0.42% 3.94% 7.90% 12.26%

1 29.17% 12.50% 8.33% 8.33% 0.00% 29.17% 6.36% 5.93% 1.27% 13.56% 2.91% 4.85% 7.77% 15.53% 5.66% 3.77% 11.32% 20.75% 0.42% 3.94% 8.12% 12.48%

Claude3

0 66.67% 25.00% 20.83% 20.83% 0.00% 66.67% 7.20% 9.32% 6.36% 22.88% 11.65% 10.80% 8.74% 31.07% 3.77% 5.66% 9.43% 18.87% 3.68% 3.68% 6.04% 13.40%
0.25 62.50% 25.00% 20.83% 16.67% 0.00% 62.50% 7.20% 8.90% 5.93% 22.03% 11.65% 9.71% 9.71% 31.07% 3.77% 3.77% 9.43% 16.98% 3.68% 3.68% 6.04% 13.40%
0.5 66.67% 25.00% 20.83% 20.83% 0.00% 66.67% 7.20% 8.47% 5.51% 21.19% 11.65% 9.71% 9.71% 31.07% 3.77% 3.77% 7.55% 15.09% 3.68% 3.45% 6.04% 13.17%
0.75 66.67% 25.00% 20.83% 20.83% 0.00% 66.67% 7.63% 8.47% 5.93% 22.03% 11.65% 8.74% 8.74% 29.13% 3.77% 3.77% 9.43% 16.98% 3.68% 3.23% 6.04% 12.95%

1 66.67% 20.83% 25.00% 20.83% 0.00% 66.67% 7.20% 8.47% 5.93% 21.61% 11.65% 8.74% 8.74% 29.13% 3.77% 3.77% 7.55% 15.09% 3.68% 3.23% 6.04% 12.95%

G
PT-3.5

0 79.17% 25.00% 33.33% 20.83% 0.00% 79.17% 9.75% 8.47% 12.29% 30.51% 14.56% 4.85% 23.30% 42.72% 7.55% 7.55% 16.98% 32.08% 0.22% 15.39% 13.38% 29.00%
0.25 75.00% 25.00% 33.33% 16.67% 0.00% 75.00% 9.75% 8.47% 12.29% 30.51% 15.53% 3.88% 23.30% 42.72% 7.55% 9.43% 15.09% 32.08% 0.22% 15.39% 13.61% 29.22%
0.5 79.17% 25.00% 37.50% 16.67% 0.00% 79.17% 9.75% 8.90% 12.29% 31.36% 15.53% 4.85% 23.30% 43.69% 7.55% 9.43% 16.98% 33.96% 0.22% 15.39% 13.61% 29.22%
0.75 79.17% 25.00% 41.67% 12.50% 0.00% 79.17% 9.32% 8.47% 12.29% 30.51% 15.53% 4.85% 23.30% 43.69% 7.55% 7.55% 15.09% 30.19% 0.22% 15.17% 13.61% 29.00%

1 79.17% 29.17% 37.50% 12.50% 0.00% 79.17% 9.32% 8.90% 13.14% 31.36% 15.53% 4.85% 23.30% 43.69% 5.66% 7.55% 15.09% 28.30% 0.00% 15.17% 13.83% 29.00%

G
PT-4

0 83.33% 25.00% 41.67% 16.67% 0.00% 83.33% 17.02% 12.77% 19.15% 48.93% 16.50% 6.80% 20.39% 43.69% 7.55% 9.43% 20.75% 37.74% 1.84% 7.36% 22.07% 31.26%
0.25 83.33% 25.00% 37.50% 20.83% 0.00% 83.33% 17.02% 12.77% 19.15% 48.93% 16.50% 6.80% 21.36% 44.66% 9.43% 9.43% 20.75% 39.62% 1.84% 7.36% 21.84% 31.04%
0.5 83.33% 20.83% 41.67% 20.83% 0.00% 83.33% 17.02% 12.34% 19.15% 48.31% 16.50% 6.80% 20.39% 43.69% 9.43% 7.55% 18.87% 35.85% 1.84% 7.36% 22.07% 31.26%
0.75 83.33% 20.83% 41.67% 20.83% 0.00% 83.33% 17.02% 12.34% 19.15% 48.31% 16.50% 6.80% 21.36% 44.66% 9.43% 7.55% 18.87% 35.85% 1.84% 7.36% 22.07% 31.26%

1 79.17% 20.83% 37.50% 20.83% 0.00% 79.17% 17.45% 12.34% 19.15% 48.93% 16.50% 5.83% 20.39% 42.72% 9.43% 7.55% 20.75% 37.74% 1.84% 7.13% 22.07% 31.04%

Llam
a2-7b

0 16.67% 8.33% 4.17% 4.17% 0.00% 16.67% 2.12% 1.27% 0.00% 3.39% 0.00% 0.97% 1.94% 2.91% 1.89% 0.00% 5.66% 7.55% 1.84% 0.00% 5.06% 6.90%
0.25 16.67% 8.33% 4.17% 4.17% 0.00% 16.67% 2.12% 1.27% 0.00% 3.39% 0.00% 0.97% 1.94% 2.91% 1.89% 0.00% 5.66% 7.55% 2.06% 0.00% 5.06% 7.13%
0.5 16.67% 8.33% 4.17% 4.17% 0.00% 16.67% 2.12% 1.27% 0.00% 3.39% 0.00% 0.97% 1.94% 2.91% 1.89% 0.00% 3.77% 5.66% 2.06% 0.00% 5.06% 7.13%
0.75 16.67% 8.33% 4.17% 4.17% 0.00% 16.67% 2.12% 1.27% 0.00% 3.39% 0.00% 0.97% 1.94% 2.91% 1.89% 0.00% 3.77% 5.66% 2.29% 0.00% 5.06% 7.35%

1 16.67% 8.33% 8.33% 0.00% 0.00% 16.67% 2.12% 1.27% 0.00% 3.39% 0.00% 0.97% 1.94% 2.91% 1.89% 0.00% 3.77% 5.66% 2.29% 0.00% 5.06% 7.35%

Llam
a2-13b

0 16.67% 12.50% 4.17% 0.00% 0.00% 16.67% 2.12% 1.27% 0.42% 3.81% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 5.66% 9.43% 0.00% 1.27% 6.63% 7.90%
0.25 16.67% 12.50% 4.17% 0.00% 0.00% 16.67% 2.12% 1.27% 0.42% 3.81% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 5.66% 9.43% 0.00% 1.27% 6.63% 7.90%
0.5 16.67% 12.50% 4.17% 0.00% 0.00% 16.67% 2.12% 1.27% 0.42% 3.81% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 5.66% 9.43% 0.00% 1.27% 6.63% 7.90%
0.75 16.67% 12.50% 4.17% 0.00% 0.00% 16.67% 1.69% 1.27% 0.42% 3.39% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 5.66% 9.43% 0.00% 1.27% 6.85% 8.12%

1 16.67% 12.50% 4.17% 0.00% 0.00% 16.67% 1.69% 1.27% 0.42% 3.39% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 5.66% 9.43% 0.00% 1.27% 6.85% 8.12%

CodeLlam
a

0 16.67% 8.33% 4.17% 4.17% 0.00% 16.67% 0.00% 0.85% 1.69% 2.54% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 1.89% 5.66% 0.00% 1.69% 2.32% 4.01%
0.25 16.67% 8.33% 4.17% 4.17% 0.00% 16.67% 0.00% 0.85% 1.69% 2.54% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 1.89% 5.66% 0.00% 1.69% 2.32% 4.01%
0.5 16.67% 8.33% 4.17% 4.17% 0.00% 16.67% 0.00% 0.85% 1.69% 2.54% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 1.89% 5.66% 0.00% 1.69% 2.32% 4.01%
0.75 16.67% 8.33% 4.17% 4.17% 0.00% 16.67% 0.00% 0.42% 1.69% 2.12% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 1.89% 5.66% 0.00% 1.69% 2.32% 4.01%

1 16.67% 8.33% 4.17% 4.17% 0.00% 16.67% 0.00% 0.85% 1.69% 2.54% 0.00% 1.94% 0.97% 2.91% 1.89% 1.89% 1.89% 5.66% 0.00% 1.69% 2.32% 4.01%

Q
C-2.5

0 16.67% 4.17% 4.17% 8.33% 0.00% 16.67% 0.85% 1.27% 2.54% 4.66% 0.97% 1.94% 1.94% 4.85% 1.89% 3.77% 1.89% 7.55% 0.00% 2.21% 3.49% 5.70%
0.25 16.67% 4.17% 4.17% 8.33% 0.00% 16.67% 0.85% 1.27% 2.54% 4.66% 0.97% 0.97% 2.91% 4.85% 1.89% 3.77% 1.89% 7.55% 0.00% 1.98% 3.27% 5.25%
0.5 16.67% 4.17% 4.17% 8.33% 0.00% 16.67% 0.85% 1.27% 2.54% 4.66% 0.97% 0.97% 2.91% 4.85% 0.00% 3.77% 1.89% 5.66% 0.00% 1.98% 3.27% 5.25%
0.75 16.67% 4.17% 4.17% 8.33% 0.00% 16.67% 0.85% 1.27% 2.97% 5.08% 0.97% 0.97% 2.91% 4.85% 1.89% 3.77% 3.77% 9.43% 0.00% 1.98% 3.27% 5.25%

1 16.67% 4.17% 4.17% 8.33% 0.00% 16.67% 0.85% 1.27% 2.97% 5.08% 0.97% 0.97% 2.91% 4.85% 1.89% 3.77% 3.77% 9.43% 0.00% 1.98% 3.27% 5.25%

D
SC-V2

0 12.50% 4.17% 4.17% 4.17% 0.00% 12.50% 1.27% 0.85% 2.12% 4.24% 0.97% 0.97% 1.94% 3.88% 1.89% 1.89% 1.89% 5.66% 0.21% 1.85% 2.05% 4.10%
0.25 12.50% 4.17% 4.17% 4.17% 0.00% 12.50% 1.27% 0.85% 2.12% 4.24% 0.97% 0.97% 1.94% 3.88% 1.89% 1.89% 1.89% 5.66% 0.21% 1.85% 1.82% 3.88%
0.5 12.50% 4.17% 4.17% 4.17% 0.00% 12.50% 1.27% 0.85% 2.12% 4.24% 0.97% 0.97% 1.94% 3.88% 1.89% 1.89% 1.89% 5.66% 0.21% 1.62% 2.05% 3.88%
0.75 12.50% 4.17% 4.17% 4.17% 0.00% 12.50% 1.69% 0.85% 2.12% 4.66% 1.94% 0.97% 1.94% 4.85% 1.89% 1.89% 1.89% 5.66% 0.44% 1.40% 2.05% 3.88%

1 12.50% 4.17% 4.17% 4.17% 0.00% 12.50% 1.69% 0.85% 2.12% 4.66% 1.94% 0.97% 1.94% 4.85% 3.77% 1.89% 1.89% 7.55% 0.44% 1.40% 2.05% 3.88%

FT-Llam
a2

0 25.00% 4.17% 12.50% 8.33% 0.00% 25.00% 0.00% 14.41% 15.68% 30.08% 0.00% 4.85% 13.59% 18.45% 0.00% 9.43% 18.87% 28.30% 0.63% 13.08% 11.38% 25.09%
0.25 25.00% 4.17% 12.50% 8.33% 0.00% 25.00% 0.00% 14.41% 15.68% 30.08% 0.00% 4.85% 13.59% 18.45% 1.89% 9.43% 18.87% 26.42% 0.63% 13.08% 11.15% 24.87%
0.5 25.00% 4.17% 16.67% 4.17% 0.00% 25.00% 0.00% 13.98% 15.68% 29.66% 0.00% 4.85% 13.59% 18.45% 1.89% 9.43% 18.87% 26.42% 0.63% 13.08% 11.15% 24.87%
0.75 29.17% 8.33% 16.67% 4.17% 0.00% 29.17% 0.00% 13.56% 15.68% 29.24% 0.00% 4.85% 13.59% 18.45% 0.00% 9.43% 18.87% 28.30% 0.63% 13.08% 11.15% 24.87%

1 25.00% 4.17% 16.67% 4.17% 0.00% 25.00% 0.00% 13.56% 15.68% 29.24% 0.00% 4.85% 13.59% 18.45% 1.89% 9.43% 18.87% 30.19% 0.63% 12.86% 11.15% 24.64%

Table 10. Statistical significance and size of differences in effectiveness between different configurations. SP: Standard Prompting; SF:

Standard Few-Shot; NC: Naive CoT; ZSC: Zero-Shot Completion; RAG: Retrieval-Augmented Generation; ZVSP: Zero-Shot VSP; VSP:

Vulnerability-Semantics-guided Prompting

Pair

Detection Classification Repair

Impactful p-value Effect Size p-value Effect Size p-value Effect Size

Variable F1 MCC AuPRC F1 MCC AuPRC micF1 MCC micAu micF1 MCC micAu Correct Correct

Temperature

0:0.25 0.8801 0.2459 0.5408 -0.0007 0.0043 0.0036 0.8949 0.0125 0.0066 -0.0053 -0.0466 -0.1140 0.3474 0.0124
0:0.5 0.0471 0.1906 0.0471 0.0149 0.0119 0.0228 0.1898 0.1856 0.4068 0.0010 -0.0215 -0.0354 0.3279 0.0124
0:0.75 0.1243 0.1083 0.0453 0.0142 0.0132 0.0169 0.1032 0.2615 0.8406 0.0060 -0.0155 0.0030 0.5318 0.0048
0:1 0.0075 0.0326 0.0151 0.0380 0.0205 0.0367 0.1095 0.3437 0.6814 0.0142 0.0003 -0.0182 0.5171 0.0120

Top-P

0:1 0.1315 0.0836 0.3438 -0.0169 -0.0142 -0.0122 0.2527 0.0393 0.0409 0.0060 0.0208 0.0526 0.0878 -0.0152
0.25:1 0.4616 0.5976 0.9622 -0.0079 -0.0036 0.0013 0.8734 0.0004 0.0000 0.0002 0.0585 0.1511 0.2039 -0.0184
0.5:1 0.1095 0.1955 0.4116 -0.0205 -0.0083 -0.0007 0.7468 0.7375 0.8341 -0.0003 0.0136 0.0347 0.5613 0.0020
0.75:1 0.2911 0.1556 0.3167 -0.0093 -0.0069 -0.0076 0.5239 0.5134 0.0480 -0.0026 0.0116 0.0803 0.8314 0.0052

System
NA:HA 0.0000 0.0046 0.0002 -0.0334 -0.0251 -0.0331 0.0000 0.0001 0.0001 -0.0251 -0.0532 -0.1286 0.0473 -0.0024

Prompt NA:SE 0.0000 0.0008 0.0000 -0.0433 -0.0483 -0.0466 0.0000 0.6814 0.5976 -0.0307 0.0023 -0.0281 0.0135 -0.0208
HA:SE 0.0006 0.0150 0.0025 -0.0212 -0.0311 -0.0228 0.0021 0.0253 0.0461 -0.0155 0.0334 0.0731 0.0384 -0.0176

their best Zero-Day performance (32.02% and 27.93%, respectively) at temperature 0. Consequently, a temperature of 0
remains the optimal choice to balance effectiveness with the reproducibility required for rigorous evaluation.

The impact of temperature on classification reliability is further illuminated by the MCC and AuPRC metrics. Higher
temperatures tend to destabilize the correlation between predicted and actual vulnerability types. On the Zero-Day
dataset, Claude3 shows a decline in MCC from 0.3345 (at temperature 0) to 0.2751 (at temperature 1), with Micro AuPRC
falling from 0.6160 to 0.5713. While some models like the fine-tuned Llama2-13b show resilience—or even improvement
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in on BigVul+CVEFixes at higher temperatures—the overarching trend supports the use of deterministic settings to
maintain consistent and precise classification boundaries.

Table 9 illustrates the effect of temperature on vulnerability repair performance. Consistent with the findings for
detection and classification, the deterministic setting (temperature 0) tends to be the most effective for the majority of
models, particularly the high-performing commercial ones. For instance, Claude3 sees a reduction in correct patches
on the Zero-Day dataset from 31.07% at the default setting to 29.13% at temperature 1. While certain code-specific
models like DeepSeek-Coder-V2 exhibit minor fluctuations—occasionally benefiting slightly from higher diversity (e.g.,
improving from 3.88% to 4.85% on Zero-Day)—these gains are inconsistent across datasets. The fine-tuned Llama2-13b
model also favors the default temperature setting on the large-scale BigVul+CVEFixes dataset (30.08% at temperature 0
vs. 29.24% at temperature 1).

The statistical analysis results in Table 10 corroborate the stability of VSP across various temperature settings.
For vulnerability detection, the performance differences between the default temperature (0) and higher settings are
generally not statistically significant (𝑝 > 0.05), with the exception of the most diverse setting (0 vs 1). In classification,
results are similarly stable, with most comparisons failing to reach statistical significance. While the differences in
repair performance are statistically distinguishable (𝑝 < 0.001), the effect sizes across all three tasks are consistently
negligible (|𝑑 | ≤ 0.015).

Finding 7 (RQ3): Lower temperatures yield more robust and optimal effectiveness across vulnerability detection,
classification, and repair. Increasing the temperature to introduce diversity generally degrades performance or offers
inconsistent gains (although the differences/changes are mostly not statistically significant nor large), indicating that
deterministic generation is preferable for vulnerability analysis to ensure both stable performance and reproducibility.

4.2 Impact of Top-P

We then examine the impact of Top-P. We again evaluate values of 0, 0.25, 0.5, 0.75, and 1.
Table 11 summarizes the performance of LLMs across different Top-P values for vulnerability detection. Unlike

temperature, where the lowest setting was almost universally superior, the impact of Top-P is more nuanced. For
several models, the unconstrained setting (Top-P = 1) yields the highest effectiveness. For instance, Gemini sees
a steady improvement on the VulChecker dataset as Top-P increases, rising from 37.71% F1 at Top-P 0 to 39.38%
at Top-P 1. However, we observe a notable exception with GPT-3.5 on the Zero-Day dataset, where performance
drops significantly from 48.68% at Top-P 0 to 42.50% at Top-P 1. This suggests that for certain models facing novel
vulnerabilities, constraining the token search space can prevent the generation of low-probability, incorrect reasoning
paths. The MCC and AuPRC metrics further nuance the impact of Top-P on detection reliability, particularly regarding
the stability of predictions on unseen data. For example, on the Zero-Day dataset, GPT-3.5’s MCC plummets from 0.2850
at Top-P 0 to 0.1194 at Top-P 1, and its AuPRC drops from 0.7174 to 0.6308. Conversely, on established datasets like
VulChecker, Gemini sees consistent gains, with MCC rising from 0.3487 at Top-P 0 to 0.3705 at Top-P 1, suggesting that
for known patterns, allowing the model to explore the token space can refine decision boundaries.

Table 12 presents the impact of Top-P on vulnerability classification. We observe that restricting the token search
space (lower Top-P) does not consistently improve performance and, in some cases, significantly hinders it. For example,
Claude3 achieves its best Zero-Day performance (40.24%) at Top-P 0.75. While there are minor regressions for models
like GPT-4 on the VulChecker dataset (dropping from 44.16% to 42.10%), its performance on the critical Zero-Day
dataset remains stable (38.33% to 39.04%). Unlike detection, where lower Top-P often stabilizes performance on novel

Manuscript submitted to ACM



30 Yu Nong, Guangbei Yi, Mohammed Aldeen, Long Cheng, Hongxin Hu, and Haipeng Cai

Table 11. Impact of Top-P on the LLM performance of vulnerability detection (with VSP)

LLM Top-P VulChecker BigVul+CVEFixes Zero-Day PrimeVul-Subset PrimeVul-Full
Rec Prec F1 MCC AuPRC Rec Prec F1 MCC AuPRC Rec Prec F1 MCC AuPRC Rec Prec F1 MCC AuPRC Rec Prec F1 MCC AuPRC

G
em

ini

0 77.65% 24.91% 37.71% 0.3487 0.5227 73.67% 40.03% 51.88% 0.5193 0.5736 33.01% 53.13% 40.72% 0.0420 0.5981 58.33% 39.25% 46.93% 0.4613 0.4941 68.27% 29.42% 41.12% 0.4265 0.4927
0.25 80.00% 26.56% 39.88% 0.3757 0.5417 74.09% 40.01% 51.96% 0.5207 0.5755 33.01% 53.97% 40.96% 0.0527 0.6024 62.50% 40.18% 48.91% 0.4844 0.5189 66.93% 28.84% 40.31% 0.4173 0.4833
0.5 78.82% 25.87% 38.95% 0.3638 0.5329 74.09% 39.99% 51.94% 0.5206 0.5754 33.01% 53.97% 40.96% 0.0527 0.6024 61.11% 37.93% 46.81% 0.4638 0.5010 67.61% 28.27% 39.87% 0.4149 0.4837
0.75 77.65% 25.38% 38.26% 0.3544 0.5251 74.20% 40.12% 52.08% 0.5219 0.5765 33.98% 54.69% 41.92% 0.0629 0.6084 59.72% 38.05% 46.49% 0.4591 0.4948 66.94% 29.76% 41.20% 0.4249 0.4879

1 80.00% 26.12% 39.38% 0.3705 0.5395 74.19% 40.05% 52.02% 0.5214 0.5762 33.33% 54.55% 41.38% 0.0604 0.6061 62.51% 40.24% 48.96% 0.4849 0.5193 63.75% 31.00% 41.72% 0.4237 0.4786

Claude3

0 56.47% 45.71% 50.53% 0.4546 0.5302 51.60% 75.98% 61.46% 0.6143 0.6472 33.98% 61.40% 43.75% 0.1411 0.6420 47.22% 59.65% 52.71% 0.5194 0.5422 53.55% 18.31% 27.29% 0.2825 0.3655
0.25 56.47% 44.86% 50.00% 0.4488 0.5260 51.17% 77.29% 61.58% 0.6174 0.6517 32.04% 66.00% 43.14% 0.1812 0.6601 47.22% 68.00% 55.74% 0.5571 0.5839 55.21% 18.49% 27.70% 0.2890 0.3745
0.5 56.47% 43.64% 49.23% 0.4403 0.5198 51.49% 77.03% 61.73% 0.6182 0.6520 33.01% 64.15% 43.59% 0.1666 0.6533 47.22% 66.67% 55.28% 0.5512 0.5772 53.08% 18.49% 27.43% 0.2829 0.3641
0.75 55.29% 43.52% 48.70% 0.4343 0.5139 51.92% 76.57% 61.88% 0.6188 0.6517 33.01% 65.38% 43.87% 0.1788 0.6594 48.61% 64.81% 55.56% 0.5511 0.5747 51.04% 19.46% 28.18% 0.2860 0.3590

1 57.57% 45.24% 50.67% 0.4563 0.5329 51.28% 76.92% 61.54% 0.6164 0.6504 32.04% 70.21% 44.00% 0.2198 0.6812 46.96% 64.12% 54.22% 0.5384 0.5633 49.08% 19.46% 27.87% 0.2800 0.3495

G
PT-3.5

0 48.24% 51.90% 50.00% 0.4536 0.5236 33.90% 72.11% 46.12% 0.4817 0.5428 35.92% 75.51% 48.68% 0.2850 0.7174 37.50% 65.85% 47.79% 0.4870 0.5260 39.39% 26.82% 31.92% 0.3028 0.3391
0.25 49.41% 59.15% 53.85% 0.5003 0.5653 32.94% 72.88% 45.37% 0.4775 0.5420 33.98% 67.31% 45.16% 0.2011 0.6715 37.50% 62.79% 46.96% 0.4748 0.5107 41.03% 26.30% 32.05% 0.3057 0.3445
0.5 49.41% 56.76% 52.83% 0.4872 0.5533 33.05% 73.29% 45.55% 0.4797 0.5446 33.98% 72.92% 46.36% 0.2526 0.6995 37.50% 69.23% 48.65% 0.5002 0.5429 41.03% 25.53% 31.48% 0.3004 0.3407
0.75 49.41% 53.16% 51.22% 0.4670 0.5353 33.58% 72.75% 45.95% 0.4817 0.5444 34.95% 80.00% 48.65% 0.3172 0.7374 38.89% 75.68% 51.38% 0.5342 0.5819 39.08% 26.05% 31.26% 0.2964 0.3338

1 50.79% 58.18% 54.23% 0.5025 0.5667 33.08% 72.03% 45.34% 0.4754 0.5384 33.01% 59.65% 42.50% 0.1194 0.6308 38.96% 63.29% 48.23% 0.4861 0.5203 39.88% 26.32% 31.71% 0.3013 0.3390

G
PT-4

0 70.59% 54.55% 61.54% 0.5785 0.6387 56.61% 49.08% 52.57% 0.5067 0.5368 46.31% 54.62% 49.79% 0.0822 0.6139 59.72% 53.75% 56.58% 0.5541 0.5733 33.92% 31.46% 32.64% 0.3076 0.3357
0.25 71.76% 58.65% 64.55% 0.6109 0.6646 56.82% 49.08% 52.67% 0.5078 0.5378 45.34% 53.18% 48.51% 0.0663 0.6043 58.33% 52.50% 55.26% 0.5405 0.5603 35.70% 32.44% 33.99% 0.3214 0.3492
0.5 70.59% 56.60% 62.83% 0.5921 0.6490 57.14% 49.40% 52.99% 0.5111 0.5410 44.37% 51.79% 47.26% 0.0377 0.5949 58.33% 54.55% 56.38% 0.5518 0.5705 37.19% 33.10% 35.02% 0.3320 0.3598
0.75 71.76% 55.45% 62.56% 0.5900 0.6486 56.72% 48.99% 52.57% 0.5067 0.5369 45.34% 53.51% 48.72% 0.0727 0.6059 58.33% 52.50% 55.26% 0.5405 0.5603 37.57% 33.77% 35.57% 0.3376 0.3650

1 70.00% 56.75% 62.68% 0.5903 0.6471 56.81% 49.01% 52.63% 0.5073 0.5374 44.36% 54.09% 48.70% 0.0952 0.6064 60.39% 49.95% 54.68% 0.5357 0.5576 39.13% 32.47% 35.49% 0.3372 0.3661

Llam
a2-7b

0 40.00% 35.42% 37.57% 0.3115 0.4037 53.30% 45.13% 48.88% 0.4683 0.5011 39.81% 62.12% 48.52% 0.1665 0.6601 45.83% 44.00% 44.90% 0.4337 0.4572 39.52% 13.15% 19.74% 0.1922 0.2714
0.25 42.35% 39.13% 40.68% 0.3468 0.4330 52.99% 44.86% 48.58% 0.4652 0.4983 38.83% 61.54% 47.62% 0.1567 0.6548 45.83% 46.48% 46.15% 0.4469 0.4696 39.52% 13.85% 20.51% 0.1993 0.2749
0.5 41.18% 39.33% 40.23% 0.3427 0.4286 52.77% 44.84% 48.48% 0.4641 0.4971 39.81% 60.29% 47.95% 0.1445 0.6510 44.44% 44.44% 44.44% 0.4293 0.4527 38.37% 13.57% 20.05% 0.1934 0.2679
0.75 41.18% 38.04% 39.55% 0.3344 0.4222 52.77% 44.88% 48.51% 0.4643 0.4973 38.83% 57.14% 46.24% 0.1025 0.6328 45.83% 42.31% 44.00% 0.4244 0.4487 39.56% 12.93% 19.49% 0.1900 0.2705

1 42.85% 37.50% 39.99% 0.3382 0.4271 53.12% 44.74% 48.57% 0.4651 0.4983 38.23% 60.93% 46.98% 0.1478 0.6502 44.73% 47.72% 46.18% 0.4478 0.4704 39.96% 12.31% 18.82% 0.1844 0.2693

Llam
a2-13b

0 56.47% 31.58% 40.51% 0.3468 0.4596 51.71% 50.31% 51.00% 0.4901 0.5194 40.78% 55.26% 46.93% 0.0805 0.6283 47.22% 53.97% 50.37% 0.4922 0.5137 64.45% 12.52% 20.96% 0.2441 0.3896
0.25 54.12% 31.51% 39.83% 0.3375 0.4485 51.49% 50.21% 50.84% 0.4885 0.5178 38.83% 63.49% 48.19% 0.1791 0.6645 47.22% 50.75% 48.92% 0.4761 0.4976 61.97% 12.27% 20.49% 0.2353 0.3763
0.5 55.29% 31.33% 40.00% 0.3403 0.4530 51.71% 50.21% 50.95% 0.4896 0.5189 39.81% 60.29% 47.95% 0.1445 0.6510 45.83% 49.25% 47.48% 0.4613 0.4834 59.02% 12.52% 20.66% 0.2321 0.3632
0.75 55.29% 30.92% 39.66% 0.3367 0.4509 52.13% 50.52% 51.31% 0.4934 0.5225 39.81% 57.75% 47.13% 0.1124 0.6382 47.22% 50.00% 48.57% 0.4723 0.4939 57.87% 13.18% 21.47% 0.2378 0.3608

1 54.12% 32.17% 40.35% 0.3432 0.4518 51.63% 50.48% 51.04% 0.4907 0.5199 39.22% 63.49% 48.48% 0.1804 0.6655 48.32% 48.71% 48.52% 0.4712 0.4928 57.87% 12.92% 21.13% 0.2345 0.3595

Falcon

0 62.35% 26.50% 37.19% 0.3184 0.4610 43.71% 36.25% 39.63% 0.3716 0.4106 37.86% 40.21% 39.00% -0.1848 0.5457 45.83% 38.82% 42.04% 0.4047 0.4313 14.27% 11.28% 12.60% 0.1000 0.1392
0.25 63.53% 27.14% 38.03% 0.3289 0.4695 44.35% 36.59% 40.10% 0.3765 0.4154 35.92% 41.57% 38.54% -0.1470 0.5477 45.83% 37.50% 41.25% 0.3969 0.4247 14.42% 11.39% 12.73% 0.1013 0.1404
0.5 63.53% 26.73% 37.63% 0.3247 0.4675 43.82% 36.31% 39.71% 0.3724 0.4114 36.89% 40.43% 38.58% -0.1754 0.5444 47.22% 40.00% 43.31% 0.4178 0.4439 13.86% 11.75% 12.72% 0.1017 0.1395
0.75 63.53% 26.87% 37.76% 0.3261 0.4682 43.92% 36.30% 39.75% 0.3728 0.4119 36.89% 38.38% 37.62% -0.2235 0.5342 45.83% 37.93% 41.51% 0.3994 0.4268 14.29% 11.40% 12.69% 0.1009 0.1399

1 63.53% 27.41% 38.29% 0.3317 0.4709 44.77% 36.83% 40.41% 0.3798 0.4186 35.29% 43.37% 38.92% -0.1098 0.5551 47.86% 35.87% 41.01% 0.3959 0.4264 14.58% 11.29% 12.73% 0.1012 0.1407

CodeLlam
a

0 3.53% 33.33% 6.38% 0.0838 0.2271 13.43% 8.79% 10.63% 0.0642 0.1278 15.53% 16.84% 16.16% -0.6135 0.3730 13.89% 15.15% 14.49% 0.1227 0.1579 12.85% 8.46% 10.20% 0.0739 0.1181
0.25 3.53% 17.65% 5.88% 0.0415 0.1487 14.61% 9.46% 11.48% 0.0733 0.1368 13.59% 14.43% 14.00% -0.6710 0.3561 11.11% 16.00% 13.11% 0.1137 0.1487 12.24% 8.90% 10.31% 0.0756 0.1174
0.5 3.53% 16.67% 5.83% 0.0379 0.1438 14.29% 9.31% 11.27% 0.0711 0.1345 13.59% 15.22% 14.36% -0.6249 0.3601 12.50% 16.07% 14.06% 0.1211 0.1558 12.62% 9.08% 10.56% 0.0782 0.1201
0.75 3.53% 21.43% 6.06% 0.0538 0.1676 13.75% 8.98% 10.87% 0.0668 0.1303 14.56% 16.48% 15.46% -0.5963 0.3688 13.89% 16.13% 14.93% 0.1282 0.1628 12.25% 8.91% 10.31% 0.0756 0.1175

1 4.71% 23.53% 7.84% 0.0693 0.1835 14.75% 9.55% 11.59% 0.0745 0.1379 14.12% 15.69% 14.86% -0.6208 0.3637 11.19% 16.25% 13.26% 0.1154 0.1504 12.50% 9.38% 10.71% 0.0800 0.1210

Q
C-2.5

0 32.94% 23.14% 27.18% 0.1908 0.3102 28.14% 49.81% 35.97% 0.3562 0.4036 32.04% 27.50% 29.60% -0.5316 0.4676 27.78% 33.33% 30.30% 0.2870 0.3162 23.50% 20.21% 21.73% 0.1948 0.2287
0.25 36.47% 26.72% 30.85% 0.2330 0.3442 28.04% 50.29% 36.00% 0.3575 0.4055 32.04% 30.28% 31.13% -0.4182 0.4815 31.94% 34.85% 33.33% 0.3162 0.3440 24.23% 20.83% 22.40% 0.2018 0.2354
0.5 35.29% 25.00% 29.27% 0.2146 0.3302 27.83% 49.90% 35.73% 0.3545 0.4025 32.04% 29.73% 30.84% -0.4382 0.4787 30.56% 36.07% 33.08% 0.3152 0.3434 23.75% 21.70% 22.68% 0.2049 0.2374
0.75 34.12% 24.58% 28.57% 0.2070 0.3227 27.61% 49.62% 35.48% 0.3520 0.4001 33.01% 29.31% 31.05% -0.4698 0.4791 29.17% 32.81% 30.88% 0.2916 0.3204 22.62% 21.27% 21.93% 0.1973 0.2298

1 37.65% 27.59% 31.84% 0.2443 0.3538 27.72% 50.39% 35.76% 0.3558 0.4044 32.62% 29.71% 31.10% -0.4475 0.4801 32.66% 35.90% 34.20% 0.3253 0.3527 21.54% 20.45% 20.98% 0.1877 0.2204

D
SC-V2

0 28.24% 30.38% 29.27% 0.2268 0.3249 17.91% 38.01% 24.35% 0.2413 0.2954 29.13% 32.26% 30.61% -0.3219 0.4841 25.00% 30.51% 27.48% 0.2583 0.2886 38.68% 10.93% 17.04% 0.1656 0.2562
0.25 29.41% 30.86% 30.12% 0.2350 0.3327 17.80% 37.95% 24.24% 0.2404 0.2946 29.13% 31.25% 30.15% -0.3503 0.4791 26.39% 35.19% 30.16% 0.2884 0.3187 37.92% 11.50% 17.65% 0.1704 0.2554
0.5 29.41% 30.86% 30.12% 0.2350 0.3327 17.91% 38.44% 24.44% 0.2430 0.2976 28.16% 30.53% 29.29% -0.3603 0.4730 27.78% 34.48% 30.77% 0.2926 0.3220 38.69% 11.62% 17.87% 0.1736 0.2597
0.75 28.24% 31.58% 29.81% 0.2344 0.3309 18.12% 38.46% 24.64% 0.2445 0.2987 29.13% 32.97% 30.93% -0.3030 0.4877 26.39% 33.33% 29.46% 0.2796 0.3095 40.30% 11.17% 17.50% 0.1724 0.2653

1 28.24% 32.00% 30.00% 0.2370 0.3330 17.27% 37.07% 23.56% 0.2333 0.2876 30.12% 31.00% 30.55% -0.3693 0.4803 25.21% 33.36% 28.72% 0.2732 0.3039 39.13% 11.64% 17.94% 0.1749 0.2619

FT-Llam
a2

0 61.04% 70.12% 65.27% 0.6232 0.6731 46.84% 34.44% 39.69% 0.3737 0.4166 50.83% 51.39% 51.11% 0.0275 0.6340 96.65% 31.54% 47.56% 0.5346 0.6414 57.47% 19.99% 29.66% 0.3099 0.3929
0.25 58.13% 68.75% 63.00% 0.5997 0.6530 49.30% 35.50% 41.28% 0.3910 0.4338 48.41% 49.41% 48.90% -0.0115 0.6181 92.93% 30.92% 46.40% 0.5177 0.6203 56.90% 20.19% 29.81% 0.3101 0.3912
0.5 55.89% 70.15% 62.22% 0.5944 0.6498 51.36% 36.23% 42.49% 0.4043 0.4473 46.54% 49.41% 47.94% -0.0111 0.6134 94.83% 30.92% 46.63% 0.5234 0.6295 56.33% 21.03% 30.63% 0.3162 0.3926
0.75 57.04% 68.11% 62.08% 0.5902 0.6448 48.91% 38.13% 42.86% 0.4061 0.4451 45.63% 49.91% 47.68% -0.0016 0.6136 93.89% 31.88% 47.59% 0.5294 0.6297 56.33% 20.83% 30.41% 0.3143 0.3916

1 56.47% 64.86% 60.38% 0.5697 0.6260 50.43% 38.52% 43.67% 0.4151 0.4543 45.63% 51.46% 48.37% 0.0260 0.6214 90.28% 31.25% 46.43% 0.5126 0.6091 58.68% 21.25% 31.20% 0.3253 0.4052

data, classification benefits from a balanced approach. For instance, on the Zero-Day dataset, Claude3’s MCC peaks
at 0.3385 with Top-P 0.75. This indicates that while cutting off the extreme tail of the probability distribution helps,
over-constraining the model prevents it from accessing specific technical terms (CWE IDs) required for accurate
classification of vulnerabilities.

Table 13 illustrates the effect of Top-P on vulnerability repair. We observe that repair performance is generally robust
to changes in Top-P, with many models showing minimal fluctuation across datasets. However, specific datasets reveal
slight trade-offs that favor determinism: a constrained search (Top-P 0) benefits GPT-4 on the ExtractFix dataset (83.33%
vs. 79.17% at Top-P 1), likely by preventing the model from sampling lower-probability tokens that could introduce
syntactic errors or hallucinations in the patch. Conversely, the fine-tuned Llama2-13b model exhibits remarkable
stability, maintaining a correct rate between 29.24% and 30.08% on the Zero-Day dataset regardless of the Top-P setting.
This indicates that for specialized models, the learned probability distribution for repair tasks is sharp enough that
nucleus sampling has little impact on the outcome. Unlike classification, where over-constraining the model can cut
off necessary specific definitions, the repair task appears to benefit from the focus provided by lower Top-P values,
which help maintain the precise syntax required for valid patches without stifling the model’s ability to generate the
necessary code logic.

Table 10 further quantifies the influence of Top-P settings. For both vulnerability detection and classification, the
performance differences between the unconstrained setting (Top-P 1) and constrained settings are not statistically
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Table 12. Impact of Top-P on the LLM performance of vulnerability classification (with VSP)

LLM Top-P VulChecker Dataset BigVul+CVEFixes Zero-Day PrimeVul-Subset PrimeVul-Full

MacF1 MicF1 MCC MacAu MicAu MacF1 MicF1 MCC MacAu MicAu MacF1 MicF1 MCC MacAu MicAu MacF1 MicF1 MCC MacAu MicAu MacF1 MicF1 MCC MacAu MicAu

G
em

ini

0 27.55% 31.58% 0.2069 0.3954 0.5215 39.14% 47.16% 0.3524 0.4497 0.5870 21.89% 26.95% 0.1970 0.2950 0.5479 27.70% 35.22% 0.2173 0.3552 0.5024 4.34% 23.83% 0.1665 0.1378 0.4518
0.25 27.66% 31.14% 0.2098 0.4010 0.5289 38.52% 46.61% 0.3574 0.4560 0.5953 21.71% 27.11% 0.1998 0.2991 0.5556 28.04% 34.67% 0.2203 0.3602 0.5095 4.29% 23.55% 0.1688 0.1397 0.4582
0.5 27.66% 31.78% 0.2056 0.3929 0.5182 39.31% 47.46% 0.3502 0.4469 0.5833 21.54% 27.01% 0.1958 0.2931 0.5445 27.76% 35.38% 0.2159 0.3529 0.4993 4.22% 23.50% 0.1654 0.1369 0.4489
0.75 27.71% 31.71% 0.2060 0.3938 0.5194 39.15% 47.36% 0.3509 0.4478 0.5846 21.28% 27.17% 0.1962 0.2938 0.5457 27.93% 34.82% 0.2164 0.3537 0.5004 4.26% 23.46% 0.1658 0.1372 0.4499

1 28.28% 31.40% 0.2081 0.3976 0.5245 39.47% 47.27% 0.3544 0.4523 0.5903 21.37% 27.06% 0.1982 0.2967 0.5510 28.44% 35.24% 0.2228 0.3515 0.4670 4.20% 23.32% 0.1674 0.1386 0.4544

Claude3

0 30.04% 31.34% 0.2232 0.4458 0.5962 31.95% 37.58% 0.2223 0.3515 0.4686 36.05% 38.96% 0.2777 0.4160 0.5851 26.42% 35.36% 0.2189 0.3579 0.5063 3.49% 14.62% 0.1062 0.0631 0.4228
0.25 29.69% 31.09% 0.2250 0.4494 0.6010 32.14% 37.06% 0.2241 0.3543 0.4723 36.72% 39.76% 0.2862 0.5103 0.5945 26.63% 35.50% 0.2207 0.3608 0.5103 3.51% 14.57% 0.1071 0.0636 0.4262
0.5 29.93% 31.59% 0.2262 0.4646 0.5628 32.14% 37.36% 0.2205 0.3487 0.4649 36.94% 39.76% 0.2817 0.5023 0.5851 26.11% 34.94% 0.2172 0.3551 0.5023 3.44% 14.71% 0.1054 0.0626 0.4195
0.75 29.69% 31.66% 0.2257 0.4635 0.5615 31.64% 37.36% 0.2201 0.3479 0.4638 36.94% 40.24% 0.3385 0.4733 0.6234 26.00% 34.87% 0.2167 0.3543 0.5011 3.50% 14.92% 0.1051 0.0624 0.4185

1 29.93% 32.04% 0.2230 0.4580 0.5549 31.45% 36.92% 0.2174 0.3438 0.4583 37.16% 40.16% 0.3345 0.4677 0.6160 25.95% 34.87% 0.2142 0.3501 0.4952 3.45% 14.95% 0.1039 0.0617 0.4136

G
PT-3.5

0 35.89% 38.01% 0.3246 0.4864 0.6840 27.32% 28.27% 0.1712 0.3660 0.4839 14.70% 19.19% 0.0766 0.2873 0.4642 30.97% 39.63% 0.3046 0.4719 0.6817 3.82% 17.53% 0.1242 0.0737 0.4943
0.25 35.61% 38.63% 0.3219 0.4823 0.6782 27.65% 28.21% 0.1759 0.5031 0.5774 14.70% 19.46% 0.0759 0.2849 0.4602 31.34% 39.32% 0.3020 0.4678 0.6759 3.79% 17.36% 0.1231 0.0731 0.4901
0.5 36.11% 38.02% 0.2691 0.4032 0.5670 27.32% 27.66% 0.1471 0.4206 0.4828 14.76% 19.46% 0.0635 0.2382 0.3848 30.73% 39.08% 0.2525 0.3912 0.5651 3.81% 17.02% 0.1029 0.0611 0.4098
0.75 36.33% 37.79% 0.3172 0.4753 0.6684 26.89% 27.66% 0.1733 0.4958 0.5691 14.56% 19.15% 0.0748 0.2808 0.4536 30.30% 39.40% 0.2976 0.4611 0.6661 3.86% 16.99% 0.1213 0.0720 0.4830

1 35.69% 37.42% 0.2782 0.4168 0.5862 27.44% 28.05% 0.1520 0.4348 0.4991 14.27% 19.23% 0.0656 0.2462 0.3978 30.30% 39.16% 0.2610 0.4044 0.5842 3.93% 16.89% 0.1064 0.0632 0.4236

G
PT-4

0 45.62% 44.16% 0.3209 0.5273 0.5893 33.06% 35.88% 0.2353 0.4834 0.5855 37.14% 39.02% 0.2931 0.5226 0.6087 30.91% 39.68% 0.2689 0.4166 0.6019 5.44% 20.99% 0.1731 0.1433 0.4699
0.25 44.81% 43.55% 0.3566 0.5860 0.6549 32.87% 35.53% 0.2615 0.5371 0.6507 36.77% 38.33% 0.3257 0.5807 0.6765 30.85% 39.44% 0.2989 0.4630 0.6689 5.48% 20.99% 0.1924 0.1593 0.5222
0.5 44.28% 43.29% 0.3047 0.5006 0.5595 33.00% 35.32% 0.2234 0.4589 0.5559 36.12% 39.04% 0.2721 0.4077 0.5734 30.48% 39.44% 0.2553 0.3955 0.5714 5.56% 20.78% 0.1644 0.1361 0.4461
0.75 44.46% 42.86% 0.3070 0.5044 0.5637 33.20% 34.83% 0.2251 0.4624 0.5601 35.84% 38.65% 0.2742 0.4108 0.5777 30.48% 40.25% 0.2573 0.3985 0.5758 5.55% 20.91% 0.1656 0.1371 0.4495

1 44.46% 42.10% 0.3159 0.5190 0.5801 33.00% 34.97% 0.2316 0.4758 0.5764 35.98% 39.04% 0.2821 0.4227 0.5945 30.73% 39.53% 0.2647 0.4101 0.5925 5.59% 20.95% 0.1704 0.1411 0.4625

Llam
a2-7b

0 20.78% 20.79% 0.0638 0.2698 0.3550 21.65% 22.86% 0.1002 0.2783 0.4001 18.34% 18.63% 0.0684 0.2745 0.4177 26.76% 30.56% 0.2092 0.3998 0.5274 1.01% 4.38% 0.0319 0.0163 0.0943
0.25 21.20% 20.55% 0.0656 0.2773 0.3649 21.91% 23.28% 0.1030 0.2861 0.4113 18.16% 18.41% 0.0703 0.2821 0.4293 26.24% 31.19% 0.2150 0.4110 0.5421 0.99% 4.32% 0.0328 0.0168 0.0969
0.5 20.87% 20.14% 0.0708 0.2994 0.3940 22.22% 23.24% 0.1113 0.3089 0.4441 18.20% 18.75% 0.0759 0.3046 0.4635 26.08% 30.70% 0.2322 0.4438 0.5854 0.97% 4.36% 0.0354 0.0181 0.1046
0.75 20.66% 20.30% 0.0695 0.2940 0.3868 21.87% 22.83% 0.1092 0.3033 0.4360 17.84% 18.86% 0.0746 0.2991 0.4551 26.56% 31.32% 0.2280 0.4357 0.5747 0.99% 4.37% 0.0348 0.0178 0.1027

1 20.58% 20.51% 0.0631 0.2669 0.3512 22.27% 22.60% 0.0992 0.2753 0.3958 18.13% 18.86% 0.0677 0.2715 0.4132 26.88% 30.77% 0.2070 0.3956 0.5218 1.00% 4.37% 0.0316 0.0161 0.0933

Llam
a2-13b

0 31.82% 36.98% 0.2495 0.3945 0.5259 29.50% 35.36% 0.2505 0.3952 0.5251 26.05% 30.77% 0.2340 0.4471 0.5898 27.89% 31.25% 0.2340 0.4471 0.5898 1.09% 4.97% 0.0266 0.0217 0.0808
0.25 32.08% 37.65% 0.2570 0.4063 0.5416 30.11% 34.73% 0.2580 0.4070 0.5409 26.05% 30.40% 0.1692 0.3618 0.4784 28.34% 31.76% 0.2410 0.4605 0.6075 1.08% 4.87% 0.0274 0.0224 0.0832
0.5 32.73% 38.27% 0.2827 0.4379 0.6327 30.72% 34.87% 0.2421 0.3821 0.5077 26.53% 30.71% 0.2262 0.4323 0.5702 28.17% 31.20% 0.2262 0.4323 0.5702 1.07% 4.80% 0.0258 0.0210 0.0781
0.75 32.16% 38.27% 0.2592 0.4016 0.5801 31.28% 34.80% 0.2268 0.4659 0.5644 26.96% 31.08% 0.2074 0.3964 0.5229 27.62% 30.83% 0.2074 0.3964 0.5229 1.08% 4.73% 0.0236 0.0192 0.0716

1 32.48% 38.19% 0.2770 0.4291 0.6199 31.16% 34.94% 0.2373 0.3744 0.4975 27.12% 31.02% 0.2216 0.4236 0.5587 27.79% 31.14% 0.2216 0.4236 0.5587 1.08% 4.74% 0.0252 0.0206 0.0765

Falcon

0 30.81% 28.68% 0.2439 0.4872 0.6515 26.30% 24.89% 0.1658 0.4743 0.5443 18.55% 19.15% 0.0745 0.2988 0.4548 10.75% 14.64% 0.0358 0.2476 0.3987 1.31% 1.04% 0.0062 0.0073 0.0547
0.25 30.69% 29.09% 0.2405 0.4803 0.6423 26.67% 25.20% 0.1635 0.4676 0.5367 18.37% 19.12% 0.0734 0.2946 0.4483 10.84% 14.81% 0.0353 0.2441 0.3931 1.29% 1.05% 0.0061 0.0072 0.0539
0.5 30.44% 29.09% 0.2405 0.4803 0.6423 27.16% 24.85% 0.1635 0.4676 0.5367 18.04% 19.23% 0.0734 0.2946 0.4483 10.80% 14.99% 0.0353 0.2441 0.3931 1.29% 1.03% 0.0061 0.0072 0.0539
0.75 30.26% 28.97% 0.2415 0.4823 0.6449 26.84% 25.00% 0.1642 0.4695 0.5389 18.12% 19.19% 0.0738 0.2959 0.4502 10.93% 14.70% 0.0354 0.2451 0.3947 1.31% 1.04% 0.0061 0.0072 0.0541

1 30.20% 28.57% 0.2449 0.4891 0.6540 27.22% 24.80% 0.1665 0.4761 0.5464 18.30% 19.04% 0.0748 0.3000 0.4565 10.71% 15.00% 0.0359 0.2486 0.4002 1.32% 1.06% 0.0062 0.0073 0.0549

CodeLlam
a

0 26.50% 25.27% 0.1687 0.4827 0.5540 19.84% 21.67% 0.0707 0.2990 0.3933 20.98% 23.19% 0.1111 0.3084 0.4434 16.51% 21.23% 0.0758 0.3041 0.4628 0.45% 2.29% 0.0198 0.0062 0.0666
0.25 26.94% 25.43% 0.1525 0.4362 0.5007 20.24% 21.76% 0.1004 0.2787 0.4007 20.90% 22.78% 0.1004 0.2787 0.4007 16.51% 20.97% 0.0685 0.2749 0.4183 0.45% 2.27% 0.0057 0.0067 0.0603
0.5 26.72% 25.22% 0.1653 0.4728 0.5427 20.36% 21.80% 0.1088 0.3021 0.4343 20.49% 22.87% 0.1088 0.3021 0.4343 16.47% 21.10% 0.0743 0.2979 0.4534 0.44% 2.31% 0.0194 0.0027 0.0683
0.75 26.20% 25.17% 0.1656 0.4736 0.5436 20.78% 22.02% 0.1090 0.3026 0.4350 20.82% 23.25% 0.1090 0.3026 0.4350 16.21% 21.53% 0.0744 0.2984 0.4541 0.45% 2.27% 0.0062 0.0073 0.0646

1 25.79% 25.69% 0.1409 0.3013 0.3984 21.08% 21.68% 0.0961 0.2669 0.3837 20.99% 22.88% 0.0961 0.2669 0.3837 16.12% 21.28% 0.0656 0.2632 0.4006 0.46% 2.30% 0.0171 0.0125 0.0619

Q
C-2.5

0 23.40% 22.36% 0.0989 0.2745 0.3946 22.39% 22.86% 0.0989 0.2745 0.3946 20.40% 22.34% 0.0989 0.2745 0.3946 16.40% 20.63% 0.0675 0.2707 0.4119 1.28% 6.94% 0.0316 0.0299 0.0793
0.25 22.98% 22.68% 0.1122 0.3116 0.4479 22.62% 22.41% 0.1122 0.3116 0.4479 20.57% 22.48% 0.1122 0.3116 0.4479 16.08% 20.72% 0.0766 0.3073 0.4676 1.26% 6.94% 0.0267 0.0217 0.0809
0.5 23.26% 22.63% 0.1071 0.2973 0.4274 22.26% 22.63% 0.1071 0.2973 0.4274 20.20% 22.12% 0.1071 0.2973 0.4274 15.95% 20.43% 0.0731 0.2932 0.4462 1.28% 6.87% 0.0342 0.0324 0.0859
0.75 23.12% 22.91% 0.1051 0.2919 0.4196 22.00% 22.19% 0.1051 0.2919 0.4196 20.62% 21.99% 0.1051 0.2919 0.4196 16.18% 20.55% 0.0718 0.2878 0.4380 1.29% 6.81% 0.0336 0.0318 0.0843

1 23.45% 22.82% 0.1020 0.2832 0.4071 21.87% 22.32% 0.1020 0.2832 0.4071 20.57% 21.82% 0.1020 0.2832 0.4071 16.41% 20.31% 0.0696 0.2793 0.4250 1.28% 6.74% 0.0326 0.0309 0.0818

D
SC-V2

0 26.64% 26.76% 0.1777 0.5083 0.5834 29.06% 31.42% 0.2614 0.4124 0.5480 28.03% 27.25% 0.1777 0.5083 0.5834 25.33% 26.83% 0.1715 0.3666 0.4847 3.10% 7.46% 0.0129 0.0341 0.0952
0.25 26.58% 26.23% 0.1709 0.4887 0.5610 28.89% 30.99% 0.2514 0.5021 0.6714 27.64% 26.77% 0.1709 0.4887 0.5610 25.33% 26.83% 0.1649 0.3525 0.4661 3.17% 7.33% 0.0124 0.0347 0.0996
0.5 26.85% 26.71% 0.1726 0.4936 0.5666 29.00% 30.44% 0.2539 0.5071 0.6781 27.42% 27.15% 0.1726 0.4936 0.5666 24.88% 27.33% 0.1665 0.3560 0.4707 3.11% 7.48% 0.0125 0.0371 0.0935
0.75 27.35% 26.29% 0.1587 0.4538 0.5208 28.55% 30.44% 0.1587 0.4538 0.5208 27.20% 27.59% 0.1587 0.4538 0.5208 24.93% 27.44% 0.1531 0.3273 0.4328 3.06% 7.63% 0.0115 0.0379 0.0917

1 27.57% 26.67% 0.1736 0.4966 0.5700 29.07% 29.84% 0.2554 0.5102 0.6822 27.04% 27.93% 0.1736 0.4966 0.5700 24.49% 27.27% 0.1675 0.3582 0.4736 3.05% 7.63% 0.0126 0.0385 0.0959

FT-Llam
a2

0 27.75% 33.26% 0.2001 0.3823 0.5043 26.62% 36.17% 0.2715 0.3531 0.5807 19.56% 31.95% 0.1847 0.2582 0.4938 19.79% 37.09% 0.2079 0.2998 0.4368 8.96% 17.26% 0.0629 0.2359 0.3810
0.25 27.70% 32.73% 0.2389 0.4565 0.6022 26.15% 35.53% 0.2509 0.4101 0.5801 19.33% 32.08% 0.2205 0.3083 0.5895 19.59% 37.39% 0.2482 0.3580 0.5215 9.10% 17.33% 0.0751 0.2816 0.4549
0.5 27.26% 32.80% 0.2013 0.3848 0.5075 25.64% 35.46% 0.2114 0.3456 0.4889 19.29% 31.64% 0.1859 0.2598 0.4969 19.95% 38.00% 0.2092 0.3017 0.4396 9.07% 17.40% 0.0633 0.2374 0.3834
0.75 26.88% 33.47% 0.2435 0.4654 0.6139 25.23% 34.97% 0.1690 0.3508 0.4754 18.99% 31.57% 0.2248 0.3143 0.6011 20.15% 38.30% 0.2531 0.3650 0.5317 9.05% 17.16% 0.0765 0.2871 0.4638

1 27.16% 33.54% 0.2124 0.4059 0.5354 25.54% 35.53% 0.2230 0.3646 0.5158 18.62% 32.02% 0.1961 0.2741 0.5242 19.91% 38.93% 0.2207 0.3183 0.4637 8.96% 17.13% 0.0667 0.2504 0.4045

significant (𝑝 > 0.05 for all F1 and Micro F1 comparisons). While the repair task shows statistically distinguishable
differences (𝑝 < 0.001), the practical impact is minimal, with effect sizes remaining negligible (|𝑑 | < 0.02). This statistical
evidence supports the conclusion that VSP is largely insensitive to nucleus sampling parameters, with no single setting
offering a substantial advantage in effect magnitude.

Finding 8 (RQ3): The impact of Top-P varies across different models and tasks, with no single setting proving
universally superior. While constraining the token search space benefits specific cases, it does not consistently
enhance performance and can hinder effectiveness for some models and strategies.

4.3 Impact of System Prompts

We further investigate whether assigning a specific persona via system prompts enhances LLM performance. We
compare three settings: No System Prompt (Default), Helpful Assistant, and Security Expert.

Table 14 examines the influence of system prompts on vulnerability detection performance. We observe that assigning
a specific persona, particularly "Security Expert," generally yields modest performance gains for general-purpose
commercial LLMs compared to the default "No System Prompt" setting. For instance, GPT-3.5 sees its F1 score on the
VulChecker dataset rise from 54.09% without a system prompt to 58.06% with the "Security Expert" persona. Similarly,
GPT-4 achieves its highest F1 on the Zero-Day dataset (49.79%) under the "Security Expert" setting, compared to
48.70% with no system prompt. However, this trend does not universally apply to open-source or code-specific models.
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Table 13. Impact of Top-P on the LLM performance of vulnerability repair (with VSP)

LLM Top-P ExtractFix Dataset BigVul+CVEFixes Zero-Day PrimeVul-Subset PrimeVul-Full

Valid SynEq SemEq Plaus Unres Correct SynEq SemEq Plaus Correct SynEq SemEq Plaus Correct SynEq SemEq Plaus Correct SynEq SemEq Plaus Correct

G
em

ini

0 33.33% 12.50% 12.50% 8.33% 0.00% 33.33% 6.36% 5.51% 1.27% 13.14% 2.91% 5.83% 6.80% 15.53% 3.77% 1.89% 9.43% 15.09% 0.20% 4.16% 7.90% 12.26%
0.25 33.33% 12.50% 12.50% 8.33% 0.00% 33.33% 6.36% 5.51% 1.27% 13.14% 2.91% 5.83% 6.80% 15.53% 3.77% 1.89% 9.43% 15.09% 0.20% 4.16% 7.90% 12.26%
0.5 33.33% 12.50% 12.50% 8.33% 0.00% 33.33% 6.36% 5.51% 0.85% 12.71% 2.91% 5.83% 6.80% 15.53% 5.66% 1.89% 9.43% 16.98% 0.42% 3.94% 7.90% 12.26%
0.75 29.17% 12.50% 12.50% 4.17% 0.00% 29.17% 6.36% 5.51% 0.42% 12.29% 2.91% 4.85% 6.80% 14.56% 5.66% 1.89% 9.43% 16.98% 0.42% 3.94% 7.90% 12.26%

1 33.33% 12.50% 12.50% 8.33% 0.00% 33.33% 6.36% 5.51% 1.27% 13.14% 2.91% 5.83% 6.80% 15.53% 3.77% 3.77% 11.32% 18.87% 0.42% 3.94% 7.90% 12.26%

Claude3

0 66.67% 25.00% 20.83% 20.83% 0.00% 66.67% 7.20% 9.32% 6.36% 22.88% 11.65% 9.71% 8.74% 30.10% 3.77% 5.66% 9.43% 18.87% 3.68% 3.45% 6.27% 13.40%
0.25 66.67% 25.00% 20.83% 20.83% 0.00% 66.67% 7.20% 9.75% 6.36% 23.31% 12.62% 9.71% 7.77% 30.10% 3.77% 5.66% 9.43% 18.87% 3.68% 3.68% 6.27% 13.62%
0.5 66.67% 25.00% 20.83% 20.83% 0.00% 66.67% 7.20% 9.75% 6.36% 23.31% 12.62% 9.71% 7.77% 30.10% 3.77% 5.66% 9.43% 18.87% 3.68% 3.68% 6.27% 13.62%
0.75 70.83% 29.17% 20.83% 20.83% 0.00% 70.83% 7.20% 9.32% 6.36% 22.88% 13.59% 9.71% 7.77% 31.07% 3.77% 5.66% 9.43% 18.87% 3.68% 3.68% 6.04% 13.40%

1 66.67% 25.00% 20.83% 20.83% 0.00% 66.67% 7.20% 9.32% 6.36% 22.88% 11.65% 10.80% 8.74% 31.07% 3.77% 5.66% 9.43% 18.87% 3.68% 3.68% 6.04% 13.40%

G
PT-3.5

0 79.17% 25.00% 33.33% 20.83% 0.00% 79.17% 9.32% 8.90% 12.29% 30.51% 14.56% 4.85% 23.30% 42.72% 7.55% 7.55% 15.09% 30.19% 0.67% 15.39% 13.16% 29.22%
0.25 79.17% 25.00% 33.33% 20.83% 0.00% 79.17% 9.32% 8.90% 12.29% 30.51% 14.56% 4.85% 23.30% 42.72% 9.43% 7.55% 13.21% 30.19% 0.67% 15.39% 13.16% 29.22%
0.5 79.17% 25.00% 33.33% 20.83% 0.00% 79.17% 9.32% 8.90% 12.29% 30.51% 14.56% 4.85% 23.30% 42.72% 9.43% 7.55% 13.21% 30.19% 0.45% 15.39% 13.16% 29.00%
0.75 83.33% 25.00% 37.50% 20.83% 0.00% 83.33% 9.32% 8.90% 12.29% 30.51% 14.56% 4.85% 23.30% 42.72% 9.43% 7.55% 11.32% 28.30% 0.45% 15.39% 13.38% 29.22%

1 79.17% 25.00% 33.33% 20.83% 0.00% 79.17% 9.32% 8.90% 12.29% 30.51% 14.56% 4.85% 23.30% 42.72% 7.55% 7.55% 16.98% 32.08% 0.22% 15.39% 13.38% 29.00%

G
PT-4

0 79.17% 20.83% 41.67% 16.67% 0.00% 79.17% 17.02% 12.77% 19.15% 48.93% 16.50% 5.83% 20.39% 42.72% 7.55% 9.43% 20.75% 37.74% 1.84% 6.91% 22.07% 30.82%
0.25 79.17% 20.83% 41.67% 16.67% 0.00% 79.17% 17.02% 12.77% 19.15% 48.93% 16.50% 5.83% 20.39% 42.72% 7.55% 9.43% 20.75% 37.74% 1.84% 7.13% 22.07% 31.04%
0.5 79.17% 20.83% 41.67% 16.67% 0.00% 79.17% 17.02% 12.77% 19.15% 48.93% 17.48% 5.83% 20.39% 43.69% 7.55% 9.43% 20.75% 37.74% 1.84% 7.36% 22.07% 31.26%
0.75 79.17% 25.00% 41.67% 12.50% 0.00% 79.17% 17.02% 12.77% 19.15% 48.93% 17.48% 5.83% 21.36% 44.66% 7.55% 9.43% 20.75% 37.74% 1.84% 7.36% 22.07% 31.26%

1 83.33% 25.00% 41.67% 16.67% 0.00% 83.33% 17.02% 12.77% 19.15% 48.93% 16.50% 6.80% 20.39% 43.69% 7.55% 9.43% 20.75% 37.74% 1.84% 7.36% 22.07% 31.26%

Llam
a2-7b

0 16.67% 8.33% 4.17% 4.17% 0.00% 16.67% 2.12% 0.85% 0.00% 2.97% 0.00% 0.97% 1.94% 2.91% 1.89% 0.00% 5.66% 7.55% 1.84% 0.00% 4.84% 6.68%
0.25 20.83% 12.50% 4.17% 4.17% 0.00% 20.83% 2.12% 0.85% 0.00% 2.97% 0.00% 0.97% 1.94% 2.91% 1.89% 0.00% 5.66% 7.55% 1.84% 0.00% 5.06% 6.90%
0.5 20.83% 12.50% 4.17% 4.17% 0.00% 20.83% 2.12% 0.85% 0.00% 2.97% 0.00% 1.94% 1.94% 3.88% 1.89% 0.00% 5.66% 7.55% 1.84% 0.00% 5.06% 6.90%
0.75 20.83% 12.50% 4.17% 4.17% 0.00% 20.83% 1.69% 0.85% 0.42% 2.97% 0.00% 1.94% 1.94% 3.88% 1.89% 0.00% 5.66% 7.55% 1.84% 0.00% 5.06% 6.90%

1 16.67% 12.50% 4.17% 0.00% 0.00% 16.67% 2.12% 1.27% 0.42% 3.81% 0.00% 0.97% 1.94% 2.91% 1.89% 0.00% 5.66% 7.55% 1.84% 0.00% 5.06% 6.90%

Llam
a2-13b

0 16.67% 8.33% 4.17% 4.17% 0.00% 16.67% 2.12% 1.27% 0.00% 3.39% 0.00% 0.97% 1.94% 2.91% 1.89% 0.00% 5.66% 7.55% 0.00% 1.27% 7.08% 8.34%
0.25 20.83% 12.50% 4.17% 4.17% 0.00% 20.83% 2.12% 1.27% 0.42% 3.81% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 3.77% 7.55% 0.00% 1.27% 6.85% 8.12%
0.5 20.83% 12.50% 4.17% 4.17% 0.00% 20.83% 2.12% 1.27% 0.42% 3.81% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 3.77% 7.55% 0.00% 1.27% 6.85% 8.12%
0.75 25.00% 12.50% 8.33% 4.17% 0.00% 25.00% 2.12% 1.27% 0.42% 3.81% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 5.66% 9.43% 0.00% 1.27% 6.85% 8.12%

1 25.00% 12.50% 8.33% 4.17% 0.00% 25.00% 2.12% 1.27% 0.85% 4.24% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 5.66% 9.43% 0.00% 1.27% 6.63% 7.90%

CodeLlam
a

0 20.83% 8.33% 8.33% 4.17% 0.00% 20.83% 0.00% 1.27% 1.69% 2.97% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 1.89% 5.66% 0.00% 1.69% 2.10% 3.78%
0.25 20.83% 8.33% 8.33% 4.17% 0.00% 20.83% 0.00% 1.27% 1.69% 2.97% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 1.89% 5.66% 0.00% 1.69% 2.10% 3.78%
0.5 20.83% 8.33% 8.33% 4.17% 0.00% 20.83% 0.00% 1.27% 1.69% 2.97% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 1.89% 5.66% 0.00% 1.69% 2.32% 4.01%
0.75 20.83% 8.33% 8.33% 4.17% 0.00% 20.83% 0.42% 1.27% 1.69% 3.39% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 1.89% 5.66% 0.00% 1.69% 2.32% 4.01%

1 16.67% 8.33% 4.17% 4.17% 0.00% 16.67% 0.00% 0.85% 1.69% 2.54% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 1.89% 5.66% 0.00% 1.69% 2.32% 4.01%

Q
C-2.5

0 16.67% 4.17% 4.17% 8.33% 0.00% 16.67% 0.85% 1.27% 2.54% 4.66% 1.94% 1.94% 1.94% 5.83% 1.89% 3.77% 1.89% 7.55% 0.22% 2.21% 3.49% 5.93%
0.25 16.67% 4.17% 4.17% 8.33% 0.00% 16.67% 0.85% 1.27% 2.12% 4.24% 1.94% 1.94% 1.94% 5.83% 3.77% 3.77% 1.89% 9.43% 0.22% 2.43% 3.49% 6.15%
0.5 16.67% 4.17% 4.17% 8.33% 0.00% 16.67% 0.85% 1.27% 2.54% 4.66% 1.94% 1.94% 1.94% 5.83% 3.77% 1.89% 1.89% 7.55% 0.22% 2.43% 3.49% 6.15%
0.75 16.67% 4.17% 4.17% 8.33% 0.00% 16.67% 0.85% 1.27% 2.54% 4.66% 1.94% 1.94% 1.94% 5.83% 3.77% 1.89% 1.89% 7.55% 0.00% 2.43% 3.49% 5.93%

1 16.67% 4.17% 4.17% 8.33% 0.00% 16.67% 0.85% 1.27% 2.54% 4.66% 0.97% 1.94% 1.94% 4.85% 1.89% 3.77% 1.88% 7.55% 0.00% 2.21% 3.49% 5.70%

D
SC-V2

0 12.50% 4.17% 4.17% 4.17% 0.00% 12.50% 1.27% 0.85% 2.12% 4.24% 0.97% 1.94% 1.94% 4.85% 1.89% 1.89% 1.89% 5.66% 0.44% 1.40% 2.05% 3.88%
0.25 12.50% 4.17% 4.17% 4.17% 0.00% 12.50% 0.85% 0.85% 1.69% 3.39% 0.97% 1.94% 1.94% 4.85% 0.00% 1.89% 1.89% 3.77% 0.44% 1.40% 2.05% 3.88%
0.5 12.50% 4.17% 4.17% 4.17% 0.00% 12.50% 0.85% 0.85% 1.69% 3.39% 0.97% 2.91% 1.94% 5.83% 0.00% 3.77% 1.89% 5.66% 0.44% 1.62% 2.05% 4.10%
0.75 12.50% 4.17% 4.17% 4.17% 0.00% 12.50% 0.85% 0.85% 2.12% 3.81% 0.97% 2.91% 1.94% 5.83% 0.00% 3.77% 1.89% 5.66% 0.44% 1.85% 2.05% 4.33%

1 12.50% 4.17% 4.17% 4.17% 0.00% 12.50% 1.27% 0.85% 2.12% 4.24% 0.97% 0.97% 1.94% 3.88% 1.89% 1.89% 1.89% 5.66% 0.21% 1.85% 2.05% 4.10%

FT-Llam
a2

0 29.17% 0.00% 20.83% 8.33% 0.00% 29.17% 0.00% 14.41% 15.68% 30.08% 0.00% 4.85% 13.59% 18.45% 1.89% 7.55% 15.09% 24.53% 0.41% 12.86% 11.38% 24.64%
0.25 25.00% 0.00% 16.67% 8.33% 0.00% 25.00% 0.00% 14.41% 15.68% 30.08% 0.00% 4.85% 13.59% 18.45% 1.89% 7.55% 15.09% 24.53% 0.41% 13.08% 11.38% 24.87%
0.5 25.00% 0.00% 16.67% 8.33% 0.00% 25.00% 0.00% 14.41% 15.68% 30.08% 0.00% 4.85% 13.59% 18.45% 1.89% 7.55% 15.09% 24.53% 0.41% 13.08% 11.15% 24.64%
0.75 20.83% 0.00% 12.50% 8.33% 0.00% 20.83% 0.00% 14.41% 15.68% 30.08% 0.00% 4.85% 13.59% 18.45% 1.89% 9.43% 16.98% 28.30% 0.41% 13.08% 11.15% 24.64%

1 25.00% 4.17% 12.50% 8.33% 0.00% 25.00% 0.00% 14.41% 15.68% 30.08% 0.00% 4.85% 13.59% 18.45% 0.00% 9.43% 18.87% 28.30% 0.63% 13.08% 11.38% 25.09%

Table 14. Impact of system prompt (SP) on the LLM performance of vulnerability detection (with VSP). NA: No System Prompt; HA:

Helpful Assistant; SE: Security Expert

LLM SP VulChecker BigVul+CVEFixes Zero-Day PrimeVul-Subset PrimeVul-Full
Rec Prec F1 MCC AuPRC Rec Prec F1 MCC AuPRC Rec Prec F1 MCC AuPRC Rec Prec F1 MCC AuPRC Rec Prec F1 MCC AuPRC

Gemini
NA 80.00% 26.15% 39.42% 0.3709 0.5396 74.20% 40.07% 52.04% 0.5216 0.5763 33.01% 54.84% 41.21% 0.0635 0.6067 62.50% 40.54% 49.18% 0.4868 0.5207 63.75% 31.00% 41.72% 0.4237 0.4786
HA 82.35% 26.12% 39.66% 0.3780 0.5502 74.31% 40.20% 52.17% 0.5229 0.5775 33.98% 53.03% 41.42% 0.0416 0.6001 62.50% 40.91% 49.45% 0.4892 0.5226 65.03% 30.38% 41.41% 0.4233 0.4817
SE 81.18% 26.64% 40.12% 0.3804 0.5474 74.84% 40.25% 52.35% 0.5253 0.5803 33.98% 58.33% 42.94% 0.1068 0.6266 62.50% 41.67% 50.00% 0.4942 0.5264 63.73% 30.08% 40.87% 0.4164 0.4738

Claude3
NA 57.65% 45.37% 50.78% 0.4575 0.5339 51.28% 76.96% 61.55% 0.6166 0.6506 32.04% 70.21% 44.00% 0.2198 0.6812 47.22% 64.15% 54.40% 0.5400 0.5647 49.08% 19.46% 27.87% 0.2800 0.3495
HA 57.65% 49.00% 52.97% 0.4818 0.5520 51.81% 77.39% 62.07% 0.6217 0.6553 33.01% 68.00% 44.44% 0.2038 0.6725 48.61% 66.04% 56.00% 0.5566 0.5808 48.59% 19.46% 27.79% 0.2785 0.3471
SE 58.82% 47.17% 52.36% 0.4751 0.5482 51.39% 77.12% 61.68% 0.6179 0.6519 32.04% 75.00% 44.90% 0.2606 0.7051 50.00% 66.67% 57.14% 0.5675 0.5907 47.62% 19.46% 27.63% 0.2755 0.3424

GPT-3.5
NA 50.59% 58.11% 54.09% 0.5010 0.5654 33.05% 72.09% 45.32% 0.4754 0.5386 33.01% 60.71% 42.77% 0.1309 0.6361 38.89% 63.64% 48.28% 0.4871 0.5217 39.88% 26.32% 31.71% 0.3013 0.3390
HA 51.76% 58.67% 55.00% 0.5104 0.5736 33.37% 72.96% 45.79% 0.4809 0.5445 33.98% 63.64% 44.30% 0.1646 0.6531 40.28% 65.91% 50.00% 0.5053 0.5398 41.47% 26.32% 32.20% 0.3075 0.3467
SE 52.94% 64.29% 58.06% 0.5471 0.6070 33.69% 74.00% 46.30% 0.4870 0.5512 33.98% 67.31% 45.16% 0.2011 0.6715 41.67% 65.22% 50.85% 0.5112 0.5430 39.81% 27.63% 32.62% 0.3098 0.3452

GPT-4
NA 70.59% 56.60% 62.83% 0.5921 0.6490 56.82% 49.03% 52.64% 0.5075 0.5376 44.37% 54.09% 48.70% 0.0823 0.6564 59.72% 50.00% 54.43% 0.5329 0.5546 39.13% 32.47% 35.49% 0.3372 0.3661
HA 71.76% 58.10% 64.21% 0.6073 0.6618 56.93% 49.22% 52.79% 0.5091 0.5390 45.34% 53.85% 48.93% 0.0791 0.6576 61.11% 51.16% 55.70% 0.5460 0.5671 39.91% 32.80% 36.01% 0.3426 0.3716
SE 71.76% 59.80% 65.24% 0.6183 0.6704 57.04% 49.31% 52.89% 0.5101 0.5400 46.31% 54.62% 49.79% 0.0952 0.6639 59.72% 52.44% 55.84% 0.5468 0.5668 38.72% 32.47% 35.32% 0.3353 0.3641

Llama2-7b
NA 42.35% 37.50% 39.78% 0.3360 0.4248 53.09% 44.74% 48.56% 0.4650 0.4982 37.86% 60.94% 46.71% 0.1469 0.6493 44.44% 47.76% 46.04% 0.4465 0.4692 39.96% 12.31% 18.82% 0.1844 0.2693
HA 42.35% 39.13% 40.68% 0.3468 0.4330 53.09% 44.91% 48.66% 0.4660 0.4990 38.83% 59.70% 47.06% 0.1347 0.6456 45.83% 48.53% 47.14% 0.4576 0.4798 39.96% 12.31% 18.82% 0.1844 0.2693
SE 47.06% 37.04% 41.45% 0.3531 0.4440 53.52% 44.94% 48.86% 0.4682 0.5013 39.81% 60.29% 47.95% 0.1445 0.6510 47.22% 49.28% 48.23% 0.4685 0.4903 37.96% 12.93% 19.29% 0.1857 0.2627

Llama2-13b
NA 54.12% 32.17% 40.35% 0.3432 0.4518 51.60% 50.52% 51.05% 0.4908 0.5199 38.83% 63.49% 48.19% 0.1791 0.6645 48.61% 49.30% 48.95% 0.4757 0.4971 57.87% 12.92% 21.13% 0.2345 0.3595
HA 54.12% 33.33% 41.26% 0.3529 0.4576 51.81% 50.78% 51.29% 0.4932 0.5223 39.81% 68.33% 50.31% 0.2351 0.6912 50.00% 52.17% 51.06% 0.4977 0.5183 59.60% 12.28% 20.36% 0.2302 0.3648
SE 55.29% 33.10% 41.41% 0.3554 0.4618 51.28% 50.63% 50.95% 0.4898 0.5189 39.81% 74.55% 51.90% 0.2963 0.7222 50.00% 52.17% 51.06% 0.4977 0.5183 59.01% 11.91% 19.82% 0.2240 0.3600

Falcon
NA 63.53% 27.41% 38.30% 0.3317 0.4709 44.78% 36.84% 40.42% 0.3799 0.4187 34.95% 43.37% 38.71% -0.1089 0.5542 47.22% 36.17% 40.96% 0.3950 0.4248 14.58% 11.29% 12.73% 0.1012 0.1407
HA 64.71% 27.78% 38.87% 0.3394 0.4781 45.10% 37.01% 40.65% 0.3823 0.4211 35.92% 44.58% 39.78% -0.0891 0.5627 47.22% 35.42% 40.48% 0.3904 0.4210 14.88% 11.52% 12.98% 0.1038 0.1433
SE 65.88% 28.28% 39.58% 0.3484 0.4860 45.52% 37.29% 41.00% 0.3860 0.4246 35.92% 46.25% 40.44% -0.0598 0.5711 48.61% 36.08% 41.42% 0.4004 0.4311 15.32% 11.98% 13.44% 0.1087 0.1478

CodeLlama
NA 4.71% 23.53% 7.84% 0.0693 0.1835 14.71% 9.55% 11.58% 0.0744 0.1377 14.56% 15.79% 15.15% -0.6330 0.3654 11.11% 16.33% 13.22% 0.1153 0.1503 12.50% 9.38% 10.71% 0.0800 0.1210
HA 5.88% 33.33% 10.00% 0.1085 0.2378 15.03% 9.75% 11.83% 0.0770 0.1403 15.53% 16.16% 15.84% -0.6510 0.3696 12.50% 18.37% 14.88% 0.1325 0.1673 12.00% 9.47% 10.59% 0.0790 0.1190
SE 5.88% 50.00% 10.53% 0.1486 0.3212 15.03% 9.76% 11.84% 0.0771 0.1403 16.50% 16.35% 16.43% -0.6796 0.3730 12.50% 18.00% 14.75% 0.1308 0.1654 12.12% 9.85% 10.87% 0.0822 0.1215

QC-2.5
NA 37.65% 27.59% 31.84% 0.2443 0.3538 27.72% 50.39% 35.76% 0.3558 0.4044 32.62% 29.71% 31.10% -0.4475 0.4801 32.66% 35.90% 34.20% 0.3253 0.3527 21.54% 20.45% 20.98% 0.1877 0.2204
HA 38.82% 28.45% 32.84% 0.2555 0.3635 27.61% 50.00% 35.58% 0.3535 0.4020 33.01% 30.09% 31.48% -0.4390 0.4830 33.33% 38.71% 35.82% 0.3430 0.3701 20.68% 20.25% 20.46% 0.1827 0.2152
SE 40.00% 29.57% 34.00% 0.2688 0.3744 27.29% 49.90% 35.29% 0.3510 0.4000 33.01% 29.57% 31.19% -0.4594 0.4804 34.72% 41.67% 37.88% 0.3650 0.3916 21.51% 20.05% 20.75% 0.1852 0.2182

DSC-V2
NA 28.24% 32.00% 30.00% 0.2370 0.3330 17.27% 37.07% 23.56% 0.2333 0.2876 30.12% 31.00% 30.55% -0.3693 0.4803 25.21% 33.36% 28.72% 0.2732 0.3039 39.13% 11.64% 17.94% 0.1749 0.2619
HA 28.24% 34.29% 30.97% 0.2509 0.3444 17.48% 37.53% 23.85% 0.2366 0.2910 31.07% 30.77% 30.92% -0.3884 0.4815 25.00% 34.62% 29.03% 0.2779 0.3092 37.96% 11.75% 17.95% 0.1733 0.2568
SE 29.41% 37.31% 32.89% 0.2743 0.3649 17.70% 37.47% 24.04% 0.2378 0.2917 32.04% 30.84% 31.43% -0.3984 0.4843 25.00% 36.00% 29.51% 0.2842 0.3161 36.06% 12.34% 18.39% 0.1747 0.2505

FT-Llama2
NA 56.47% 64.86% 60.38% 0.5697 0.6260 50.43% 38.52% 43.67% 0.4151 0.4543 45.63% 51.46% 48.37% 0.0260 0.6214 90.28% 31.25% 46.43% 0.5126 0.6091 58.68% 21.25% 31.20% 0.3253 0.4052
HA 56.47% 66.81% 61.21% 0.5802 0.6357 48.91% 39.67% 43.81% 0.4156 0.4528 46.09% 49.40% 47.69% -0.0113 0.6122 87.57% 30.31% 45.04% 0.4958 0.5913 55.75% 22.10% 31.65% 0.3240 0.3951
SE 56.47% 63.47% 59.77% 0.5621 0.6190 49.40% 37.69% 42.76% 0.4055 0.4452 48.39% 46.93% 47.65% -0.0634 0.6056 90.20% 30.01% 45.04% 0.5010 0.6025 57.42% 21.00% 30.75% 0.3192 0.3977
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Table 15. Impact of system prompt (SP) on the LLM performance of vulnerability classification (with VSP). NA: No System Prompt;

HA: Helpful Assistant; SE: Security Expert

LLM SP VulChecker Dataset BigVul+CVEFixes Zero-Day PrimeVul-Subset PrimeVul-Full

MacF1 MicF1 MCC MacAu MicAu MacF1 MicF1 MCC MacAu MicAu MacF1 MicF1 MCC MacAu MicAu MacF1 MicF1 MCC MacAu MicAu MacF1 MicF1 MCC MacAu MicAu

Gemini
NA 28.28% 31.40% 0.2081 0.3976 0.5245 39.47% 47.27% 0.3544 0.4523 0.5903 21.37% 27.06% 0.1982 0.2967 0.5510 28.44% 35.24% 0.2228 0.3515 0.4670 4.20% 23.32% 0.1674 0.1386 0.4544
HA 28.79% 31.97% 0.2043 0.3906 0.5152 39.71% 47.74% 0.3481 0.4442 0.5798 21.37% 27.28% 0.1946 0.2914 0.5412 28.33% 35.10% 0.2188 0.3452 0.4587 4.14% 23.08% 0.1644 0.1361 0.4463
SE 28.21% 32.09% 0.2036 0.3891 0.5132 39.23% 48.51% 0.3468 0.4425 0.5777 21.46% 27.71% 0.1939 0.2903 0.5392 28.84% 34.54% 0.2180 0.3439 0.4570 4.15% 22.67% 0.1638 0.1356 0.4446

Claude3
NA 29.93% 32.04% 0.2230 0.4580 0.5549 31.45% 36.92% 0.2174 0.3438 0.4583 37.16% 40.16% 0.3345 0.4677 0.6160 25.95% 34.87% 0.2142 0.3501 0.4952 3.45% 14.95% 0.1039 0.0617 0.4136
HA 29.99% 32.23% 0.2217 0.4553 0.5516 31.45% 37.07% 0.2162 0.3418 0.4556 36.42% 40.72% 0.3325 0.4650 0.6123 26.47% 34.73% 0.2129 0.3480 0.4923 3.47% 15.07% 0.1033 0.0613 0.4111
SE 30.53% 32.49% 0.2199 0.4517 0.5472 31.26% 37.22% 0.2144 0.3390 0.4520 36.20% 41.46% 0.3298 0.4612 0.6074 26.52% 35.36% 0.2112 0.3452 0.4883 3.43% 15.34% 0.1024 0.0608 0.4078

GPT-3.5
NA 35.69% 37.42% 0.2782 0.4168 0.5862 27.44% 28.05% 0.1520 0.4348 0.4991 14.27% 19.23% 0.0656 0.2462 0.3978 30.30% 39.16% 0.2610 0.4044 0.5842 3.93% 16.89% 0.1064 0.0632 0.4236
HA 36.05% 37.42% 0.3189 0.4778 0.6720 27.60% 28.33% 0.1743 0.4985 0.5721 14.53% 18.92% 0.0752 0.2823 0.4560 30.73% 38.61% 0.2992 0.4636 0.6697 3.99% 16.65% 0.1220 0.0724 0.4856
SE 36.19% 36.90% 0.3063 0.4589 0.6454 28.05% 28.10% 0.1674 0.4788 0.5495 14.76% 18.96% 0.0723 0.2711 0.4380 30.11% 38.15% 0.2452 0.3877 0.5169 3.91% 16.42% 0.1172 0.0696 0.4664

GPT-4
NA 44.46% 42.10% 0.3159 0.5190 0.5801 33.00% 34.97% 0.2316 0.4758 0.5764 35.98% 39.04% 0.2821 0.4227 0.5945 30.73% 39.53% 0.2647 0.4101 0.5925 5.59% 20.95% 0.1704 0.1411 0.4625
HA 45.62% 42.95% 0.3446 0.5661 0.6327 32.60% 35.04% 0.2527 0.5190 0.6287 36.63% 40.22% 0.3790 0.5299 0.6979 31.47% 40.33% 0.2888 0.4473 0.6462 5.60% 20.53% 0.1859 0.1539 0.5045
SE 46.08% 43.72% 0.3644 0.5987 0.6691 33.00% 34.62% 0.2672 0.5488 0.6648 36.19% 39.66% 0.3254 0.4876 0.6857 31.34% 40.17% 0.3054 0.4730 0.6834 5.67% 20.61% 0.1966 0.1627 0.5335

Llama2-7b
NA 20.58% 20.51% 0.0631 0.2669 0.3512 22.27% 22.60% 0.0992 0.2753 0.3958 18.13% 18.86% 0.0677 0.2715 0.4132 26.88% 30.77% 0.2070 0.3956 0.5218 1.00% 4.37% 0.0316 0.0161 0.0933
HA 20.83% 20.92% 0.0639 0.2703 0.3557 22.67% 23.10% 0.1004 0.2789 0.4009 18.57% 19.09% 0.0686 0.2750 0.4185 26.83% 31.07% 0.2096 0.4006 0.5285 1.02% 4.37% 0.0320 0.0164 0.0945
SE 21.12% 20.96% 0.0667 0.2820 0.3710 22.76% 23.24% 0.1048 0.2909 0.4182 18.92% 19.43% 0.0839 0.2907 0.3982 27.20% 31.13% 0.2187 0.4179 0.5513 1.01% 4.42% 0.0334 0.0171 0.0985

Llama2-13b
NA 32.48% 38.19% 0.2770 0.4291 0.6199 31.16% 34.94% 0.2373 0.3744 0.4975 27.12% 31.02% 0.2216 0.4236 0.5587 27.79% 31.14% 0.2216 0.4236 0.5587 1.08% 4.74% 0.0252 0.0206 0.0765
HA 33.13% 38.88% 0.2940 0.4554 0.6579 31.66% 35.36% 0.2518 0.3973 0.5280 27.45% 31.14% 0.2352 0.4495 0.5930 28.12% 31.76% 0.2352 0.4495 0.5930 1.09% 4.82% 0.0268 0.0218 0.0812
SE 32.73% 39.58% 0.2618 0.4055 0.5858 32.04% 35.78% 0.2290 0.4704 0.5699 27.88% 32.01% 0.2094 0.4002 0.5280 28.23% 32.19% 0.2094 0.4002 0.5280 1.08% 4.79% 0.0239 0.0194 0.0723

Falcon
NA 30.20% 28.57% 0.2449 0.4891 0.6540 27.22% 24.80% 0.1665 0.4761 0.5464 18.30% 19.04% 0.0748 0.3000 0.4565 10.71% 15.00% 0.0359 0.2486 0.4002 1.32% 1.06% 0.0062 0.0073 0.0549
HA 30.80% 28.91% 0.2420 0.4833 0.6463 27.44% 25.00% 0.1645 0.4705 0.5400 18.41% 19.23% 0.0739 0.2965 0.4511 10.88% 15.06% 0.0355 0.2457 0.3955 1.34% 1.04% 0.0061 0.0072 0.0542
SE 30.88% 29.32% 0.2386 0.4765 0.6372 27.93% 25.10% 0.1622 0.4639 0.5325 18.65% 19.38% 0.0855 0.2962 0.4057 10.98% 15.21% 0.0350 0.2422 0.3900 1.32% 1.04% 0.0060 0.0071 0.0535

CodeLlama
NA 25.79% 25.69% 0.1409 0.3013 0.3984 21.08% 21.68% 0.0961 0.2669 0.3837 20.99% 22.88% 0.0961 0.2669 0.3837 16.12% 21.28% 0.0656 0.2632 0.4006 0.46% 2.30% 0.0171 0.0125 0.0619
HA 26.09% 25.94% 0.1510 0.3228 0.4268 21.78% 22.02% 0.1030 0.2860 0.4111 21.09% 23.47% 0.1030 0.2860 0.4111 16.50% 21.96% 0.0703 0.2820 0.4291 0.46% 2.28% 0.0184 0.0134 0.0570
SE 26.25% 25.89% 0.1458 0.4170 0.4787 21.82% 22.07% 0.0960 0.2665 0.3831 21.12% 23.56% 0.0960 0.2665 0.3831 16.77% 22.36% 0.0655 0.2628 0.3999 0.46% 2.26% 0.0054 0.0064 0.0481

QC-2.5
NA 23.45% 22.82% 0.1020 0.2832 0.4071 21.87% 22.32% 0.1020 0.2832 0.4071 20.57% 21.82% 0.1020 0.2832 0.4071 16.41% 20.31% 0.0696 0.2793 0.4250 1.28% 6.74% 0.0326 0.0309 0.0818
HA 23.92% 23.43% 0.1082 0.3004 0.4318 22.00% 22.46% 0.1082 0.3004 0.4318 20.65% 21.99% 0.1082 0.3004 0.4318 16.67% 20.63% 0.0738 0.2962 0.4508 1.28% 6.77% 0.0346 0.0328 0.0868
SE 24.06% 23.86% 0.1116 0.3098 0.4454 22.35% 22.57% 0.1116 0.3098 0.4454 20.80% 22.34% 0.1116 0.3098 0.4454 16.77% 20.84% 0.0762 0.3055 0.4649 1.29% 6.86% 0.0357 0.0338 0.0895

DSC-V2
NA 27.57% 26.67% 0.1736 0.4966 0.5700 29.07% 29.84% 0.2554 0.5102 0.6822 27.04% 27.93% 0.1736 0.4966 0.5700 24.49% 27.27% 0.1675 0.3582 0.4736 3.05% 7.63% 0.0126 0.0385 0.0959
HA 27.77% 27.09% 0.1755 0.5021 0.5763 29.36% 30.02% 0.2582 0.5158 0.6897 27.15% 27.99% 0.1755 0.5021 0.5763 24.78% 27.93% 0.1694 0.3621 0.4788 3.02% 7.54% 0.0127 0.0311 0.0902
SE 27.95% 27.47% 0.1731 0.4951 0.5683 29.59% 30.26% 0.2547 0.5086 0.6802 27.42% 28.09% 0.1731 0.4951 0.5683 25.18% 28.27% 0.1670 0.3571 0.4722 2.97% 7.56% 0.0126 0.0378 0.0947

FT-Llama2
NA 27.16% 33.54% 0.2124 0.4059 0.5354 25.54% 35.53% 0.2230 0.3646 0.5158 18.62% 32.02% 0.1961 0.2741 0.5242 19.91% 38.93% 0.2207 0.3183 0.4637 8.96% 17.13% 0.0667 0.2504 0.4045
HA 27.59% 33.34% 0.2409 0.4605 0.6074 25.08% 35.25% 0.1672 0.3471 0.4704 18.25% 32.08% 0.2224 0.3110 0.5947 19.95% 39.63% 0.2504 0.3611 0.5261 8.80% 17.40% 0.0757 0.2841 0.4589
SE 27.53% 33.40% 0.2066 0.3948 0.5208 25.18% 35.18% 0.2170 0.3547 0.5017 18.25% 31.96% 0.1907 0.2666 0.5099 19.55% 39.86% 0.2147 0.3096 0.4511 8.90% 17.54% 0.0649 0.2436 0.3935

Table 16. Impact of system prompt (SP) on the LLM performance of vulnerability repair (with VSP). NA: No System Prompt; HA:

Helpful Assistant; SE: Security Expert

LLM SP ExtractFix Dataset BigVul+CVEFixes Zero-Day PrimeVul-Subset PrimeVul-Full

Valid SynEq SemEq Plaus Unres Correct SynEq SemEq Plaus Correct SynEq SemEq Plaus Correct SynEq SemEq Plaus Correct SynEq SemEq Plaus Correct

Gemini
NA 33.33% 12.50% 12.50% 8.33% 0.00% 33.33% 6.36% 5.51% 1.27% 13.14% 2.91% 4.85% 7.77% 15.53% 3.77% 3.77% 11.32% 18.87% 0.42% 3.94% 7.90% 12.26%
HA 33.33% 12.50% 12.50% 8.33% 0.00% 33.33% 6.36% 5.93% 1.69% 13.98% 2.91% 4.85% 7.77% 15.53% 3.77% 5.66% 11.32% 20.75% 0.42% 3.94% 7.90% 12.26%
SE 37.50% 12.50% 16.67% 8.33% 0.00% 37.50% 6.36% 5.93% 1.69% 13.98% 2.91% 4.85% 7.77% 15.53% 3.77% 5.66% 11.32% 20.75% 0.42% 3.94% 7.90% 12.26%

Claude3
NA 66.67% 25.00% 20.83% 20.83% 0.00% 66.67% 7.20% 9.32% 6.36% 22.88% 11.65% 9.71% 8.74% 30.10% 3.77% 5.66% 9.43% 18.87% 3.68% 3.68% 6.04% 13.40%
HA 66.67% 25.00% 20.83% 20.83% 0.00% 66.67% 7.20% 9.75% 6.36% 23.31% 12.62% 9.71% 7.77% 30.10% 3.77% 5.66% 9.43% 18.87% 3.68% 3.45% 6.27% 13.40%
SE 66.67% 25.00% 20.83% 20.83% 0.00% 66.67% 7.20% 9.75% 6.36% 23.31% 12.62% 9.71% 7.77% 30.10% 3.77% 5.66% 9.43% 18.87% 3.68% 3.23% 6.27% 13.17%

GPT-3.5
NA 79.17% 25.00% 33.33% 20.83% 0.00% 79.17% 9.75% 8.47% 12.29% 30.51% 14.56% 4.85% 23.30% 42.72% 7.55% 7.55% 16.98% 32.08% 0.22% 15.39% 13.38% 29.00%
HA 79.17% 25.00% 33.33% 20.83% 0.00% 79.17% 9.75% 8.47% 12.29% 30.51% 14.56% 5.83% 23.30% 43.69% 7.55% 7.55% 16.98% 32.08% 0.22% 15.39% 13.38% 29.00%
SE 79.17% 25.00% 33.33% 20.83% 0.00% 79.17% 9.75% 8.47% 12.29% 30.51% 15.53% 5.83% 24.27% 45.63% 7.55% 7.55% 16.98% 32.08% 0.00% 15.39% 13.38% 28.77%

GPT-4
NA 83.33% 25.00% 41.67% 16.67% 0.00% 83.33% 17.02% 12.77% 19.15% 48.93% 16.50% 6.80% 20.39% 43.69% 7.55% 9.43% 20.75% 37.74% 1.84% 7.36% 22.07% 31.26%
HA 83.33% 25.00% 41.67% 16.67% 0.00% 83.33% 17.02% 12.77% 19.57% 49.15% 16.50% 6.80% 20.39% 43.69% 7.55% 9.43% 20.75% 37.74% 1.84% 7.36% 22.07% 31.26%
SE 83.33% 25.00% 41.67% 16.67% 0.00% 83.33% 17.02% 12.77% 19.57% 49.15% 17.48% 5.83% 21.36% 44.66% 7.55% 9.43% 20.75% 37.74% 1.84% 7.36% 22.07% 31.26%

Llama2-7b
NA 16.67% 8.33% 4.17% 4.17% 0.00% 16.67% 2.12% 1.27% 0.00% 3.39% 0.00% 0.97% 1.94% 2.91% 1.89% 0.00% 5.66% 7.55% 1.84% 0.00% 5.06% 6.90%
HA 16.67% 8.33% 4.17% 4.17% 0.00% 16.67% 2.54% 1.27% 0.00% 3.81% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 5.66% 9.43% 1.84% 0.00% 5.06% 6.90%
SE 20.83% 8.33% 4.17% 8.33% 0.00% 20.83% 2.54% 1.69% 0.00% 4.24% 0.97% 0.97% 1.94% 3.88% 1.89% 1.89% 5.66% 9.43% 1.84% 0.00% 4.84% 6.68%

Llama2-13b
NA 16.67% 12.50% 4.17% 0.00% 0.00% 16.67% 2.12% 1.27% 0.42% 3.81% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 5.66% 9.43% 0.00% 1.27% 6.63% 7.90%
HA 16.67% 12.50% 4.17% 0.00% 0.00% 16.67% 2.12% 1.27% 0.42% 3.81% 0.00% 0.97% 1.94% 2.91% 1.89% 3.77% 5.66% 11.32% 0.00% 1.27% 6.63% 7.90%
SE 16.67% 12.50% 4.17% 0.00% 0.00% 16.67% 2.12% 1.27% 0.42% 3.81% 0.00% 0.97% 1.94% 2.91% 1.89% 3.77% 5.66% 11.32% 0.22% 1.27% 6.63% 8.12%

CodeLlama
NA 16.67% 8.33% 4.17% 4.17% 0.00% 16.67% 0.00% 0.85% 1.69% 2.54% 0.00% 0.97% 1.94% 2.91% 1.89% 1.89% 1.89% 5.66% 0.00% 1.69% 2.32% 4.01%
HA 16.67% 8.33% 4.17% 4.17% 0.00% 16.67% 0.00% 0.85% 2.12% 2.97% 0.00% 1.94% 1.94% 3.88% 1.89% 1.89% 1.89% 5.66% 0.00% 1.46% 2.32% 3.78%
SE 16.67% 8.33% 4.17% 4.17% 0.00% 16.67% 0.00% 0.85% 2.12% 2.97% 0.00% 1.94% 1.94% 3.88% 1.89% 1.89% 1.89% 5.66% 0.00% 1.46% 2.32% 3.78%

QC-2.5
NA 16.67% 4.17% 4.17% 8.33% 0.00% 16.67% 0.85% 1.27% 2.54% 4.66% 0.97% 1.94% 1.94% 4.85% 1.89% 3.77% 1.89% 7.55% 0.00% 2.21% 3.49% 5.70%
HA 16.67% 4.17% 4.17% 8.33% 0.00% 16.67% 0.85% 1.27% 2.54% 4.66% 0.97% 0.97% 2.91% 4.85% 1.89% 3.77% 1.89% 7.55% 0.00% 2.21% 3.49% 5.70%
SE 16.67% 4.17% 4.17% 8.33% 0.00% 16.67% 0.85% 1.27% 2.54% 4.66% 0.97% 0.97% 2.91% 4.85% 1.89% 3.77% 3.77% 9.43% 0.00% 2.21% 3.27% 5.48%

DSC-V2
NA 12.50% 4.17% 4.17% 4.17% 0.00% 12.50% 1.27% 0.85% 2.12% 4.24% 0.97% 0.97% 1.94% 3.88% 1.89% 1.89% 1.89% 5.66% 0.21% 1.85% 2.05% 4.10%
HA 12.50% 4.17% 4.17% 4.17% 0.00% 12.50% 1.27% 0.85% 2.12% 4.24% 0.97% 0.97% 1.94% 3.88% 1.89% 1.89% 3.77% 7.55% 0.21% 1.85% 2.05% 4.10%
SE 12.50% 4.17% 4.17% 4.17% 0.00% 12.50% 1.27% 0.85% 2.12% 4.24% 0.97% 1.94% 0.97% 3.88% 1.89% 0.00% 3.77% 5.66% 0.21% 1.85% 2.05% 4.10%

FT-Llama2
NA 25.00% 4.17% 12.50% 8.33% 0.00% 25.00% 0.00% 14.41% 15.68% 30.08% 0.00% 4.85% 13.59% 18.45% 0.00% 9.43% 18.87% 28.30% 0.63% 13.08% 11.38% 25.09%
HA 16.67% 0.00% 12.50% 4.17% 0.00% 16.67% 0.00% 13.98% 15.68% 29.66% 0.00% 4.85% 13.59% 18.45% 0.00% 9.43% 20.75% 28.30% 0.63% 13.08% 11.38% 25.09%
SE 20.83% 0.00% 16.67% 4.17% 0.00% 20.83% 0.00% 13.98% 15.25% 29.24% 0.00% 5.83% 13.59% 19.42% 0.00% 7.55% 22.64% 28.30% 0.63% 13.08% 11.38% 25.09%

Qwen-2.5-Coder shows negligible variation across settings on BigVul+CVEFixes, while the fine-tuned Llama2-13b
model actually exhibits a slight performance regression when system prompts are introduced on VulChecker (from
60.38% to 57.72%). This suggests that while persona priming can activate latent security knowledge in capable generalist
models, it may interfere with the learned distributions of fine-tuned or specialized models. The impact of system
prompts on MCC and AuPRC for vulnerability detection also reveals a nuanced picture. While commercial models
like GPT-4 see a modest improvement in F1 scores with the ’Security Expert’ persona, the MCC and AuPRC metrics
indicate that this boost is not consistently translated into more robust predictions. For instance, GPT-4’s MCC on the
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PrimeVul-Subset dataset increases from 0.5329 (No System Prompt) to 0.5468 with the ’Security Expert’ persona, while
AuPRC improves from 0.5546 to 0.5668.

Table 15 details the effect of system prompts on vulnerability classification. Similar to the detection task, the "Security
Expert" persona provides benefits for specific models but lacks universal effectiveness. Claude3, for instance, exhibits a
clear improvement on the Zero-Day dataset, rising from 40.16% Micro F1 without a system prompt to 41.46% with the
"Security Expert" persona. Conversely, GPT-3.5 shows a slight decline on the same dataset (19.23% vs. 18.96%) when the
persona is applied. The fine-tuned Llama2-13b model demonstrates remarkable stability, with its Zero-Day performance
remaining virtually unchanged (32.02% vs. 31.96%). This indicates that because the fine-tuned model has already learned
exactly how to perform the task during its training, adding extra instructions to ask the LLM to ’act like an expert’ does
not improve its performance.

int isoent_gen_joliet_identifier(struct archive_write *a, struct isoent *isoent, struct idr *idr){
struct iso9660 *iso9660;
struct isoent *np;
unsigned char *p;
size_t l;
int r;
int ffmax, parent_len;
......
r = idr_start(a, idr, isoent->children.cnt, ffmax, 6, 2, &rb_ops);
......
for (np = isoent->children.first; np != NULL; np = np->chnext){

unsigned int ext_off, noff, weight;
......
if ((int)l == ffmax)

noff = ext_off + 6; // Calculation of noff has potential CWE-190 vulnerability
else if ((int)l == ffmax - 2)        
    noff = ext_off + 4;
else if ((int)l == ffmax - 4)

noff = ext_off + 2;
else

noff = ext_off;
idr_register(idr, np, weight, noff);

}
......

}
A: Step 1: Find vulnerability semantics: 
The function has inputs "a", "isoent", and "idr". At line 17, the function starts an "idr" with a count 
of "isoent޲નchildren.cnt", a maximum size of "ffmax", and other parameters. Then, at lines 23-86, a loop 
iterates over the children of "isoent" and performs various operations on them. Therefore, the 
vulnerability semantics is: 
1 int isoent_gen_joliet_identifier(struct archive_write *a, struct isoent *isoent, struct idr *idr) 
17  r = idr_start(a, idr, isoent޲નchildren.cnt, ffmax, 6, 2, &rb_ops); 
23  for (np = isoent޲નchildren.first; np ޔవ NULL; np = np޲નchnext) 
85  idr_register(idr, np, weight, noff); 
Step 2: Vulnerability semantics analysis: 
At line 17, the "idr" is started with a count of "isoent޲નchildren.cnt" and a maximum size of "ffmax". 
However, the code does not check whether "isoent޲નchildren.cnt" is greater than "ffmax", which may cause 
a heap-based buffer overflow (CWE-122) vulnerability. 
Conclusion: the code has a CWE-122 vulnerability.
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Fig. 11. GPT-3.5 identifies an incorrect vulnerability cause on a vulnerability classifica-

tion sample.

Table 16 presents the impact of sys-
tem prompts on vulnerability repair.
For this complex generative task, we ob-
serve that system prompts have a very
limited and inconsistent effect across
most models. High-performing com-
mercial models like GPT-4 and Claude3
demonstrate remarkable stability, with
their correct rates remaining almost
entirely unchanged regardless of the
persona assigned. This suggests that
their repair capabilities are deeply in-
grained and not easily influenced by
high-level instructions. A notable ex-
ception is GPT-3.5, which shows a tan-
gible improvement on the Zero-Day
dataset when primed with the "Security

Expert" persona, increasing its correct rate from 42.72% to 45.63%. This indicates that for some models, persona-based
guidance can be beneficial when tackling novel repair scenarios. Conversely, for the fine-tuned Llama2-13b model,
system prompts can be slightly detrimental, causing a minor performance regression on datasets like BigVul+CVEFixes
(30.08% vs. 29.24%).

Table 10 indicates that while adding a persona can lead to statistically distinguishable results—particularly for
vulnerability detection (𝑝 < 0.001)—the magnitude of this change is limited. The effect sizes for all pairwise comparisons
(No Prompt vs. Helpful Assistant, No Prompt vs. Security Expert, and Helpful Assistant vs. Security Expert) are
negligible across detection, classification, and repair tasks (|𝑑 | < 0.05). For classification specifically, the statistical
significance varies by metric, further suggesting that system prompts do not fundamentally shift the performance
baseline established by the VSP strategy.

Finding 9 (RQ3): System prompts offer modest gains for general-purpose models on novel data, but often show
negligible impact or slight regression for code-specific and fine-tuned models.
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5 RQ4: LLMS VS. TRADITIONAL APPROACHES

Tables 17, 18, and 19 compare LLMs to traditional approaches on the three tasks. The best key results are marked in
boldface. VulChecker, ExtractFix, and VulnFix require input programs to be compilable whereas the BigVul+CVEFixes,
Zero-Day, and PrimeVul samples are not. Thus, corresponding results are marked as none (-).

char *string_crypt(const char *key, const char *salt) {
assertx(key);
assertx(salt);
char random_salt[12];
if (!*salt) {
memcpy(random_salt,"$1$",3);
ito64(random_salt+3,rand(),8);
random_salt[11] = '\0';
return string_crypt(key, random_salt);

}
...

}

A: Step 1: Find vulnerability semantics: 
The function has an input "ptr". "ptr" is first checked not to be NULL at line 6. If 
so, the members of "ptr", "m1" and "m2", are freed at lines 7-8. Finally, the pointer 
"ptr" itself is freed at line 9. Therefore, the vulnerability semantics is: 
1 void func(struct st *ptr) 
6  if (ptr){ 
7  free(ptr޲નm1); 
8  free(ptr޲નm2); 
9  free(ptr); 
10  } 
11  b=1; 
12  int c; 
13  c = a+b; 
14 } 
A: Step 2: Vulnerability semantics analysis: 
At line 6, "ptr" is first checked not to be NULL. 
At lines 7-8, the members are freed before the pointer "ptr" is freed. Therefore, the 
code has a double free (CWE-415) vulnerability. 
Conclustion: the code has a vulnerability.
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Fig. 12. Falcon generates unrelated outputs during vulnerability detection.

With existing prompting strategies, the
LLMs are close (e.g., 48.64% versus 48.92% on
BigVul+ CVEFixes) or superior (e.g., 54.55%
versus 52.31%, 47.06% versus 43.79%, 50.75%
versus 13.04%, and 33.98% versus 9.56% on
the VulChecker, Zero-Day, PrimeVul-Subset,
and PrimeVul-Full datasets, respectively) to
the best traditional approaches (CodeQL,
FlawFinder, and Devign) in terms of F1 for
vulnerability detection. This indicates the lim-
itations of traditional static analyzers and the
advantages of LLMs for vulnerability analysis.
Figure 9 shows an example: FlawFinder does
not conduct comprehensive checks on the
whole program but directly reports the po-
tential vulnerability based on its predefined

patterns, causing the false positive. We notice that two of the DL-based vulnerability detectors, Devign and LineVul,
achieve lower F1 compared to the one reported in their original papers. The reason is that their original testing sets
have the overfitting issue, which inflates their effectiveness [68, 71].

Retraining the DL-based models on DiverseVul generally improves their performance compared to the pre-trained
versions on our datasets. For example, Devign (Retrained) achieves an F1 score of 48.98% on BigVul+CVEFixes, up
from 42.01% in its pre-trained state. For vulnerability classification, the merits of LLMs are 4.88–18.04 points or by
13.5%–110% greater than the best baseline (VulChecker and FlawFinder) against the VulChecker, BigVul+CVEFixes, and
Zero-Day datasets in micro F1. For PrimeVul-Subset and PrimeVul-Full, all three traditional tools fail completely with 0%
accuracy. However, for the repair task, the best baseline repair performance (83.33%, from the tool ExtractFix) is higher
than LLMs (70.83%) on the ExtractFix datasets. VulRepair achieves relatively high correct rate against BigVul+CVEFixes,
due to its DL model overfitting to the training data—it works better on the BigVul+CVEFixes dataset which overlaps
with its training set [29]. When we retrain VulRepair on DiverseVul (removing the overlap), its correct rate drops to
17.37% on BigVul+CVEFixes, but it achieves higher correct rates on other datasets.

Finding 10 (RQ4): LLMs with the best existing prompting strategies perform similarly to or better than the best
traditional approaches on vulnerability detection, classification, and repair.

With VSP strategies, however, some of the top-performing LLMs achieve higher F1 scores than the evaluated tradi-
tional approaches across the three tasks. For example, 62.68/61.54/48.70/54.68/41.72% vs. 52.31/48.92/43.79/13.04/9.06% for
detection, 42.10/47.27/40.16/39.53/23.32% vs. 36.23/ 16.40/12.02/0.00/0.00% for classification, and 83.33/32.37/30.25/37.74/31.26%
vs. 83.33/30.50/ 0.00/0.00/0.00% for repair. For detection and classification, on which best existing strategies already
suffice to make LLMs edge over them, VSP pushes up the margins. VSP also enables certain LLMs (e.g., GPT-4) to match

Manuscript submitted to ACM



36 Yu Nong, Guangbei Yi, Mohammed Aldeen, Long Cheng, Hongxin Hu, and Haipeng Cai

Table 17. Comparison to traditional approaches on vulnerability detection

Approach

VulChecker Dataset BigVul+CVEFixes Zero-Day PrimeVul-Subset PrimeVul-Full

Recall Precision F1 MCC AuPRC Recall Precision F1 MCC AuPRC Recall Precision F1 MCC AuPRC Recall Precision F1 MCC AuPRC Recall Precision F1 MCC AuPRC
best LLM w/ existing 60.00% 50.00% 54.55% 0.4993 0.5677 40.91% 60.00% 48.64% 0.4792 0.5159 47.06% 47.06% 47.06% -0.0588 0.6030 45.29% 57.72% 50.75% 0.4996 0.5231 60.69% 23.59% 33.98% 0.3526 0.4266
best LLM with VSP 70.00% 56.75% 62.68% 0.5903 0.6471 51.28% 76.92% 61.54% 0.6164 0.6504 44.36% 54.09% 48.70% 0.0822 0.6564 60.39% 49.95% 54.68% 0.5357 0.5576 63.75% 31.00% 41.72% 0.4237 0.4786
Devign (Pretrained) 26.80% 30.95% 28.72% 0.2240 0.3212 28.09% 83.33% 42.01% 0.4737 0.5709 49.33% 39.36% 43.79% -0.2757 0.5701 3.22% 38.59% 5.95% 0.1053 0.2233 5.06% 21.48% 8.19% 0.0929 0.1453
Devign (Retrained) 28.94% 31.57% 30.20% 0.2375 0.3341 39.61% 64.16% 48.98% 0.4681 0.5456 51.80% 39.36% 44.73% 0.3898 0.4772 11.40% 25.47% 15.75% 0.1187 0.2236 10.98% 15.04% 12.69% 0.0571 0.1696
LineVul (Pretrained) 1.18% 50.00% 2.30% 0.0663 0.2997 5.65% 92.98% 10.65% 0.2243 0.5113 3.88% 50.00% 3.88% 0.0000 0.5097 26.39% 5.67% 9.34% 0.0703 0.1712 21.68% 5.73% 9.06% 0.0638 0.1475
LineVul (Retrained) 1.36% 58.00% 2.65% 0.0788 0.3405 7.85% 61.37% 13.92% 0.1978 0.3870 4.07% 57.50% 7.61% 0.1360 0.3504 26.92% 4.54% 7.76% -0.1608 0.1897 25.80% 3.84% 6.68% -0.2151 0.1811

VulChecker 95.29% 15.76% 27.04% 0.2606 0.5573 - - - - - - - - - - - - - - - - - - - -
CppCheck 1.18% 50.00% 2.30% 0.0663 0.2997 4.05% 77.55% 7.70% 0.1719 0.4265 7.77% 50.00% 13.45% 0.0000 0.5194 2.78% 1.43% 1.89% -0.0178 0.0354 1.74% 5.28% 2.62% 0.0153 0.0482
FlawFinder 40.00% 75.56% 52.31% 0.5207 0.6044 26.65% 98.04% 41.91% 0.5035 0.6376 21.36% 55.00% 30.77% 0.0491 0.5784 23.61% 6.85% 10.63% 0.0827 0.1636 3.91% 6.85% 4.98% 0.0323 0.0666
CodeQL 14.12% 85.71% 24.24% 0.3291 0.5372 33.69% 89.27% 48.92% 0.5391 0.6276 17.48% 47.37% 25.53% -0.0250 0.5306 69.44% 7.19% 13.04% 0.1655 0.3877 49.54% 5.29% 9.56% 0.0941 0.2809

Table 18. Comparison to traditional approaches on vulnerability classification

Approach

VulChecker Dataset BigVul+CVEFixes Zero-Day PrimeVul-Subset PrimeVul-Full

Macro F1Micro F1 MCC MacAuMicAu Macro F1Micro F1 MCC MacAuMicAu Macro F1Micro F1 MCC MacAuMicAu Macro F1Micro F1 MCC MacAuMicAu Macro F1Micro F1 MCC MacAuMicAu
best LLM w/ existing 38.28% 41.11% 0.3125 0.4957 0.5528 26.91% 34.44% 0.2213 0.4644 0.5579 19.57% 31.90% 0.2045 0.2858 0.5466 30.33% 38.92% 0.2570 0.3391 0.5699 5.03% 18.76% 0.1129 0.0670 0.4495
best LLM with VSP 44.46% 42.10% 0.3133 0.5147 0.5752 39.47% 47.27% 0.3544 0.4523 0.5903 37.16% 40.16% 0.3345 0.4677 0.6160 30.73% 39.53% 0.2625 0.4066 0.5875 5.59% 20.95% 0.1690 0.1399 0.4587

VulChecker 30.98% 36.23% 0.2474 0.4057 0.5131 - - - - - - - - - - - - - - - - - - - -
CppCheck 0.00% 0.00% 0.0329 0.0350 0.0257 1.22% 1.89% 0.0282 0.0180 0.0698 1.48% 1.90% 0.0269 0.0185 0.0718 0.00% 0.00% 0.0118 0.0308 0.0052 0.00% 0.00% 0.0231 0.0008 0.0314
FlawFinder 8.15% 12.16% 0.0349 0.2416 0.3890 12.01% 16.40% 0.0452 0.2541 0.3281 19.16% 12.02% 0.0332 0.2299 0.3701 0.00% 0.00% 0.0206 0.0096 0.0180 0.00% 0.00% 0.0378 0.0088 0.0040
CodeQL 2.50% 2.29% 0.0321 0.0304 0.0805 0.49% 0.42% 0.0059 0.0070 0.0523 0.00% 0.00% 0.0201 0.0353 0.0312 0.00% 0.00% 0.0131 0.0208 0.0466 0.00% 0.00% -0.0152 0.0343 0.0347

Table 19. Comparison to traditional approaches on vulnerability repair

Approach

ExtractFix Dataset BigVul+CVEFixes Zero-Day PrimeVul-Subset PrimeVul-Full

Valid SynEq SemEq Plaus Unres Correct SynEq SemEq Plaus Correct SynEq SemEq Plaus Correct SynEq SemEq Plaus Correct SynEq SemEq Plaus Correct
best LLM w/ existing 54.17% 8.33% 37.50% 8.33% 0.00% 54.17% 9.30% 10.47% 13.95% 33.72% 19.42% 6.80% 14.56% 40.78% 0.00% 18.87% 15.09% 33.96% 0.00% 6.33% 14.35% 20.04%
best LLM with VSP 83.33% 25.00% 41.67% 16.67% 0.00% 83.33% 17.02% 12.77% 19.15% 48.93% 16.50% 6.80% 20.39% 43.69% 0.00% 9.43% 28.30% 37.74% 1.84% 7.36% 22.07% 31.26%
VulRepair (Pretrained) 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 21.19% 4.24% 2.54% 27.96% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
VulRepair (Retrained) 25.00% 4.17% 4.17% 16.67% 0.00% 25.00% 4.66% 4.66% 8.05% 17.37% 0.97% 2.91% 7.77% 11.65% 2.78% 4.17% 13.89% 20.83% 5.29% 5.75% 6.21% 17.24%

ExtractFix 83.33% 20.83% 33.33% 29.16% 0.00% 83.33% - - - - - - - - - - - - - - - -
VulnFix 45.83% 20.83% 12.50% 12.50% 0.00% 45.83% - - - - - - - - - - - - - - - -

the performance of ExtractFix, the most effective repair baseline, even though this tool takes advantage of tests to
facilitate repair, which LLMs do not use/need. VSP also helps LLMs get closer to the best traditional approach on any of
the three tasks.

Finding 11 (RQ4): VSP enables certain LLMs to outperform or match the best traditional approaches across the
evaluated tasks. For vulnerability detection, some VSP-enhanced LLMs (e.g., GPT-4) surpass the traditional approaches
on the unbiased Zero-Day dataset, with larger margins observed on other datasets. For classification and repair,
some VSP-enhanced LLMs also surpass the traditional approaches.

6 RQ5/RQ6: CORRECTNESS OF REASONING

In addition to correct (final) answers, correct reasoning also matters as it indicates better certainty hence gives users
more trust of the answers [87]. We assess LLMs’ reasoning correctness by examining whether their correct answers are
reasonable (i.e., associated with correct reasoning). We then look at how VSP can improve LLMs in this regard too.

6.1 Quantitative Analysis of the Reasoning Correctness

We first conduct a quantitative analysis for the correctness of the reasoning. We manually examine the LLM-generated
reasoning in each response. Given the manual nature and study scale, for each task and each LLM on each prompting
strategy, we randomly sample the LLM responses for a sample size greater than the one statistically significant at 95%
confidence level and 5% margin of error with respect to the population (i.e., total #responses by the LLM with the
strategy)—466, 377, 247 for detection, classification, and repair, respectively.

We evaluate whether the generated reasoning captures the vulnerability semantics and justifies the outcome correctly.
Since LLMs only generate final answers with standard few-shot and RAG (as the exemplars do), we only evaluate the
other strategies. We notice that, on all the true-negative predictions, the reasoning is correct, and the reasoning for
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Fig. 13. Answer vs. reasoning correctness in vulnerability detection.
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Fig. 14. Answer vs. reasoning correctness in vulnerability classification.
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Fig. 15. Answer vs. reasoning correctness in vulnerability repair.

incorrect responses is consistently incorrect. Thus, we only show the results on the true-positive cases, as depicted in
Figures 13, 14, and 15: the total bar length indicates the ratio of responses with correct answers (e.g., 29.55% on naive
CoT in Fig. 13), while the solid-stacked-bar length indicates the ratio of responses with correct reasoning (e.g., 4.91%),
for all the LLMs’ respective responses combined on each strategy. Notably, for any LLM and strategy, reasoning for
incorrect answers is consistently incorrect. We also note that the purpose of Figures 13, 14, and 15 is to illustrate the
overall reasoning correctness for each prompting strategy, rather than to compare the reasoning correctness across
different LLMs. We randomly sampled the correct prediction cases from all model outputs. The figures do not show the
ratio of correct answers for each individual LLM.

With existing prompting strategies, the LLMs have up to 11.16%, 14.07%, and 7.57% of their responses backed by
correct reasoning, although the ratios of correct answers are up to 36.30%, 25.02%, and 8.96%, for detecting, classifying,
and repairing vulnerabilities, respectively. The ratio of correct reasoning for correct answers is 11.16%

36.30%=30.74% on the
detection task; similarly, the ratio on classification and repair is 56.23% and 84.49%, respectively. That is, around 70%
of the correct detection outcomes are not justified by correct reasoning, but less (<50%) for correct CWE prediction,
and only a few (around 15%) for correct repair, which can be explained by the fact that the more challenging tasks
require correct reasoning to provide correct answers. For instance, while it is possible to guess correctly in detection and
classification tasks, a correct repair requires LLMs to correctly analyze the code before generating the correct patches.
However, there are still a few correct patches with incorrect reasoning; we found such cases happen when the patches
are very simple and can be directly borrowed from seen training samples (e.g., change <= to <).

Our results also reveal that the LLMs have widely varying reasoning correctness for different tasks and with different
prompting strategies. For instance, with standard prompting, Gemini has overall notably greater correctness than all the
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other LLMs for detection, where Claude3 performs the best in this regard for repair. We notice that Llama2 has much
less correct reasoning. This indicates that it is necessary to have more powerful LLMs for vulnerability patching. Overall,
code-specific LLMs (CodeLlama, Qwen-2.5-Coder, and DeepSeek-Coder-V2) have less correct reasoning compared to
general LLMs (e.g., Gemini), especially on the task of vulnerability repair, indicating that code-specific LLMs are not
good at code semantic understanding and data/control flow analysis. Gemini generates patches without providing
reasoning with standard prompting for classification and repair, thus the respective numbers are not shown. Naive CoT
improves over standard prompting for both classification and repair, but not for detection.

Finding 12 (RQ5): The evaluated LLMs frequently suffer incorrect reasoning, even for correct answers (71.1% has
incorrect reasoning on vulnerability detection, 46.4% on classification, and 14.5% on repair).

With VSP strategies, the LLMs have their reasoning correctness improved, both individually and collectively, raising
the correctness ratios to 27.47%, 24.97%, and 14.17% for detection, classification, and repair (from 11.16%, 14.07% and
7.57% with existing strategies). Behind the correct answers, the reasoning correctness ratios are improved by VSP to
27.47%
54.77%=50.15% for vulnerability detection, and 63.33% and 94.22% for classification and repair, respectively. Without
using exemplars, zero-shot VSP also boosts the LLMs’ reasoning for classification and repair (from 14.07% to 16.39% and
7.57% to 8.84%), but not for detection (9.36% versus 11.16%).

Finding 13 (RQ6): VSP improves the LLMs in correct reasoning, especially for correct answers, by up to 63.14%,
12.62%, and 11.51% for vulnerability detection, classification, and repair, respectively.

6.2 Qualitative Analysis of the Incorrect Reasoning

While our quantitative results show that VSP improves overall prediction accuracy and reasoning correctness for some
of the LLMs, we further conduct deeper qualitative analysis revealing specific types of reasoning errors that persist,
even when VSP is applied. We manually examined a subset of LLM responses, focusing on cases where the reasoning
was incorrect. As a result, we classify them into the following categories.

Vague Interpretation of Code Semantics. A prevalent type of incorrect reasoning stems from the LLMs’ vague
interpretation of code semantics, even when guided by VSP. This often makes the LLMs ignore the vulnerable code
and directly output unreliable conclusions. For example, in Figure 10, the actual vulnerability is a CWE-121 at line 68.
This occurs because the d pointer and ds length can be manipulated by the preceding while loops such that d[0] or
d[1] accesses memory beyond the bounds of the d_orig buffer. However, GPT-3.5, despite using VSP, incorrectly
concludes that "the code does not have any exploitable vulnerabilities." Its reasoning is vague, just going through the
code like without actual vulnerability analysis, completely missing the critical data flow related to d and ds and their
impact on the array access.

We observe that vague interpretation is not monolithic; rather, it manifests through several recurring reasoning
patterns across different models and samples. In many cases, the LLM’s reasoning remains at the level of functional
description, accurately restating what the code does line by line, yet failing to transition from what happens to why it
is security-relevant. Variables influenced by external inputs, memory accesses, or boundary-sensitive operations are
described neutrally rather than being identified as potential sources of vulnerability.

A common manifestation of vagueness is the model’s failure to prioritize security-critical elements within the
code. Although multiple variables, loops, or memory operations may be present, the LLM often treats them as equally
important, rather than identifying a small subset of security-relevant statements (e.g., buffer writes, pointer dereferences,
or loop bounds derived from external input) that dominate the vulnerability semantics.
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In some instances, the reasoning appears to rely on superficial pattern recognition (e.g., detecting the presence of
arrays or loops) without reconstructing the underlying data or control dependencies that make a specific operation
unsafe. As a result, the model may acknowledge that a construct could be risky, while failing to explain how attacker-
controlled inputs propagate to the vulnerable operation.

Answer by GPT-3.5:
A: Step 1: Find vulnerability semantics:
The function has inputs "filename" and "base_uri". If "filename" exists or is an 
absolute path, it is duplicated and assigned to "absolute_filename" at line 6. 
Otherwise, "tmpcdir" is assigned with the directory name of "base_filename" at 
line 14.  Then, "absolute_filename" is built with "tmpcdir" and "filename" at line 
22. Finally, "absolute_filename" is returned. Therefore, the vulnerability 
semantics is:
1 gchar *_rsvg_io_get_file_path(const gchar *filename, const gchar *base_uri)

  absolute_filename = g_strdup(filename);
  tmpcdir = g_path_get_dirname(base_filename);

6    
14  
22    absolute_filename = g_build_filename(tmpcdir, filename, NULL);
Step 2: Vulnerability semantics analysis:
At line 6, "filename" is duplicated and assigned to "absolute_filename".
At line 14, "tmpcdir" is assigned with the directory name of "base_filename".   
At line 22, "absolute_filename" is built with "tmpcdir" and "filename".
There is no vulnerability in this code because there is only one free operation at 
line 24.
Conclusion: the code does not have an exploitable vulnerability.

gchar *_rsvg_io_get_file_path(const gchar *filename, const gchar 
*base_uri){

 gchar *absolute_filename;
   if (g_file_test(filename, G_FILE_TEST_EXISTS) || 

g_path_is_absolute(filename))
 absolute_filename = g_strdup(filename);

 else{
 gchar *tmpcdir;
 gchar *base_filename;

  if (base_uri){
  base_filename = g_filename_from_uri(base_uri, NULL, 
NULL);
  if (base_filename != NULL){
  tmpcdir = g_path_get_dirname(base_filename);
  g_free(base_filename); // First free
  }
  else
  return NULL;
  }
  else
  tmpcdir = g_get_current_dir();
  absolute_filename = g_build_filename(tmpcdir, filename, 
NULL);
  g_free(base_filename); //Second free
  }
  return absolute_filename;
}
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Fig. 16. Incomplete CFA in vulnerability detection by GPT-3.5.

We observed these forms of vague interpretation con-
sistently across multiple datasets and models, including
cases where the final prediction was correct, indicating
that coincidental correctness may mask fundamentally
incomplete reasoning. These observations suggest that
vague interpretation stems not from an inability to de-
scribe code, but from a lack of structured guidance on
which semantics matter for security. By explicitly prompt-
ing models to approximate vulnerability semantics—i.e.,
to identify security-relevant statements and reason about
their data/control dependencies—VSP reduces the likeli-
hood that reasoning remains purely descriptive and helps
shift the model’s focus toward the core mechanisms un-
derlying exploitable behavior.

Misidentified Vulnerability Cause. Another com-
mon error is that LLMs may misidentify an incorrect
vulnerability cause within the code. Figure 11 presents an
example, which contains a CWE-190 (Integer Overflow)
vulnerability. The issue lies at lines 78-82, specifically
in calculations like noff = ext_off + 6;. If ext_off
is a very large integer, an integer overflow can occur.

However, GPT-3.5, when prompted with VSP for classification, incorrectly identifies the vulnerability as CWE-122
(Heap-based Buffer Overflow). Its reasoning points to line r = idr_start(...) and claims that "the code does not
check whether isoent->children.cnt is greater than ffmax, which may cause a heap-based buffer overflow."

Our analysis shows that misidentified vulnerability causes are not random mistakes, but arise from several recurring
patterns in how LLMs attribute causality within code. A frequent cause of misidentification is the model’s reliance
on surface-level lexical or structural cues (e.g., the presence of arithmetic operations, pointer dereferences, or loop
constructs) to infer the vulnerability type. In such cases, the LLM associates these cues with commonly co-occurring
CWEs, even when they are not the root cause of the vulnerability. For instance, arithmetic expressions involved in
loop bounds may lead the model to predict integer overflow (e.g., CWE-190), while the actual vulnerability arises from
missing bounds checks on a buffer indexed by an externally controlled value (e.g., CWE-121/122).

Another recurring pattern is incorrect localization of the vulnerability’s root cause. While the model may correctly
identify a vulnerable statement (e.g., a buffer write or memory access), it often attributes the vulnerability to that
statement in isolation, rather than to earlier statements that introduce unsafe values or violate required invariants. This
leads to vulnerability cause misidentified when different vulnerability types share similar sinks but differ fundamentally
in how unsafe states are introduced.
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Fig. 17. Failure causes for vulnerability detection.
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Fig. 18. Failure causes for vulnerability classification.

We also observe systematic confusion among semantically related CWEs, particularly those that share overlapping
manifestations but differ in root cause. For example, the model may conflate out-of-bounds access, buffer overflow, and
use-after-free vulnerabilities, as they all involve memory safety violations, despite their distinct causal mechanisms.
This confusion suggests that the model recognizes the category of unsafe behavior but fails to precisely distinguish the
underlying conditions that define each CWE.

Notably, such misattribution of vulnerability cause can occur even when the final CWE prediction happens to
be correct, indicating that correct answers may still be supported by flawed or incomplete causal reasoning. These
misidentifications are largely attributable to incomplete reconstruction of data and control dependencies that connect
external inputs, intermediate computations, and vulnerable operations.

Unrelated Outputs. The most severe form of incorrect reasoning observed is unrelated outputs, where the LLM
generates reasoning for a completely different, non-existent code snippet or vulnerability, entirely ignoring the provided
input code. This renders the LLM’s output completely useless. Figure 12 shows the string_crypt function, which
contains a subtle CWE-121 (Out-of-bounds write) vulnerability. However, Falcon, when given this code and VSP
prompting, generates completely unrelated contents. It generates reasoning for a non-existent function func(struct
st *ptr) and identifies a CWE-415 (Double Free) vulnerability, which has no relation to the string_crypt function
provided in the prompt. This extreme failure to follow instructions and analyze the given code, instead generating
entirely fabricated content, represents a critical limitation, particularly for smaller or less capable LLMs. Such instances
underscore the need for more robust instruction-following and context-adherence mechanisms in LLMs for security-
critical tasks.

7 RQ7: CHALLENGES

In this section, we investigate the challenges in LLM-based vulnerability analysis, by examining the causes of LLMs’
failures (incorrect answers). In RQ1, we show that VSP is constantly the most effective prompting strategy, while the
LLMs’ performance varied across datasets and tasks. Thus, we conduct case analysis on the incorrect predictions of
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Fig. 19. Failure causes for vulnerability repair.

VSP on all the LLMs and datasets, following a sampling process similar to that for RQ5/RQ6. We ended up inspecting
481, 457, and 387 cases for detection, classification, and repair, respectively. Based on our observations, we classify the
failure causes into seven categories, as shown in Figures 17–19.

Insufficient Contexts. Because most LLMs have limits on #tokens processed, it is infeasible to feed them with whole
projects [75]. Thus, we only input individual functions to the LLMs. However, vulnerabilities can be inter-procedural,
which cannot be comprehensively analyzed without scanning contextual code in the project. Figure 23 shows an
example where a function can only be used in a safe situation, but GPT-3.5 predicts it to be vulnerable because it does
not know the contexts. This is common for almost all the LLMs, with a total of 18.03-26.98% proportions for the three
tasks, indicating the dominance of this failure cause. For vulnerability detection, this is common for Gemini, Claude3, 2
GPTs, and 2 Llama2s, with a total of 26.98% on all the inspected failure cases, while the numbers are 24.11% and 18.03%
for classification and repair, respectively.

Incomplete Control Flow Analysis (CFA). In some cases, LLMs failed due to their inability to fully capture control-
flow facts necessary for correct predictions. Figure 16 shows an example with a CWE-415 double free vulnerability, which
the LLM fails to detect as it misses a path along which the pointer is freed twice. While VSP has guided CFA reasoning
steps and LLMs are capable of such analysis to some extent, they still fall short of very complex and comprehensive
analysis. For vulnerability detection and classification, 20.07% and 22.01% of the failure cases are due to this cause,
indicating it is a common challenge for LLMs. For vulnerability repair, it is even more common with a 28.42% proportion.
This is because repair requires even more accurate CFA.

Across multiple incorrect and partially correct cases, we observe that incomplete CFA does not simply arise from
missing individual branches, but from systematic difficulty in composing non-linear execution paths. In particular, LLMs
frequently under-approximate reachability when control flow involves nested loops, early exits (e.g., break, continue, or
return), or conditionals whose predicates depend on runtime values derived from external inputs. In such cases, the
model may correctly reason about a single execution path while failing to recognize alternative paths under which the
vulnerable statement becomes reachable.

In addition, indirect control-flow constructs—such as function pointers, callbacks, or virtual dispatch—are often
treated as opaque by the model. When the concrete call target is not syntactically explicit, the LLM tends to omit the
potential effects of the call from its reasoning, leading to incomplete control-flow reconstruction. These patterns explain
why CFA-related errors persist even when the vulnerable statement itself is correctly identified, and why reasoning
remains incomplete without explicit guidance on vulnerability-relevant control-flow paths.

Incomplete Data Flow Analysis (DFA). Similar to incomplete CFA, LLMs failed in some cases because they are not
able to perform necessary DFA. As shown in Figure 20 as an example: when identifying a buffer overflow vulnerability,
the models may ignore the vulnerable buffer write even if the index may be beyond the boundary of the buffer. This is
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a common failure cause with a total of 13.07-26.97% proportions for the three tasks. This indicates, again, that while
LLMs are capable to some extent, they may stumble on complex and comprehensive DFA.

Our examination of DFA-related errors reveals that incomplete data-flow reasoning typically stems from the model’s
inability to track value propagation across multiple program statements and boundaries. LLMs often reason locally
about individual assignments or operations, but fail to propagate constraints on externally influenced values through
intermediate variables, arithmetic transformations, or conditional checks. As a result, the causal chain connecting an
input source to a vulnerable sink is only partially reconstructed.

Answer by Llama2:
A: Step 1: Find vulnerability semantics:
The function has several inputs: "data", "string", "length", "ostring", "olen", and 
"reject_ctrl". The function decodes the URL-encoded string in "string" and 
stores the decoded string in "ns". The decoded string is then assigned to 
"ostring" and its length is assigned to "olen". Therefore, the vulnerability 
semantics is:
1 CURLcode Curl_urldecode(struct SessionHandle *data,
2    const char *string, size_t length,
3    char **ostring, size_t *olen,
4    bool reject_ctrl)
6   char *ns = malloc(alloc);
15    while(--alloc > 0) {
16    in = *string;
17     if(('%' == in) && ISXDIGIT(string[1]) && ISXDIGIT(string[2])) {
...
39     }
48   ns[strindex]=0; /* terminate it */
Step 2: Vulnerability semantics analysis:
1. The function allocates memory for the decoded string using malloc at line 6.
2. It iterates through the input string and decodes each hexadecimal escape 
sequence at lines 15-39.
3. It terminate decoded character to the corresponding Unicode character at 
line 48.
Conclusion: the function has no exploitable vulnerabilities.

CURLcode Curl_urldecode(struct SessionHandle *data,
 const char *string, size_t length,
 char **ostring, size_t *olen,
 bool reject_ctrl){

 size_t alloc = (length?length:strlen(string))+1;
 char *ns = malloc(alloc);
 ……

  if(!ns)
  return CURLE_OUT_OF_MEMORY;
  while(--alloc > 0) {
  in = *string;
  if(('%' == in) && ISXDIGIT(string[1]) && ISXDIGIT(string[2])) {
  .....}
  ns[strindex++] = in; //The write may be out of bound.
  string++;
  }……
  ns[strindex]=0; /* terminate it */
 ......

  return CURLE_OK;
}
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Fig. 20. Incomplete DFA in vulnerability detection by Llama2-13b.

This limitation is particularly evident in the presence
of pointer aliasing and shared mutable state, which are
common in C/C++ code. When multiple pointers may
reference the same memory location, LLMs frequently
assume independence among variables, overlooking alias-
ing relationships that are essential for understanding
how a memory access becomes unsafe. Similarly, inter-
procedural data flow poses challenges: when unsafe val-
ues are introduced in one function and consumed in an-
other, the model often fails to carry over assumptions
about bounds or invariants across function calls. These
factors collectively lead to misidentified vulnerability
causes or incomplete vulnerability semantics, even when
individual unsafe operations are correctly recognized.

Not Following Exemplars. The studied LLMs do not
follow our VSP exemplars in some cases. Figure 21 shows
an example: while we provide the LLMs with exemplars,
the LLMs may not always follow the reasoning steps in
the exemplars to analyze vulnerabilities. Instead, they
act like in Standard Prompting and simply provide the
answers with brief analysis. In all the inspected failure

cases of detection, classification, and repair, 15.62%, 13.32%, and 1.06% are in this category. Among different LLMs,
this is common with Claude3, GPTs, Llama2s, and Falcon against vulnerability detection and classification. A possible
reason is that these LLMs may not have sufficient instruction tuning during the training [5, 6]. In comparison, Gemini
follows the exemplars in most of the cases, indicating it is good for CoT prompting.

Logic Errors. We notice that the text generated by LLMs can be logically contradictory or make incorrect logical
implications during vulnerability analysis. As Figure 22 shows, an LLM may claim that an integer is checked not to
be zero, but still claim that the vulnerability exists because the integer can be zero. We notice that this is common on
Claude3, Llama2s, and Falcon against vulnerability detection and classification. This indicates that some of the LLMs
may not be logical for effective vulnerability analysis.

Unreadable Output. Some LLMs output nothing or repeat certain text sequences in some cases. For example, the
output can be like "///////////////////. . . . . . ". This is mostly seen on the three least capable LLMs (Llama2s and Falcon)
against the three tasks, indicating that more capable LLMs are necessary for effective vulnerability analysis.
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Out of Token Limit. When an LLM is producing a result, the output may exceed its token limit, leading to output
truncation, even if the reasoning steps and conclusion the model wants to generate are correct. This mostly happens in
Llama2s and Falcon across the three tasks due to their smaller token limits (4,096/2,048; Table 1).

Finding 14 (RQ7): The LLMs commonly face major challenges with insufficient code contexts and incomplete
control/data flow analysis in vulnerability analysis. Small models (Llama2 and Falcon) suffer from an inability to
follow exemplars, making VSP much less helpful to them.

8 DISCUSSION

8.1 Why the Performance of Existing Prompting Strategies Varies

// Answer by Claude3
After analyzing the code, I did not find any obvious exploitable vulnerabilities that could be 
used to crash the program. The code appears to be performing various operations related to 
finding the best SAS (Short Authentication String) type based on the offered and configured 
algorithms. It handles different cases and checks for mandatory SAS types. The code does 
not seem to have any buffer overflows, use-after-free, or other memory corruption 
vulnerabilities that could lead to a crash.

// Exemplars
Q: Does the following code have exploitable vulnerabilities? Please
check whether the inputs can be maliciously used for crashing the
program.
``` Code to analyze ```
A: Step 1: Find vulnerability semantics: ……
Step 2: Vulnerability Semantics analysis: ……
…… (Provide a total of 20 exemplars)

// System prompt: Follow the reasoning steps and answers in the 
exemplars before the last question. 
// Question
Q: Does the following code have exploitable vulnerabilities? Please
check whether the inputs can be maliciously used for crashing the
program.
``` Code to analyze ```

Fig. 21. Claude3 not following exemplars in vulnerability detection.

In this study, we notice that existing prompting
strategies exhibit diverse effectiveness across vul-
nerability analysis tasks. Standard prompting relies
on the LLM’s inherent knowledge, often insuffi-
cient for complex vulnerability analysis. Standard
few-shot learning, while guided by examples, strug-
gles to generalize effectively due to its dependency
on fixed exemplars. Retrieval-Augmented Gener-
ation (RAG) attempts to provide context through
dynamic retrieval, which can be beneficial for some
LLMs, but its success is contingent on the accu-
racy of the retrieval mechanism. Overall, these non-

reasoning-based strategies frequently fall short for complex vulnerability analysis.
In this case, adapting prompting strategies with explicit reasoning seems promising. However, Naive Chain-of-

Thought (CoT) often fails because it focuses on general code functionality rather than the specific code behaviors that
constitute vulnerability semantics. For instance, as illustrated in Figure 6, GPT-3.5 with Naive CoT merely summarizes
code operations, missing the critical unchecked buffer manipulation that leads to a CWE-122 vulnerability, thus failing
to provide correct reasoning or prediction.

Zero-shot completion, primarily applied to vulnerability repair, often produces patches that, while sometimes passing
test cases, are functionally unreasonable or introduce new issues, indicating a lack of deep semantic understanding of
LLMs with this prompting strategy. Ultimately, the general limitations of existing strategies stem from either insufficient
specific guidance for vulnerability semantics or an inability to deeply reason about complex code behaviors, leading to
inconsistent and unreliable outcomes.

8.2 Why Semantics-Guided Prompting Can Help LLMs Improve

In our study, we show that our semantics-aware VSP strategy improves LLMs for vulnerability analysis of some of
the evaluated LLMs. The main reason for the improvement is that it follows the human reasoning for vulnerability
analysis and focuses on the parts that are most important for understanding vulnerabilities (i.e., vulnerability semantics).
As Figure 6 shows, GPT-3.5 correctly detects a CWE-122 vulnerability with VSP but fails with Standard Prompting
and Naive CoT—with which the LLM just simply scans the code and analyzes the major functionality of the code.
Without focusing on the vulnerability semantics, it is easy to ignore the unchecked buffer manipulation at line 9. In
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contrast, with VSP, GPT-3.5 focuses on vulnerability semantics and notices that the write of &s->cmdbuf[s->cmdlen]
is unchecked and may have a buffer overflow issue. Figure 8 shows another example for vulnerability repair. With VSP,
GPT-3.5 successfully identifies the root cause of the buffer overflow and fixes it while standard prompt and Naive CoT
simply add a boundary check without analyzing the vulnerability root cause correctly. Therefore, vulnerability-specific
prompting adaptation is crucial for effective analysis.

This comparison with Naive CoT further clarifies that VSP’s effectiveness arises not merely from encouraging
structured outputs, but from steering the substance of the model’s reasoning toward vulnerability-relevant code
semantics. Since Naive CoT also enforces a step-by-step format but fails to achieve comparable results, we can infer that
the benefit lies in the specific focus on dependency-oriented reasoning rather than the template itself. However, this
reliance on vulnerability semantics focused guidance also explains why VSP does not uniformly improve performance
across all models and datasets. Because the strategy depends on the model’s ability to internalize reasoning patterns from
exemplars and apply them to new contexts, its success is bound by the model’s capacity to generalize beyond superficial
similarities. When this generalization fails—often due to complex interprocedural flows or missing context—the model
may produce structured yet substantively incomplete reasoning, consistent with our observation that VSP mitigates but
does not fully eliminate reasoning errors.

8.3 Capabilities of LLMs

Our study reveals that the inherent capabilities of LLMs, beyond just prompting strategies, influence their performance
in software vulnerability analysis. This is evident in how different models, despite similar prompting, yield varied
results. Larger models, such as GPT-4 and Claude3, generally demonstrate a superior capacity to analyze code security.
For instance, when tasked with detecting a buffer overflow (like the CWE-122 in Figure 6) that requires tracing data
flow and understanding memory operations, a larger LLM is more likely to correctly identify the intricate dependencies
and potential exploit paths. In contrast, smaller models, such as Llama2-7b or Falcon, might only catch more obvious,
localized issues.

Fig. 22. Logic error encountered by Llama2-13b.

The architectural choices or training methodolo-
gies of the LLMs also play a crucial role for the
model effectiveness. General-purpose LLMs (e.g.,
GPT-4, Claude3), trained on vast and diverse text
and code, often exhibit a more robust understand-
ing of abstract reasoning and logical inference. This
allows them to effectively explain the underlying
vulnerability semantics, even for complex C/C++
memory errors, by drawing on a wider range of

learned patterns. In contrast, code-specific LLMs (e.g., CodeLlama, DeepSeek-Coder-V2), while trained for specific tasks
like code generation, may not have sufficiently emphasized the deep semantic understanding critical for identifying
subtle security vulnerabilities. Therefore, a general LLM providing a more insightful vulnerability explanation is better
than a code-focused one for complex vulnerability analysis.

Finally, our results shed light on the trade-off between fine-tuning and prompt engineering for LLMs’ performance on
various vulnerability analysis tasks. While fine-tuning boosts the performance of open-source models (e.g., Llama2-13b)
on established datasets by aligning them with specific task formats and patterns, it does not inherently solve the
challenge of generalization. This suggests that the reasoning gap in fine-tuned models also need to be bridged by
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providing explicit vulnerability semantics focused guidance via prompting rather than relying solely on weight updates
from historical data, which may not cover novel vulnerability manifestations.

8.4 Impact of Model Configurations

Beyond the external prompting strategies like VSP, our study reveals that the internal configuration of LLMs—specifically
decoding strategies and system-level instructions—plays a pivotal role in the reliability of vulnerability analysis across
all three tasks. Our investigation highlights the delicate balance between model creativity and the rigorous precision
required for security engineering.

Regarding temperature, our overall results favor deterministic generation across detection, classification, and repair.
We observed that lower temperatures (specifically 0) yield the most robust performance for all three tasks. While
high temperature is often associated with creativity, in the context of vulnerability analysis, it manifests as noise. For
detection and classification, higher temperatures degrade the consistency of verdicts, where a model might correctly
identify a vulnerability in one run but fail in a subsequent run under identical conditions if the decoding parameters
allow for variance. This stochasticity undermines the trustworthiness of LLMs as automated scanners. For repair, the
negative impact of high temperature is even more pronounced because vulnerability repair requires precise syntactic
adherence to the codebase. We found that increasing temperature often leads models to hallucinate non-existent library
functions or generate syntactically incorrect patches, rather than finding creative solutions to the bug.

In terms of nucleus sampling (Top-P), our findings challenge the conventional wisdom that constraining the token
search space always improves quality. While lowering Top-P is effective for reducing incoherence in open-ended
text generation, we found that the unconstrained setting (Top-P = 1) often yields superior results, particularly for
classification and repair. Vulnerability analysis relies on specific technical terminology, such as specific CWE identifiers,
rare function calls, or precise patch patterns. These correct tokens may not always reside within a narrow probability
mass. Artificially truncating the vocabulary distribution via a low Top-P can prevent the model from accessing the
precise technical terms required for accurate classification or the specific code tokens needed for a valid patch, thereby
hindering performance.

Finally, the use of system prompts to assign a persona, such as "You are a Security Expert," demonstrates a dichotomy
between general-purpose and specialized models. For general-purpose models like GPT-3.5 and GPT-4, persona priming
appears to activate latent domain-specific knowledge, effectively grounding the model’s focus. This was particularly
helpful in detection and classification on the Zero-Day dataset, where the persona helped the model navigate novel
vulnerabilities without prior training data. However, this benefit does not extend to fine-tuned or code-specific models.
For these models, the task definition is already internalized via their fine-tuning distribution. Introducing strong system
prompts can inadvertently cause a distribution shift, interfering with the model’s learned patterns and leading to
performance regression, particularly in repair tasks where the model needs to strictly follow the patch format rather
than engaging in conversational role-play.

8.5 Comparison Between Different Datasets

A critical observation across our experiments is the performance drop of LLMs when evaluated on the Zero-Day dataset
compared to older datasets like BigVul+CVEFixes or ExtractFix. This disparity strongly suggests the presence of data
leakage or contamination in the non-zero-day datasets, where LLMs may have inadvertently encountered and learned
from these samples during their extensive training. The Zero-Day dataset, comprising vulnerabilities reported after the
LLMs’ training cutoff dates, thus serves as a more unbiased and realistic benchmark, highlighting the true generalization
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capabilities of these models on unseen security flaws. This performance gap underscores the imperative for future
LLM-based vulnerability analysis research to prioritize evaluation against truly novel and unexposed data to ensure
valid and reliable conclusions.

Conversely, when comparing performance on PrimeVul-Subset, a dataset specifically curated for its high label
accuracy, against BigVul+CVEFixes, our findings present a different picture. While PrimeVul-Subset’s superior ground
truth quality might intuitively lead to different LLM performance, the results are mixed across models and tasks. Some
LLMs perform comparably or even slightly better on BigVul+CVEFixes. This indicates that while high label accuracy is
undoubtedly beneficial for evaluation, it is not the determinant of LLM effectiveness. Other factors, such as the inherent
complexity, diversity, or specific characteristics of the samples within each dataset, also significantly influence the
analytical capabilities. The varied outcomes suggest that LLMs’ performance is impacted by multiple factors, although
it is undoubted that we should use high-quality datasets for evaluation.

Furthermore, the introduction of the PrimeVul-Full dataset allows us to assess LLM generalization across a broader
spectrum of vulnerability types. We observe a marked performance decline when expanding the evaluation from the five
most common CWEs in PrimeVul-Subset to the 62 diverse CWEs in PrimeVul-Full. This disparity suggests that current
LLMs might have been optimized for prevalent, high-frequency vulnerabilities (e.g., buffer overflows, null pointer
dereferences) which are likely over-represented in their pre-training corpora. Consequently, evaluations restricted to
top-tier CWEs may overestimate the practical utility of LLMs for general-purpose security auditing, emphasizing the
need for benchmarks that cover the "long tail" of software security flaws.

8.6 Comparison Between Different Tasks

We notice consistent effectiveness drops from the first task to the third task. For example, the best effectiveness (i.e., F1,
micro F1, and correct rate) of detection, classification, and repair against the BigVul+CVEFixes and Zero-Day datasets is
48.64/47.06% versus 34.44/25.40% versus 30.24 /20.40% with the existing prompting strategy, and 61.54/48.70% versus
47.27/40.16% versus 32.37/30.25% with VSP. The reason is that the difficulties of the three tasks increase because more
detailed and accurate analysis is required. However, we also notice that on the ExtractFix dataset, the correct rates are
higher. A possible reason is that the samples are relatively simple as the ExtractFix tool is a traditional technique which
deals with relatively limited vulnerability repair scenarios.

8.7 Failure Causes and Recommendations

8.7.1 Insufficient Contexts. We observed that LLMs commonly fail on real-world samples due to insufficient contexts.
As real-world projects are often large and involve many functions/files, vulnerabilities there are often inter-procedural.
This makes vulnerability analysis difficult if we only provide a single function. However, given that LLMs can only
process a limited number of tokens at a time, it is impractical to input the whole project into an LLM. Therefore, a
possible solution for this is to provide the context information (e.g., by adding code comments). This can
be achieved by again leveraging (other) LLMs to summarize the external relevant functions. Nevertheless, how to
effectively prompt LLMs to generate useful external function summaries still needs to be explored.

8.7.2 Incomplete Control and Data Flow Analysis. We notice that, while LLMs have the ability to understand code
semantics and perform code analysis to some extent, they fall short of conducting comprehensive control/data flow
analysis, compared to conventional static/dynamic techniques. Thus, for advanced vulnerability analysis, we

recommend integrating traditional code analysis techniques with VSP-based approaches. Specifically, static
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analyzers may be employed to extract the code slices dependent on external inputs. This can be helpful to improve both
semantics extraction and analysis.

8.7.3 Out of Token Limit. LLMs may run out of tokens and thus be unable to output the complete analysis result. This
can be due to either the input function or the result being too long. One solution here is to reduce the length of inputs
and outputs. Our VSP strategy is an important step which makes the outputs more concise. However, this is not enough
because we still need to input a whole function into the LLMs which may consume many tokens.We recommend

integrating program reduction techniques to reduce code length.

static void remsock(SockInfo *f){
//all the SockInfo pointers are set to NULL after freeing.
if (!f)
return;

if (f‐>ev)
g_source_remove(f‐>ev);

g_free(f); }

1

2
3
4
5
6

Answer without comments:
A: Step 1: Find vulnerability semantics:
The function has an input "f" of type SockInfo. At line 2, "f" is checked not to be 
NULL. If it is NULL, the function returns. At line 4, the member "ev" of "f" is 
checked not to be NULL. If it is not NULL, the function removes the event source at 
line 5. Finally, the pointer "f" is freed at line 6. Therefore, the vulnerability 
semantics is:
1 static void remsock(SockInfo *f)
2     if (!f)
4     if (f->ev)
5         g_source_remove(f->ev);
6    g_free(f);
Step 2: Vulnerability semantics analysis:
At line 2, "f" is checked not to be NULL.
At line 4, the member "ev" of "f" is checked not to be NULL before removing the 
event source.
At line 6, the pointer "f" is freed. However, it is not checked whether "f" has been 
freed before. Therefore, the code has a use-after-free (CWE-416) vulnerability.
Conclusion: the code has an exploitable vulnerability.

Answer with comments:
A: Step 1: Find vulnerability semantics:
The function has an input "f" of type "SockInfo". If "f" is not NULL, the function 
removes the event source at line 5 and frees "f" at line 6. Therefore, the 
vulnerability semantics is:
1 static void remsock(SockInfo *f)
2     if (!f)
4     if (f->ev)
5         g_source_remove(f->ev);
6     g_free(f);
Step 2: Vulnerability semantics analysis:
At line 2, "f" is checked not to be NULL before accessing its members.
At line 4, the member "ev" of "f" is checked not to be NULL before removing the 
event source.
At line 6, "f" is freed and set to NULL, which prevents double free vulnerabilities.
Conclusion: the code does not have an exploitable vulnerability.

Fig. 23. Telling LLMs the missing contexts by adding com-

ments helps the model do correct analysis.

8.7.4 Not Following Exemplars/Logic Errors/Unreadable Output.

We notice that LLMs suffer from not following exemplars, logic
errors, and unreadable output issues because of their own capabil-
ity limitations. Besides, we also notice the CoT-based prompting
may not always work for LLMs, indicating that simple few-shot
learning may not be enough. This indicates that some current
LLMs may not be capable enough for effective vulnerability anal-
ysis. Thus, using powerful LLMs is necessary for effective

vulnerability analysis.

8.8 Threats to Validity

Data Leakage/Contamination. The major threat to the validity
is that the latest LLMs are trained with existing data on the In-
ternet. Therefore, the evaluation data may have been seen by the
LLMs during the training, causing data leakage/contamination.
This is a challenging problem because most powerful LLMs do
not disclose training datasets, and ordinary users also do not have
the capacity to train such LLMs. Existing works have noticed this
issue and tried to solve this [94] by building new datasets. To

mitigate this threat, we follow them and collect a dataset where samples are all published after the LLM cutoff dates.
However, even if we collected a Zero-Day dataset to conduct the experiments, the data leakage/contamination is still

possible by the time we move to the next task. (e.g., the same LLM has already seen the zero-day samples during Task 1
by the time of Task 2, since we ran Task 1 before Task 2, if the testing datasets used for Task 1 and Task 2 overlap). To
mitigate this possible issue, we started a completely new session for each of the sample to avoid the impact of previous
analyzed samples. Also, the tasks are different. Even if the code has been seen by the LLMs, the labels/ground-truth
patches are not leaked.

Reproducibility. Another threat to the validity is the result reproducibility because LLMs are statistical models and
they might return different results when prompted multiple times with the same input. To mitigate this issue, we set
temperature to zero to minimize the randomness of the LLMs and provide the detailed versions of the LLMs. We also
mitigate this issue by using larger datasets. In this case, while the results on single samples may not be reproducible,
the overall performance on the whole datasets is more reproducible.

Generalizability.We would like to note that our study currently utilizes existing datasets, which do not cover all
the different types of vulnerabilities. For consistency and comparison purposes, we also had to align the CWE coverage
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across selections from the different original datasets. For instance, in order to compare the LLMs’ performance between
our curated zero-day dataset and existing datasets, we aim to ensure they cover the same set of CWEs. Covering more
or all CWEs in our datasets collected from the existing data sources implies that we need to collect the same CWEs
in our zero-day dataset. However, given that our zero-day dataset can only include the most recent CVEs that are
disclosed after the latest model cutoff date among the studied LLMs, it is not feasible to collect such zero-day samples of
as desirably many different CWEs. Of course, we could use more CWEs in one experiment and then compare between
datasets via other experiments (e.g., focusing the comparisons on the common CWEs); yet that would further complicate
the presentation and discussions. Our goal was to assess how LLMs handle such complex reasoning tasks, which are
often more difficult than vulnerabilities commonly found in higher-level applications (e.g., injections, XSS). While we
acknowledge that these datasets do not cover the full spectrum of vulnerabilities, they offer a critical testing ground for
evaluating the fundamental reasoning capabilities of LLMs. The vulnerabilities that we target are mostly in the top-25
most dangerous CWE list [1].

Besides, our work is also subject to certain limitations. Firstly, our evaluation focuses exclusively on C/C++ code
and a predefined set of five Common Weakness Enumerations (CWEs) for classification and repair tasks. While C/C++
is highly vulnerable and these CWEs are among the most dangerous, our findings may not directly generalize to
other programming languages or a broader spectrum of vulnerability types. Secondly, we assessed a selection of ten
LLMs, prioritizing widely used and powerful versions. While we included a fine-tuned baseline for comparison, we
did not explore extensive fine-tuning across all open-source models or more complex prompting strategies like Tree
of Thoughts, due to practical constraints and our focus on direct prompt engineering. Lastly, while our datasets are
large-scale within the chosen context (over 8,000 C/C++ samples), they do not encompass the entirety of real-world
software projects, which often involve inter-procedural vulnerabilities requiring analysis beyond single functions.
These deliberate choices allowed for an in-depth empirical study within manageable bounds, but they inherently define
the boundaries of our conclusions.

Prompting Strategies. Although we constrain Naive CoT using systematic rules, any natural-language description
of code inevitably contains some degree of abstraction. However, this limitation applies uniformly across all Naive CoT
exemplars and does not affect our core conclusion: generic chain-of-thought structure alone is insufficient, whereas
vulnerability-semantics-guided prompting yields consistent improvements.

Furthermore, we cannot verify whether the dependencies referenced in LLM-generated reasoning correspond to
those identified by formal program analysis; accordingly, VSP should be viewed as a practical heuristic for improving
reasoning relevance rather than a substitute for static or dynamic analysis.

Statistical Significance. Our empirical evaluation involved running each LLM and prompting strategy configuration
once per dataset. This approach was necessitated by the extensive computational resources and time required for a
study of this scale, encompassing multiple LLMs, prompting strategies, tasks, and large real-world datasets (over 8,000
samples). To minimize the inherent randomness of LLM outputs, we consistently set the temperature parameter to zero
for all experiments. While this helps reduce variability, we acknowledge that without repeated experiments and formal
statistical significance testing, we cannot definitively claim that every observed performance difference, particularly
smaller ones, is statistically significant. Therefore, our conclusions regarding performance improvements are based
on consistent trends observed across multiple LLMs, tasks, and datasets, as well as the substantial improvements in
reasoning correctness, rather than statistically proven superiority in every single instance. Future work could involve
repeated experiments and statistical analysis to further validate these findings.
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9 RELATEDWORK

Vulnerability detection/classification. Traditionally, this problem is addressed through static [22, 45, 48] and/or
dynamic code analysis [13, 91]. Respective evaluations for these techniques also exist [47, 67]. Another direction is to
leverage machine learning, especially deep learning (DL) [28, 38, 60, 88, 95, 105]. Besides, there exist empirical studies
evaluating and trying to improve them [15, 71].

The vulnerability detection task in this paper differs from vulnerability identification—asking if a given program has
a specific type (CWE) of vulnerability [66], which is also a binary decision problem but with a focused search target
(i.e., CWE) as an additional hint. Another related task is vulnerability localization [98], which aims to pinpoint the
vulnerability code lines hence is intuitively more challenging for both smaller, deep-learning models [70] and larger
LLMs [100]—although both can be improved via (e.g., training/fine-tuning [68] and RAG [100]) data augmentation.

Vulnerability repair. There exist traditional vulnerability repair techniques based on test cases [32] or learned
patterns [10, 58]. DL-based models are also trained for vulnerability repair [17, 18, 29, 88]. Lately, Pearce et al. [75]
applied several LLMs in the zero-shot setting to vulnerability repair, showing the challenges with repairing real-world
vulnerabilities. Other LLM-based techniques are also proposed for vulnerability repair [36, 46, 80, 83, 96], but they
require external information (e.g., error messages) and fine-tuning. In comparison, we comprehensively evaluate
LLM-prompting-based approaches alongside fine-tuning. We examine various settings beyond zero-shot to determine if
prompting can serve as an effective approach to improve LLM-based vulnerability repair.

In this work, we examine different prompting strategies and suggest solutions to improve them, which complement
relevant other efforts such as generating training data for DL-based vulnerability repair [14, 72] and CoT exemplars for
LLM-based vulnerability patching [73]—which is further enhanced through neural-symbolic reasoning synergies [74].

LLMs for vulnerability analysis. Existing studies on LLM-based vulnerability analysis have usually been conducted
on small datasets, with less than 300 samples in total [84, 87] or only 30 real-world samples [87]. Ding et al. [21] built a
larger dataset with 6,968 samples to evaluate LLMs on vulnerability analysis, but it only evaluates the LLMs without
in-depth analysis. They also only focus on single vulnerability-analysis tasks [21, 75, 84, 87], which limits their scope.
In contrast, we conduct comprehensive evaluation on LLMs for vulnerability analysis across three different tasks and
prompting strategies and provide potential solutions to improve them.

10 CONCLUSION

We present an extensive study assessing how LLMs fare on a range of software vulnerability analysis tasks (detection,
classification, and repair) versus a suite of state-of-the-art traditional approaches to these same tasks against a large set
of real-world code samples. We revealed varying yet overall undesirable performance across the LLMs and identified
underlying challenges, and proposed an improvement strategy via vulnerability-semantics-guided prompting (VSP).
Our results indicate that VSP enhances reasoning correctness and aids prediction capabilities for some of the LLMs,
signaling a potential direction for LLM-based vulnerability analysis.
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