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Abstract

Python’s widespread usage underscores the critical need for the reli-
ability and security of its runtime system. However, automated tools
for detecting runtime bugs in this impactful language are scarce.
This tool demo showcases PYRTFuzz, a practical fuzzing tool for
testing the Python runtime which encompasses the language in-
terpreter and runtime libraries. Leveraging a blend of generation-
and mutation-based fuzzing. PYRTFuzz unveils 61 exploitable bugs,
including those within the interpreter core and various runtime li-
braries. Demonstrating scalability and cost-effectiveness, PYRTFuzz
shows promise for extensive bug detection, with potential applica-
bility to the runtime of other interpreted languages.

CCS Concepts

« Security and privacy — Software security engineering.
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1 Introduction

Python has become one of the most widely used programming
languages across domains such as data science, web development,
and machine learning [7, 9, 10, 25]. Ensuring the security and relia-
bility of the Python runtime system (which includes the language
interpreter and its libraries) is therefore critically important. Any
bug in this system may have far-reaching implications, impacting
a wide range of Python applications such as today’s Al systems.
Unfortunately, reports on bugs in the Python runtime have in-
creased in recent years, with approximately 2,000 annual cases
reported in the widely used CPython [17], revealing a significant
10% with severe security implications [13]. In this context, auto-
mated tool support is imperative, yet currently insufficient. Various
generation-based fuzzers like CodeAlchemist [4], TreeFuzz [16],
and Skyfire [18], as well as mutation-based fuzzers such as Supe-
rion [19] and Fuzzil [2], focus on testing the compiler or interpreter
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alone without addressing the runtime libraries, which are an in-
tegral part of the language runtime. Tools like PolyCruise [11],
PolyFuzz [12], and Atheris [1] focus on Python program analysis
and fuzzing. Like other tools [3, 5, 6, 8, 14, 15, 20—24, 26, 27], they
lack the holistic approach to testing the Python runtime as a whole.

PYRTFuzz is designed to fill this gap by testing the Python run-
time system end-to-end via a collaborative two-level fuzzing ap-
proach. In PYRTFuzz, two fuzzing engines work in concert: Level 1
focuses on generating syntactically and semantically valid Python
programs (which we call APPs) that invoke runtime APIs, and Level
2 focuses on supplying those programs with various input data
and driving their execution. The two levels share feedback and
cooperate to thoroughly explore the runtime. This design enables
holistic fuzzing of an interpreted language runtime — while Level 1
ensures broad program coverage of API behaviors, Level 2 provides
deep input exploration for those programs.

To achieve this, PYRTFuzz introduces a novel specification lan-
guage called SLang for program generation, which uses primitives
based on Python’s syntax and common usage patterns. SLang al-
lows the Level 1 fuzzer to generate diverse yet valid Python code
targeting different runtime libraries. Meanwhile, PYRTFuzz lever-
ages runtime API descriptions (extracted via static and dynamic
analysis of the Python source) to guide both the program genera-
tion and the input mutation. These API descriptions provide type
and semantic hints that enable a type-guided mutation strategy at
Level 2, producing inputs that conform to expected formats and
corner cases. In essence, PYRTFuzz’s two-tier design tackles key
challenges in Python runtime testing: creating complex, valid test
programs and then fuzzing those programs with realistic inputs, all
in an automated loop. By fuzzing interpreter and libraries together,
PYRTFuzz can trigger bugs that isolated approaches would miss.

PYRTFuzz was initially developed as a research prototype and
showed promising results in discovering real-world Python runtime
bugs (with over 60 new bugs found) in a controlled experimental
setting [13]. That prior work established the core technique and
effectiveness of two-level collaborative fuzzing. This paper differs
by focusing on the system realization and practical deployment of
PYRTFuzz as a reusable tool. It presents previously unpublished
tool-centric content, including the tool’s architecture, SLang in-
terpreter, remote application-generation service, custom mutator
integration, fuzzing orchestration, and engineering trade-offs made
to support robustness, automation, and multi-version use. The pa-
per further emphasizes tool usage and usability, demonstrating how
the research prototype has been transferred into a functioning and
extensible fuzzing tool for practical Python runtime testing.

Our tool demo video can be found at https://youtu.be/cOhi%eG-
IKO and our tool repository at
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Figure 1: System architecture of PYRTFuzz.
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2 System Architecture

We start with the architectural design of PYRTFuzz, outlining how
it is structured as an end-to-end system and how its components
interact to support automated, scalable runtime fuzzing in practice.
Design Overview. PYRTFuzz is engineered as a practical, fully au-
tomated fuzzing tool for Python runtime systems. It targets holistic
runtime testing by jointly exercising the Python interpreter core
and the runtime libraries within a single instrumented execution en-
vironment. The overall design of PYRTFuzz is illustrated in Figure 1.
The tool takes the source code of the given Python runtime system,
including all the unit tests available, as inputs. Then, it works in
three phases, each corresponding to the respective component: (1)
API description extraction from the runtime source code and unit
tests, (2) a Python Application Generation (PAG) server that syn-
thesizes diverse test programs, and (3) a coordinated fuzzing core
that executes these programs with input mutations. If any bug is
found, they are reported as the output of PYRTFuzz.

Components and interfaces. PYRTFuzz is designed as a modu-
lar system composed of the three major components noted above.
These components are connected through well-defined interfaces
and a shared representation of extracted API descriptions. Con-
cretely, API descriptions (e.g., definitions and exceptions thrown)
produced by the extractor are consumed by both the PAG server
and the fuzzing core as a common specification layer. The PAG
server is separated as an independent service and is invoked via
remote procedure calls (RPC) by the fuzzing core; this separation
is an explicit architectural decision to improve extensibility and
to avoid unintended interference between generation activities
and runtime coverage measurement. The application generator is
specification-driven and based on a custom intermediate script-
ing language (SLang), together with its SLang interpreter, which
translates SLang scripts into executable Python applications.

End-to-end workflow and feedback sharing. At a high level,
PYRTFuzz operates as a loop that alternates between (i) generating
Python applications that exercise runtime APIs and (ii) fuzzing
those applications with diverse inputs. The fuzzing core operates
in a two-level manner: the Level-1 fuzzer performs generation-
based fuzzing by requesting and selecting generated applications
(through RPC to the PAG server), and the selected applications are
then passed to Level-2 fuzzing, which performs mutation-based
fuzzing on a given application. Level-2 uses an input-format-aware
custom mutator to generate structured inputs for each application
in accordance with the extracted API descriptions. A key archi-
tectural feature is that execution (coverage) feedback is shared
between the two fuzzers, enabling collaborative fuzzing across in-
terpreter and runtime-library code. This shared-feedback design
supports scaling to thousands of runtime APIs while maintaining
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Figure 2: Runtime API description extraction in PYRTFuzz.

low coupling between individual components, thereby improving
robustness and extensibility.

Enhancements beyond the research prototype. PYRTFuzz in-
corporates several engineering refinements that transition the orig-
inal research prototype into a robust, reusable tool. First, PYRTFuzz
was engineered to support multiple Python versions and config-
urations in practice, including automation scripts to instrument
a target runtime system build and to extract API specifications,
allowing users to quickly prepare Python runtimes for fuzzing. Sec-
ond, cross-version compatibility was strengthened by adapting key
components (including the SLang-based generator and the Atheris-
based mutator) to handle differences across different runtime ver-
sions (e.g., CPython 3.7, 3.8, 3.9). Third, PYRTFuzz integrates with
LLVM’s libFuzzer through Atheris to enable coverage-guided ex-
ecution at scale, alongside practical optimizations of the fuzzing
loop and safeguards to handle runtime errors, crashes, and timeouts
gracefully for long-running campaigns.

3 Design and Implementation Details

We now elaborate each of the key components of PYRTFuzz, fo-
cusing on system realization and engineering decisions. Currently,
PyRTFuzz is implemented for and tested on CPython (the de-facto
standard Python runtime) and operates directly on instrumented
runtime builds. All fuzzing activities are performed in-process to
allow efficient collection and sharing of coverage feedback across
interpreter and library code.

3.1 Runtime API Specification Extraction

This component automatically extracts structured descriptions of
Python runtime APIs from a target Python implementation. This
extraction is performed once per Python version and provides a
common specification foundation for both Python application gen-
eration and input mutation during fuzzing. By deriving API in-
formation directly from the runtime implementation, PYRTFuzz
avoids reliance on external documentation and ensures consistency
with the exact runtime version under test.

As illustrated in Figure 2, PYRTFuzz employs a two-stage pipeline
that combines static extraction with dynamic refinement. The ex-
tractor analyzes both the Python runtime source code and its accom-
panying unit tests to derive rich API metadata, including module
paths, function or method names, argument signatures, return types
(when available), and exception behavior.

Static extraction. PYRTFuzz parses the Python runtime libraries

using Python’s standard Abstract Syntax Tree (AST) facilities. Specif-
ically, it constructs an AST visitor based on the NodeVisitor class

to traverse the runtime source code and enumerate candidate API

entries. This visitor handles key syntactic constructs such as import,
class, function, and try, enabling the extractor to identify API

definitions and retrieve information required for invocation, includ-
ing parameter names and structure.

The result of this step is a set of untyped API descriptions, which
capture structural metadata but omit concrete type information.
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Dynamic refinement. To enrich the untyped API descriptions
with concrete type information, PYRTFuzz performs a dynamic
refinement stage by executing the runtime’s unit tests under trac-
ing. This step leverages Python’s inspect module to observe API
invocations at runtime. By examining frame objects during exe-
cution, PYRTFuzz extracts observed argument types, return types,
and exception behavior associated with each APL

The dynamically observed information is merged into the ex-
isting untyped API descriptions, producing typed API descriptions
after all unit tests have been analyzed. This hybrid extraction strat-
egy improves robustness compared to purely static inference while
avoiding the overhead of heavyweight program analysis. In prac-
tice, it provides sufficiently precise type information to guide both
application generation and input mutation.
Caching and reuse. Extracted API descriptions are serialized into
a tool-internal format and cached on a per-version basis. This de-
sign decouples the relatively expensive extraction process from the
fuzzing loop, allowing subsequent fuzzing runs to reuse the same
specifications without re-extraction. As a result, PYRTFuzz signifi-
cantly reduces setup overhead and simplifies support for multiple
Python runtime system versions.

3.2 Python Application Generation Server

Given runtime API descriptions as input, the Python application
generation (PAG) server generates Python applications (APPs) that
invoke specific APIs while preserving valid control flow and data
flow from the program entry point to the API call site. The gener-
ator does not rely on manual templates. Instead, it systematically
constructs applications that (i) target individual runtime APIs, (ii)
exhibit diverse control-flow structures, and (iii) are executable and
suitable for subsequent input mutation by the fuzzing core.

The PAG server is implemented as a standalone service that is
invoked remotely by the fuzzing core. This design isolates code
generation from fuzzing execution, prevents generator-side execu-
tion from polluting runtime coverage measurements, and allows
generation strategies to evolve independently.

Internally, the PAG server is organized around three functional
components, as illustrated in Figure 3 and detailed below. This
organization enables clear separation between specification logic,
code generation, and interaction with the fuzzing core.
Specification generation. To decouple application structure from
concrete Python syntax, the PAG server uses a lightweight inter-
mediate specification language, SLang, to describe Python APPs.
SLang captures common Python program constructs such as func-
tion invocation, control-flow statements, and object-oriented usage
patterns, and is grounded in Python’s AST representation. Speci-
fications are generated automatically based on a selected runtime
API and a configurable application size.

To ensure semantic relevance, each generated specification is
required to include an operation involving the target API, and
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additional constructs are composed to introduce varied control-
flow complexity. Random composition and nesting of specification
constructs enable the generation of diverse applications without
hard-coding API-specific logic.

Python APP translation. The generated specifications are trans-
lated into executable Python APPs by an interpreter-style compiler
within the PAG server. The translation proceeds incrementally,
compiling each specification construct into corresponding Python
code while preserving dependencies and execution order. Required
module imports are automatically inferred from API descriptions
and inserted during translation.

Each generated APP is equipped with a standardized entry point,
which enables uniform invocation by the fuzzing core. This design
ensures that generated applications can be dynamically loaded, ex-
ecuted, and repeatedly fuzzed without additional instrumentation.
RPC interface. Interaction between the PAG server and the fuzzing
core is implemented via a lightweight RPC interface using socket-
based communication. The interface supports initialization with a
given set of API descriptions, on-demand generation of applications
for specified APIs, and graceful shutdown at the end of fuzzing.
This minimal interface reduces coupling between components and
simplifies integration with the fuzzing core.

The PAG server is designed to be extensible. New generation
constructs or translation rules can be added by extending the SLang
interpreter and its AST-based compilation logic, without modifying
the fuzzing core. In practice, this allows for expanding the space
of generated applications or adapt the generator to new Python
runtime features while preserving the overall fuzzing workflow.

3.3 Coordinated Fuzzing Core

The fuzzing core orchestrates execution and mutation within an
instrumented Python runtime. Its primary responsibility is to co-
ordinate generation-based and mutation-based fuzzing in a uni-
fied execution environment, enabling effective exploration of both
the Python interpreter core and runtime libraries. To this end,
PYRTFuzz integrates multiple fuzzing stages within a single in-
process fuzzing core, allowing coverage feedback to be shared effi-
ciently across different fuzzing activities.

Overall design. The fuzzing core repeatedly executes the gener-
ated APPs with mutated inputs and monitoring runtime behavior.
For each target runtime API, the core requests an APP from the
PAG server and dynamically invokes its standardized entry point
(SLmain). The APP is then executed multiple times with mutated
inputs produced by a custom mutator. During execution, coverage
feedback is collected from both interpreter and runtime-library
code and is used to guide subsequent fuzzing decisions.

A key feature of the design is that all fuzzing activities are per-
formed in-process within a single instrumented runtime. This en-
ables efficient sharing of coverage feedback across fuzzing stages
while avoiding the overhead and inconsistency associated with pro-
cess isolation. At the same time, the fuzzing core maintains private
seed queues and execution budgets for individual applications to
prevent interference between concurrent fuzzing tasks.
Two-level collaborative fuzzing. The fuzzing core follows a two-
level collaborative strategy. At Level-1, the core manages a queue
of generated Python applications and selects applications for exe-
cution based on observed coverage behavior. At Level-2, the core
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performs mutation-based fuzzing on a selected application within
a bounded time budget. If execution yields new runtime cover-
age, Level-1 triggers additional application generation for the same
API via RPC, producing more complex applications that are sub-
sequently passed back to Level-2. This process continues until no
further coverage is observed around the API, after which the core
shifts attention to other applications.

This coordination strategy enables PYRTFuzz to allocate addi-
tional fuzzing effort to promising APIs and execution paths while
still maintaining broad coverage across the runtime system. By shar-
ing coverage feedback between the two levels, PYRTFuzz achieves
collaborative exploration of interpreter and library code without
tightly coupling generation and mutation logic.

Implementation foundations. The fuzzing core is implemented
on top of both Atheris and libFuzzer. In practice, a single fuzzing in-
stance is initialized per target runtime, with individual seed queues
maintained for different applications and fuzzing stages, while
a global coverage map is shared. Interfaces were integrated into
Atheris to support interaction with the Level-1 fuzzing logic, and
dynamic invocation of application entry points (SLmain) enables
Level-2 fuzzing to be performed within the same process. When
using libFuzzer, a unified fuzzing core is instantiated for both levels,
ensuring efficient coverage sharing across fuzzing stages.
Initialization and instrumentation. During initialization, the
fuzzing core performs two key setup steps. First, an initial set of
Python applications is generated—one per runtime API—using the
PAG server. These applications are calibrated to eliminate invalid
or non-executable cases, and the remaining ones are loaded into the
Level-1 seed queue. Second, the Python runtime is instrumented
to enable coverage collection. C-language components of the run-
time are instrumented statically during compilation, while Python
runtime-library code is dynamically instrumented at startup using
Atheris. This hybrid instrumentation strategy enables comprehen-
sive monitoring of runtime execution during fuzzing.

Input mutation strategy. At Level-2, the fuzzing core employs a
custom mutation strategy that mutates input variable values based
on typed API descriptions. Raw fuzzer input is decoded into type-
correct argument values and passed to the executing application.
During execution, these values are decoded and supplied to API
calls at runtime. The current implementation emphasizes random
value generation for the top 20 commonly used Python data types,
including primitive and container types such as int, float, string,
and list. This design avoids the need for API-specific mutators
while maintaining compatibility with runtime expectations.

4 Discussion

This section discusses the design trade-offs, limitations, and exten-
sibility of PYRTFuzz as a practical runtime fuzzing tool.
Implementation scope and limitations. PYRTFuzz is designed
as an in-process fuzzer, which enables efficient sharing of coverage
feedback between fuzzing stages but limits visibility into execution
that spans multiple processes. As a result, runtime features that rely
on multi-process execution, such as those in the multiprocessing
and pipe modules, are not fully captured by the current implemen-
tation. This limitation reflects a deliberate design trade-off favoring
efficiency and stability over comprehensive multi-process coverage.
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In addition, the current application generation strategy focuses

on producing Python applications that exercise a single runtime
API at a time. While this design improves scalability and simplifies
fuzzing orchestration, it does not model complex dependencies or
initialization requirements across multiple APIs.
Extensibility via SLang. PYRTFuzz is made extensible via its
application-generation infrastructure. In particular, this is achieved
by adding new SLang primitives that correspond to Python AST
operators and common code-manipulation patterns. Each primi-
tive encapsulates a reusable generation pattern and ensures that
generated applications remain syntactically valid and executable.

In the current implementation, a range of AST operators has been
integrated to support common Python constructs. Implementing a
new SLang primitive typically requires approximately 50 lines of
code, making it feasible for developers to extend the generator with
additional control-flow structures or language features as needed.
Automation and multi-version support. To support practical
deployment, PYRTFuzz includes automation scripts that handle
runtime instrumentation, API specification extraction, and fuzzing
execution. These scripts enable unattended fuzzing campaigns and
simplify setup for new target runtimes. Users can configure fuzzing
parameters—such as execution budgets, application complexity
limits, and target runtime versions—through command-line options.

PYRTFuzz is designed to support multiple CPython versions
using a unified workflow. API specifications are generated on a
per-version basis, and the same fuzzing pipeline can be applied
across different runtime releases. This enables regression testing
and cross-version comparison with minimal configuration changes.
However, due to compatibility differences across CPython versions,
minor implementation adjustments may be required in practice,
particularly for components implemented in Python, such as the
PAG server and runtime instrumentation logic.

Engineering trade-offs. Several engineering decisions were made
to ensure that PYRTFuzz functions as a robust tool rather than a
one-off research prototype. All major components are designed
to be restartable and scriptable, enabling long-running fuzzing
campaigns. The modular architecture allows individual compo-
nents (e.g., application generation, mutation logic) to be extended
or replaced independently. Meanwhile, certain limitations (e.g.,
in-process execution and single-API application generation) were
accepted to maintain stability, efficiency, and ease of deployment.

5 Conclusion

This paper presented a tool demonstration of PYRTFuzz, a practical
fuzzing system for testing Python runtime implementations. Com-
plementary to the research prototype, the paper focused on the
architectural design, engineering realization, and usage workflow
of PYRTFuzz, illustrating how a research prototype has been trans-
ferred into a reusable and extensible tool. Future work includes
extending application generation to model inter-API dependencies,
enhancing support for multi-process runtime features, and adapting
the tool to additional interpreted language runtimes.
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APPENDIX: PyRTFuzz DEMO WALKTHROUGH

In this section, we guide you through the essential operational steps
of our PYRTFuzz demonstration. We utilize illustrative screenshots
to visually demonstrate the installation process and showcase the
tool’s usage.

1. PYRTFuzz access

We provided three ways to access our tool package:

1. DOl is provided through FigShare
https://doi.org/10.6084/m9.figshare.22758932.v1

2. An evolving version is maintained on GitHub
The GitHub repository is:
https://github.com/awen-li/PyRTFuzz.git

3. A docker image is provided with PYRTFuzz installed
docker pull daybreak2019/pyrtfuzz:v1.1

2. PYRTFuzz setup
2.1. Installation

o Step 1: Download the Docker image and run a Docker con-
tainer based on the image
docker pull daybreak2019/pyrtfuzz:v1.0
docker run -it --name "pyrtfuzz" daybreak2019/pyrtfuzz:vi.1
e Step 2: Update PYRTFuzz to the latest version and build the
project within the container
cd /root/PYRTFuzz
git pull
./build.sh pyrtfuzz

2.2 Basic Test

To validate whether the environment is ready, a simple test can be
run as follows:

cd /root/PYRTFuzz/test

a. Python APP generation: python pyfuzz_appgen.py
The test results should be True

b. Fuzzing setup: python pyfuzz_setup.py
The test should be run successfully.

c. Run Fuzzing on python3.9
cd /root/PyRTFuzz/experiments && setPyEnv.sh python3.9
python -m fuzzloop -pyscript=seeds_python3.9 &

Fuzzing can run successfully as shown in Figure 4.

3. PYRTFuzz usage

For evaluation on the tool, we conducted tests using PYRTFuzz on

three widely used CPython versions: Python 3.7.15, Python 3.8.15,

and Python 3.9.15. The standard workflow for applying PYRTFuzz
to a CPython version is outlined below:

e [1] Static Instrumentation of C Language Units in CPython.

This step is done at compilation time, primarily for the source

of the interpreter core and C parts of runtime libraries. In
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Figure 4: Output message of PYRTFuzz during Fuzzing

PYRTFuzz, we have integrated a script to quickly implement
this functionality:

PyRTFuzz/experiments/buildCPython. sh

Kk

Specifically, the corresponding CPython (Python-***.tar.xz,
e.g., Python-3.9.15.tar.xz) should be copied into directory:

PyRTFuzz/cpython

then edit buildCPython. sh to set the corresponding version
to the ALL_VERSIONS. Finally, run the script buildCPython. sh
to install the CPython with instrumentation.

[2] Install PYRTFuzz to the Installed CPython.
After installing the CPython (Python-version) with instru-
mentation at step1, users can run the following commands to
install PYRTFuzz to the corresponding Python environment:
cd PyRTFuzz/
setPython.sh Python-version
./build.sh pyrtfuzz

[3] Collect API Descriptions on the Given CPython.

Users can edit script PYRTFuzz/apispec/PySpec/genSpec.sh
to add support for the version (line 9-12), then use following
commands to collect API description:

cd PyRTFuzz/apispec/PySpec
./genSpec.sh Python-version
the API description XML will be generated under the direc-
tory with the name of "CPY_*****_apispec.xml".

Clarification Resolving compatibility issues across various

CPython versions often necessitates modifying the imple-
mentation of PYRTFuzz. This is primarily because critical

components such as Python application generation and the

Atheris Fuzzer are developed using Python. Adjustments to

these components ensure the seamless operation of PYRTFuzz
across different CPython versions. For the versions that are

compatible with Python3.7/3.8/3.9, the guidelines above are

sufficient.
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