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SCALABLE AND COST-EFFECTIVE DATA FLOW

ANALYSIS FOR DISTRIBUTED SOFTWARE:

ALGORITHMS AND APPLICATIONS

Abstract

by Xiaoqin Fu, Ph.D.
Washington State University

July 2022

Chair: Haipeng Cai

More and more distributed software systems are being developed and deployed today.

Like other software, distributed software systems also need very strong quality assurance

support. Distributed software is often very large/complex, has distributed components,

and does not have a global clock. All these characteristics make it very challenging to

analyze the information flow of such systems to support the software quality assurance.

One challenge is that existing dynamic analysis techniques hardly scale to large distributed

software systems in the real world. It is also challenging to develop cost-effective dynamic

analysis approaches. There are also applicability and portability challenges for dynamic

analysis algorithms/applications of distributed software.

My dissertation addresses these challenges via three novel approaches to data flow analysis

for distributed software. My first approach is based on measuring interprocess communica-

tions to understand distributed software behaviors and predict distributed software quality.

Then, I developed a particular approach that can actually pinpoint sensitive information via
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multi-staged and refinement-based dynamic information flow analysis for distributed soft-

ware. Finally, I explored dynamic dependence analysis for distributed systems, utilizing

reinforcement learning to automatically adjust analysis configurations for scalability and

better cost-effectiveness tradeoffs.
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CHAPTER ONE

INTRODUCTION

Due to increasing requirements for computational scalability and performance, there are

more and more real-world software systems designed asdistributed today [52]. Software sys-

tems, which perform general-purpose distributed computations, were de�ned in [52], called

commondistributed systems. Rather than common distributed systems, there are special-

ized distributed systems, such as RMI-based systems [206], distributed event-based (DEB)

systems [169], cloud systems [156], Internet of Things (IoT) systems [226], etc.

Compared with single-process programs, distributed software systems have multiple unique

characteristics:

1. Components/processes in a distributed system are concurrent.

2. Multiple components/processes are generally autonomous in nature.

3. Hardware and software resources can be shared.

4. Distributed software typically lacks a global clock.

5. The price/performance ratio may be much better.

On the other hand, distributed software systems widely serve critical application domains

(e.g., aviation, banking, medical, social media).

Like other software systems, distributed software also needs very strong quality assurance

support (e.g., performance monitoring, program optimization, software testing, vulnerability

detection [141]), where the quality includes security and other factors, such as performance
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e�ciency, maintainability, and functional suitability [126]. However, the characteristics of

distributed systems not only complicate security issues [22, 62, 54, 57, 61] but also bring

about severe challenges for analyzing the data 
ow (i.e., information 
ows) in these systems.

One of the major challenges is that existing data analysis techniques (e.g., [176, 44, 186,

166, 223, 207, 16, 27]) for single-process programs, scarcely scaled to distributed systems

(e.g., Apache Zookeeper [7], a distributed coordination service for achieving synchronization

and consistency as used by Apache Hadoop and Yahoo). The reason is that they rely

on explicit dependencies among program entities and dismiss implicit dependencies across

processes [93].

Developing a cost-e�ective dynamic analysis is also challenging, since the cost and e�ec-

tiveness often counteract and compete within a speci�c analysis. Developing such an analysis

approach for most distributed systems in the real world is even more challenging because

of their typically larger scale and greater complexity than single-process programs. Non-

deterministic, varying, and typically unbounded executions of distributed systems further

exacerbate such challenges.

The main goal of this dissertation is to explore and study data 
ow analysis approaches

for distributed software security, overcoming scalability, cost-e�ectiveness, and other (i.e.,

applicability and portability) challenges. In general, this work provides fundamental sup-

port for quality assurance of distributed software. In particular, this work aims to predict

and understand the quality of distributed software systems, related to their run-time be-

haviors and execution dynamics. Moreover, this work mainly targets dynamic information


ow security, dynamic program dependencies, and corresponding applications that could

achieve practical scalability and balance analysis cost-e�ectiveness via various ways, such

2



as a principled, multi-phase analysis strategy, a reinforcement learning strategy, and two

self-adaptation strategies utilizing optimal reinforcement learning and deep reinforcement

learning, respectively.

1.1 Motivation and Problem Statement

Among a variety of security threats (e.g., code injection) distributed software su�ers, a

major type lies in assorted vulnerabilities in information 
ow paths in distributed programs.

In these programs, sensitive information (e.g., username or password) might leak and cause

serious losses/damage. To defend against such information 
ow threats, it is crucial to check

sensitive data that passes throughout the entire system (across its distributed components

and corresponding processes). E�ective information 
ow analysis (i.e., data 
ow analysis)

often requires �ne-grained (e.g., statement-level) computation of control and data 
ow paths.

However, precise, �ne-grained data 
ow analysis is usually very expensive. The great com-

plexity of distributed systems is a major reason that most existing relevant approaches are

not applicable (e.g., due to scalability barriers) or very limited utility (e.g., only for sin-

gle components/processes). For many distributed systems (e.g., online/cloud services) that

are normally running continuously, it is desirable to keep monitoring them against security

threats. In these scenarios, scalability can be even more di�cult to achieve and maintain.

Moreover, besides thescalability problem, there are multiple additional issues of devel-

oping data 
ow analysis solutions for distributed software systems. For example, developing

a cost-e�ective dynamic dependence analysis, however, is challenging, especially given the

known substantial overheads of dynamic analysis in general. Prior research has demonstrated

the di�culties and complexity of balancing the cost and e�ectiveness in dynamic dependence
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analysis for single-process programs [40]. Executive non-determinism, the variety of and un-

certainties in run-time environments in the real world, and the unbounded executions (due to

their continuously-running nature) further exacerbate such challenges for most distributed

software systems.

In addition, traditional dynamic analysis approaches are hardlyapplicable to multi-

process programs, such as distributed systems. The reason is that they rely on explicit

dependencies among program entities and dismiss implicit dependencies across processes [93].

A few existing dynamic analysis tools (e.g., [128, 221]) overcome theirapplicability chal-

lengeby working at system level with platform customization. Yet these tools typically face a

portability challengedue to their customization with diverse and rapidly evolving platforms,

which would be time-consuming and even infeasible [89].

1.2 Contributions

Figure 1.1: The overview of my research
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In this dissertation, I explored how to design realistic solutions to deal with the scal-

ability, cost-e�ectiveness, and other (i.e., applicability and portability) challenges in data


ow analysis for large and complex distributed software systems. Accordingly, as depicted

in Figure 1.1, my research has been focused on three connected themes:DistMeasure ,

DistTaint , and Seads.

First, I studied DistMeasure (the expansion of [93]), including a novel set of interpro-

cess communications (IPC) metrics to measure common distributed systems for understand-

ing system behaviors and e�ects of system IPCs. Based onDistMeasure , DistFax [92],

a toolkit for measuring IPCs and quality of distributed software, was implemented. Us-

ing DistMeasure , I demonstrated the usefulness and practicality of IPC metrics against

11 real-world distributed software systems and their diverse execution scenarios. My ex-

periments revealed that higher IPC coupling between distributed processes tended to be

negatively associated with distributed software quality, while individual processes' cohesion

gave its positive quality implications. The evaluation ofDistMeasure 's learning-based

quality-level classi�cation showed promising merits of IPC measurement for understanding

distributed system behaviors in terms of their statistical and predictive relationships with

various aspects of the quality of distributed software.

Second, I explored a dynamic information 
ow analysis frameworkFlowDist [89] that

overcomes multiple technical (applicability, portability, and scalability) challenges through a

principled multi-phase analysis scheme, scaling traditional dynamic information 
ow analysis

to distributed systems. The corresponding tool,DistTaint [86], a dynamic taint analyzer

for distributed software, was implemented. The evaluation of 12 real-world distributed sys-

tems against two baselines revealed the superior e�ectiveness, practical e�ciency and scal-

5



ability of FlowDist . It found 24 existing vulnerabilities and 24 new vulnerabilities, 17 of

which were con�rmed and 2 of which were �xed. Two alternative designs ofFlowDist for

diverse subject accommodations were also presented and evaluated.

SinceFlowDist provides only one cost-e�ectiveness tradeo�, I developedSeads [91]

that is a distributed and online dynamic dependence analysis framework for continuously

running distributed systems, o�ering self-tuning cost-e�ectiveness (tradeo�s). This was my

attempt and the �rst step to achieve better scalability and cost-e�ectiveness on the 
y

through automatically and continually adjusting analysis con�gurations during the execu-

tion(s), using reinforcement learning, according to previous con�gurations, corresponding

costs, and user-de�ned budgets. I also implementedDads [90], as a distributed and online

dynamic slicer for continuously-running distributed software with respect to user-speci�ed

budget constraints, achieving and maintaining practical scalability and cost-e�ectiveness

tradeo�s according to given budgets on analysis time by continually and automatically ad-

justing analysis con�gurations on the 
y via reinforcement learning. The empirical results

revealed the scalability and e�ciency advantages ofSeads over a conventional dynamic

analysis approach, at least for computing dynamic dependencies at method level.

1.3 Dissertation Organization

In the rest of this dissertation, I discuss some techniques and key concepts of my research

in Chapter 2 (x2). Based on measuring interprocess communications of distributed systems,

I start with DistMeasure (the expansion of [93]) for understanding/predicting the be-

haviors and quality of distributed software, in Chapter 3 (x3). Then, I present multi-Staged

re�nement-based dynamic information 
ow analysisFlowDist [89] for distributed software,
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and scalable/cost-e�ective dynamic dependence analysisSeads [91] of distributed systems

via reinforcement learning, in Chapters 4 (x4) and 5 (x5), respectively. Lastly, Chapter 6

(x6) summarizes this dissertation and discusses several research directions for the future.
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CHAPTER TWO

BACKGROUND

In the section, I discuss some techniques and key concepts of my research, including

software metrics, distributed system architectures, logic clocks in distributed systems, depen-

dence analysis, dynamic information 
ow analysis and dynamic taint analysis, reinforcement

learning, and analysis with variable cost-e�ectiveness.

2.1 Software Metrics

Measuring software systems in terms of properly chosen metrics is an integral step in

software quality assurance [95]. De�ning appropriate software metrics is essential for both

software process quality and product quality, throughout the entire software development

lifecycle [132]. Prior to the implementation phase, software metrics provide a means for

specifying quality requirements with respect to relevant quality factors. After implementa-

tion, the metrics further serve as crucial guidance for evaluating the software product with

respect to the speci�cation of quality requirements. Software metrics also play a vital role

in software project management as a whole (e.g., for cost and e�ort estimation) [80].

Two main classes of metrics can be used in software measurement: static and dy-

namic [222]. In comparison, static metrics are generally easier to compute relative to dynamic

counterparts [45, 75]. Additionally, static metrics are not subject to limited code coverage or

generalizability, as are dynamic metrics. On the other hand, static metrics are not su�cient

for measuring and interpreting dynamic behaviors of software, for which dynamic metrics

o�er much more precise indicators. In fact, concerning quality factors that are ultimately
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attested at runtime (e.g., performance [75], reliability [241], and testability [110]), dynamic

metrics are much more preferable. Meanwhile, understanding a software behavior does not

always need complete code coverage [192], thus a limited execution that dynamic metrics

address does not necessarily constitute a constraint of dynamic measurement. Dynamic met-

rics cannot simply be (over-)approximated by corresponding static metrics either|in some

cases, they are not even correlated [96].

Software coupling is the strength of the relationships among software modules, for mea-

suring how closely connected the modules are [172, 172]. Coupling metrics have been well

studied for single-process systems [45, 132, 222]. For example, Arisholm et al. [14] de�ned

a set of dynamic coupling metrics for object-oriented software and studied the relationship

between dynamic coupling measures and software change-proneness. Dynamic coupling met-

rics also have been used to estimate architectural risks [241] and complexity [111] in relation

to quality metrics such as maintainability [182, 110]. Most of these metrics were de�ned

under the assumption that there exists an explicit reference/invocation between the entities

(e.g., object, method, and class) involved in the coupling measure.

The cohesion of a software component refers to the extent to which the elements of a

component are related [33]. A highly cohesive component performs a set of closely relevant

actions, and it is di�cult to be split into separate components [241]. Static cohesion has been

widely explored in software measurement. More recent relevant works increasingly focused

on run-time (i.e., dynamic) cohesion [167, 115, 253, 69].
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2.2 Distributed System Architectures

There are typically three types of distributed system architectures:client-server, peer-

to-peer, and n-tier , as shown in Figure 2.1.

Figure 2.1: The architectures of a distributed systems: (a) left:client-server, (b) median:
peer-to-peer, and (c) right: n-tier (3-tier)

Client-server (CS) is a type of network architecture in which each process/node on the

network is either a server or a client. Servers are powerful for controlling and managing

relevant resources (e.g., disk drives, database, printers, network tra�c), while clients rely on

servers for those resources [157]. Client-server architecture is simple to implement, without

peer-discovery [119]. For example, NioEcho is aclient-serverdistributed program including

a client and a server [215].

Peer-to-peer (P2P) is a type of network architecture in which each process/node has

equivalent responsibilities and abilities. P2P di�ers from CS, in which some processes/nodes

are dedicated to serving other processes/nodes [157]. For instance, OpenChord is apeer-to-

peerdistributed system providing network services through a distributed hash table [26].

The n-tier architecture breaks up an application into tiers, providing 
exibility and

reusability for developers who only need to modify or add a speci�c tier(layer), rather than

10



to rewrite the whole application when they decide to change the application. In the term

n-tier , "n" can be any number (larger than 1) of distinct tiers used in a speci�c architecture,

such as 2-tier, 3-tier, or 4-tier, etc [157]. For example, Microsoft Azure is a typicaln-tier

distributed system that provides cloud computing services [235, 50, 164].

2.3 Logic Clocks in Distributed Systems

A distributed system is based on a computer network where di�erent computers are

connected via passing messages or other types of middleware. This feature helps users share

various resources via network communication [170]. But there is no global logic or physical

clock for concurrent execution of distributed components.

The Lamport timestamp (LTS) algorithm is used to generate a partial ordering of events

in a distributed system, maintaining a logical clock for all processes. In the LTS algorithm,

each process maintains an integer value, initially zero, which periodically increments, once

after every atomic event; the value is attached to the record of the execution of each event as

its timestamp centrally or separately; the traces are mostly maintained by each process [81].

The LTS algorithm has asynchronous and synchronous communication methods, with respect

to the following rules:

1. A process increments its counter for each event in it.

2. When sending a message, a process includes its counter value with the message.

3. When receiving a message, the counter of the recipient is updated (adding 1).

I use an example to explain the LTS algorithm in detail. I suppose that there are three

processes (i.e.,Process A, Process B, Process C) in a distributed program, as shown in
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Figure 2.2: The Lamport timestamp (LTS) algorithm used in multiple processes of a dis-
tributed program

Figure 2.2. Each process has its logical clock initialized to zero and the clock value (i.e.,

timestamp) immediately increments after an event, such as 1 for the eventa, 2 for the event

b, etc. When the messagem1 was sent fromProcess Ato Process B, the timestamp 2 was

piggybacked and then the eventc (of Process B) gets its timestamp 3, which is the maximum

value between piggybacked timestamp 2 and local timestamp 0 (initial value), added 1, as

(max(0, 2) + 1 = 3). Then, the timestamp of the eventd is 4 (= 3 + 1). Next, the message

m2 is sent from Process Bto Process Cwith the clock value 4 piggybacked. Finally, the

event f (of Process C) gets its timestamp 5 (= max(1, 4) + 1), where 1 is the timestamp of

the previous event (e) in the same process (Process C) [81, 144].

Like the LTS algorithm, vector logical clocks are used to determine the partial ordering of

events and to detect causality violations in distributed systems, by comparing event times-

tamps [25]. For a distributed system withN processes, there is a vector (i.e., an array) of

N logical clocks, one clock per process; and each process remains a local vector (i.e., array)

that includes the largest possible values of the global clock vector [254, 234].

However, vector logical clocks have a major fault: If a distributed system has too many

processes whose countN is very large, the timestamp data (i.e., communication overhead)

attached to each message would be too large to be acceptable [220].
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Besides the vector clock and LTS timestamps algorithms, matrix clocks are also used to

capture causal and chronological relationships in distributed programs . As a generalization

of the vector clock notion, a matrix clock maintains a vector of the vector clocks for each

process (communicating host) [73, 233].

2.4 Dependence Analysis

In program execution, there are two types of explicit dependencies: traditional de-

pendencies and thread dependencies.Control dependencyand data dependencyare tra-

ditional dependencies. In a concurrent program, there may be three types of thread de-

pendency: synchronization, ready, and interference dependencies. In a common distributed

software system, besides explicit dependencies (via references and/or invocations) among

code entities, dependencies across distributed components/processes (referred to asinter-

component/interprocessdependencies) areimplicit because these components/processes are

decoupled by networking facilities.

Analyzing dependencies among program entities of a software system can help developers

better understand the structure and behaviors of the system. Thus, dependence analyses

are very useful for users to develop, test, and maintain the system, because these tasks rely

on the understanding of system structure and behaviors.

Program dependencies can be deduced by both static and dynamic analyses. Static de-

pendence analysis computes dependencies via analyzing the program code without executing

the software. By contrast, a dynamic dependence analysis infers dependencies from the data

gathered during the execution(s). In particular, as a special type of dynamic analysis, hy-

brid dependence analysis combines static and dynamic analysis modalities [203]. Hybrid
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dependence analysis approaches can integrate run-time information extracted from dynamic

analysis techniques into static analysis algorithms to precisely compute program depen-

dencies. Hybrid dependence analyses are becoming popular because they generate more

accurate results than other analysis modalities. However, a hybrid dependence approach is

often complex, and its analysis process may be time-consuming [190].

2.4.1 Dependence analysis for single-process programs

As a dynamic analysis approach,Diver [39] computes dependence sets as impact sets

using dependence analysis techniques. As a recent advance in (o�ine) dynamic analysis,

it achieves higher precision and provides a more cost-e�ective option over EAS-based ap-

proaches (which derive dynamic dependencies based on execution orders), such asPI/EAS [8].

Diver utilizes a static dependency analysis to signi�cantly decrease the size of the depen-

dence set produced byPI/EAS .

With signi�cantly smaller resulting dependence sets, the cost-e�ectiveness tradeo� of

Diver is much higher even with the additional static dependence analysis cost.Diver

works in three technical phases: static analysis (Phase 1), runtime tracing (Phase 2), and

post-processing analysis (Phase 3).Diver �rst computes traditional control/data depen-

dencies [123] and instruments the input program in Phase 1. In Phase 2, the instrumented

version of the program is executed for tracingentry (i.e., program control entering a method)

and returned-into (i.e., program control returning from a callee into a caller) events. In Phase

3, the technique computes the dependence set from the trace for any query given by the user.

An online version of Diver,DiverOnline [37], avoids execution tracing costs (e.g., space

and I/O costs) that are ineluctable in o�ine analyses, via computing dependence sets during
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the execution of the program under analysis. In addition,DiverOnline provides anAll-

in-One analysis, which computes the dependence sets for all possible queries (methods),

and then corresponding dependence sets are directly delivered to the user within a short

response time. As such, anAll-in-One online dynamic dependence analysis may be suitable

for large-scale software systems.

2.4.2 Dependence analysis for multi-threaded programs

The increasing use of multi-threaded (concurrent) programs invokes challenges for de-

pendence analyses, and it is also relatively di�cult for users to understand multi-threaded

systems. For instance, in a shared memory model, one thread accessing a memory loca-

tion may potentially interfere with another thread to access the same location, leading to

dependencies between these two threads.

Generally, among threads, there are two particular types of control dependencies|

ready dependenciesand synchronization dependencies, and a type of data dependencies|

interference dependencies[173]. The main task of a dynamic analysis of threading-induced

dependencies is thus to inferready dependencies, synchronization dependencies, and inter-

ference dependenciesacross multiple threads that occurred during program executions. For

multi-threaded programs, several dependence analysis algorithms [240, 239, 173, 98] have

been developed.

Indus is a sound framework to analyze and slice multiple-threaded (current) Java pro-

grams. In Indus, Java source code is �rst transferred to Jimple code as an intermediate

representation. However, since it is purely static, those dependencies are only approximated

by Soot with very little cost [51, 189]. Indus gives developers the most common dependence
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analyses for intra-thread control and data dependencies, inter-threadready, synchronization,

and interference dependencies.

2.4.3 Dependence analysis for distributed programs

For a complex distributed system with multiple processes, the developer needs to under-

stand various (explicit and implicit) dependencies both within a single process and across

multiple processes. Krinke proposed a slicing algorithm incorporating dependencies across

distributed components induced by socket-based message passing [142], but the dependen-

cies were approximated over-conservatively because they are computed through purely static

analysis. Another approach [28] infers various kinds of dependencies due to interprocess

communications. However, the approach potentially su�ers a scalability problem due to its

heavyweight nature.

To overcome the scalability challenges, a lightweight dynamic analysis for distributed

programs,DistIa [41], was developed. The analysis monitors and records method events and

their timestamps during the system execution, and then approximates run-time dependencies

among relevant methods, either within or across processes, based on the happens-before

relations among method execution events.

For example, if a methodA has the last returned-into event which was executed before

the �rst entry event of another method B, the partial-order is A before B, and DistIa

approximately supposes thatB is dependent onA. Similarly, if one methodD is dependent

on another methodC, C must execute beforeD; otherwise, C cannot a�ect D. Thus,

dependencies computed byDistIa are safe for executed methods, but not for all methods

since some methods were not covered during the execution. On the other hand, ifB is
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executed afterA, B may or may not be actually dependent onA. Therefore, we know that

DistIa is not precise.

2.5 Dynamic Information Flow Analysis and Dynamic Taint Analysis

Tracking/checking dynamic information 
ow underlies various security applications (e.g., [218,

159, 161, 198, 107]), It addresses a general source-sink problem for a program execution, in

which a source is where con�dential or untrusted (i.e., sensitive) information is produced

and 
ows into the program, while a sink consumes the information and makes it 
ow out

of the program execution [79, 4]. Due to its focused reasoning about actual executions, this

approach has precision merits over statically inferring information 
ow.

One technique realizing the approach is to compute the chains of dynamic control and

data dependencies hence to infer full information 
ow paths between given sources and sinks

during the execution (e.g., [210, 160, 159, 161]), called dynamic information 
ow analysis

(DIFA). An alternative technique is dynamic taint analysis (DTA), which applies tags to (i.e.,

taint ) the data entering the program from the sources, propagates the taint tags during the

execution, and checks the data at the sinks against the presence of the tags (e.g., [49, 247,

176, 202, 166, 207, 16, 27, 256, 134, 128, 221, 246, 244, 77, 243, 121, 47, 133]). Unlike DIFA,

DTA does not compute full information 
ow paths. DIFA thus provides better support in

usage scenarios that require more detailed 
ow information (e.g., diagnosing data leaks in

the paths).

DIFA and DTA can be di�erentiated (1) by their inner workings as mentioned earlier

(i.e., DIFA works by computing dynamic dependencies, while DTA works via data tainting

and taint propagation) and (2) by their results|DIFA provides full information 
ow paths
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while DTA just tells which data is tainted. On the other hand, both DIFA and DTA concern

information 
ow paths between given sources and sinks.

2.6 Reinforcement Learning

Reinforcement learning (RL) is an area of machine learning, beyond supervised learning,

to suggest software agents taking actions in an environment to maximize the total reward

for all possible successive actions [151]. RL is based on the information measured from

the environment, and thus it can be called action-based learning. RL refers to a learning

approach whose agent or actor modi�es its actions according to the response to its interaction

with the environment. And RL hardly requires a priori knowledge, so that it can be applied

to varying and uncertain environments where standard supervised/unsupervised learning

approaches are not applicable [146].

Unlike supervised learning and unsupervised learning, RL does not need training data.

Described by Markov Decision Processes, whose states are decided by the previous states [185],

the output of RL depends on the corresponding input, and the next input depends on the

current output [3].

Figure 2.3: Q-learning
work
ow

In particular, as a particular type of RL, Q-learning uses

a Bellman equation to minimize its cumulative cost [29]. It

does not require explicit or exact descriptions of software sys-

tems and only needs state measurements in its feedback control

loop [146]. Q-learning also has an exact capability of learning

the next state according to only previous states. Starting from

an initial state, Q-learning tries to �nd a way to maximize cu-
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mulative reward values by selecting an action after measuring how good the action is in a

particular state [229]. It is an o�-policy and model-free algorithm, as it does not require an

existing policy or model [230]. The overall work
ow of a Q-learning algorithm is depicted in

Figure 2.3, including the following steps:

(1) The algorithm initializes Q-learning components and a Q-table (i.e., a lookup table

for storing expected rewards calculated).

(2) At the current state, the agent selects an action referencing the maximal value in the

Q-table or by random.

(3) The agent receives a state and a reward from the environment.

(4) The algorithm updates the Q-table using the Bellman equation [71].

(5) The algorithm repeats steps (2), (3), and (4) until the learning meets prede�ned

conditions (e.g., when the agent �nishes its ultimate tasks).

2.7 Analysis with Variable Cost-e�ectiveness

Most existing analysis approaches commonly su�er from challenges of balancing the anal-

ysis cost and e�ectiveness. They are either precise but too expensive or e�cient but too

imprecise. To deal with these challenges, one existing solution is to o�er variable cost-

e�ectiveness balances to satisfy varying user needs. For example, theDiaPro framework

provides 
exible cost-e�ectiveness choices for a variety of levels of cost-e�ectiveness tradeo�s

with the best options for variable user requirements and budgets [40]. By combining the static

and dynamic data,DiaPro uni�es PI/EAS [8], Diver [39], and three dependence-based

dynamic dependence analysis techniques: one using coverage and trace, one using aliasing

and trace, and the other using all these dynamic data (aliasing, coverage, and trace).
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Another example isD2Abs [38], which aims at practical scalability and o�ers various

levels of cost-e�ectiveness tradeo�s in the dynamic dependence analysis for distributed pro-

grams with four versions.
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CHAPTER THREE

DISTMEASURE: A FRAMEWORK FOR MEASURING AND

UNDERSTANDING DISTRIBUTED SOFTWARE SYSTEMS VIA THE

LENS OF INTERPROCESS COMMUNICATION

The goal of my doctoral research is to address scalability, cost-e�ectiveness, and other

(applicability/portability) challenges in distributed software analysis and its applications to

other quality problems. And to start with, I looked at the security problems of distributed

systems. There is a communication mechanism that basically connects the di�erent pro-

cesses in a distributed system. Interprocess communication (IPC) may be one of the most

important features of a distributed system. Thus, I developedDistMeasure (the expan-

sion of [93, 85]), including a set of metrics for common distributed systems, with a focus on

their IPC, a vital aspect of their run-time behaviors. I also implemented a toolkitDist-

Fax [92] for measuring IPCs and quality of distributed software. And I demonstrated the

practicality of characterizing IPC dynamics and complexity via the proposed IPC metrics,

by computing the measures against the executions of 11 real-world distributed systems, with

a large number of test inputs. To show the practical usefulness of IPC measurements, I

extensively investigated how the proposed metrics may help predict and understand various

quality metrics of distributed systems, via classifying system quality levels based on the IPC

measurements, with respect to several di�erent quality aspects.

21



3.1 Motivation

In general, a distributed system consists of multiple collaborating components each run-

ning in a process typically located at a separate computing node. Since these components

interact primarily through IPC [204], measuring IPC is essential for understanding the be-

haviors of distributed systems.

Apparently, IPC dominates the activities of this system, excluding which each component

alone would be largely trivial. Thus, the complexity of this system's execution essentially

lies in the complexity of its IPC. First, I wanted to diagnose the communication security

issues of this system reported by users with the inputs that can reproduce the issues.

A rewarding �rst step would be to understand how communication currently works in

terms of the IPC with respect to the user input. Measuring IPC would help in this scenario.

Moreover, the IPC measurements may help the developer assess further understand quality

aspects of an IPC-induced system. For instance, if the IPC coupling is very high, intuitively

the system might be di�cult to update. Thus, its maintenance cost may be quite high also.

Unfortunately, there is a lack of tool support for measuring distributed systems executions

with respect to IPC, and it is unknown which quality factors might be analyzable through

the IPC measures. There, I addressed these questions by developing new IPC metrics and

applying them to distributed software quality assessment.

Meanwhile, it may be di�cult or even impossible to directly measure some quality metrics

of distributed systems. For example, the quality metriccode churn sizeis commonly used to

quantify the varying parts of an evolving program. However, computing this quality metric

typically requires the data of program releases, and it is impossible to directly measure
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the �rst release of the program. The correlations between the IPC metrics and the quality

(metrics) of a distributed system can be leveraged by developers to indirectly assess correlated

quality metrics of the system and further to understand the system and its quality aspects.

3.2 Approach

I �rst give an overview of DistMeasure high-level work
ow and architecture. Then, I

describe IPC metrics and quality metrics used inDistMeasure .

3.2.1 Overall work
ow

Figure 3.1 depicts the overview ofDistMeasure , including two closely connected parts:

IPC Measurement (Part 1) and Understanding IPC (Part 2). In Part 1, DistMeasure

takes two inputs from the user: multiple (N ) distributed systems D1, D2, ..., Dn and

their run-time inputs T1, T2, ..., Tn including system commands, SQL statements, text

messages, etc.DistMeasure �rst executes the systems against corresponding inputs, to

produce the system run-time data. Then,DistMeasure computes six IPC metrics (i.e.,

RMC/RCC/CCC/IPR/CCL/PLC) from the data.

Meanwhile, eight quality metrics (i.e.,execution time, code churn size, cyclomatic com-

plexity, defect density, information 
ow path count, information 
ow path length, attack

surface, and vulnerableness) of the systems are measured directly. From the values of these

IPC metrics and quality metrics, DistMeasure computes the correlations between them.

These correlation results induce to empirical �ndings and recommendations about the system

quality, as the output of DistMeasure Part 1.
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Figure 3.1: An overview of theDistMeasure work
ow

In Part 2, DistMeasure takes the IPC and quality metric values, distributed systems

D, and D's input T, as inputs to classify the same quality metrics ofD. It �rst trains

unsupervised learning and supervised learning models from the metric values, and then uses

these models to classify each of such quality metrics asanomalousor normal. Anomalous

indicates a warning of low (than average level) quality, whilenormal means no such a warning

(i.e., the corresponding quality metric value is higher than or equals or the average level). In

particular, models are trained and used for classi�cation of quality metrics, each of which is

signi�cantly (and negatively or positively) correlated to one or more of the six IPC metrics

(correlation absolute value> = 0.4). These classi�cation results provide developers' guides

for the quality assurance tasks in software maintenance, such as software debugging, software

testing, and so on.

3.2.2 IPC metrics

As shown in Table 3.1, I de�ned �ve IPC coupling metrics (i.e.,run-time message coupling

(RMC) , run-time class coupling (RCC), class central coupling (CCC), inter-process reuse

(IPR) , and class communication load (CCL)) and one IPC coupling metric (i.e.,process-
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level cohesion (PLC)[92]), and explained their computation (in the second column) and

justi�cation (in the third column). Six IPC metrics cover four levels of measurement gran-

ularity: method (IPR ), class (RCC, CCC, and CCL), process/component (RMC , RCC,

and PLC), and system (RMC , RCC, CCC, IPR , CCL, and PLC), listed in the last col-

umn (NS. L. , short for non-system level) of Table 3.1. System level is not listed in Table 3.1

because it covers all six IPC metrics.

RMC is the extent of run-time interactions among processes. A process-level RMC is

the number of messages sent from one process to another. And a system-level RMC is the

average of the process-level RMC on all communicating process pairs.

RCC concerns methods from a class in one process to access methods in other processes.

A class-level RCC is the ratio of the total number of methods in the �rst class in the �rst

process that is dependent on any method in the second class in the second process, to the

total number of methods in any process, other than the �rst process; while a process-level

RCC metric is then set to the size of the union set of entire dependence sets of all methods

in all classes of the process, where the numerator is the size of the union set of remote

dependence sets of those methods. Moreover, a system-level RCC metric is the average of

all process-level RCC measures.

CCC concerns the importance of a class a�ecting other classes in remote processes. A

class-level CCC is the sum of all RCC measures between the class and other classes in all

remote processes. A system-level CCC is the mean of process-level CCC measures.

For inter-process code overlapping and reuse, a method-levelIPR is the ratio of the

intersection of the local dependence set (set of methods in the process that depends on the

given method), and remote dependence set (set of methods that depend on the given method

25



Table 3.1: Summary of IPC Metrics

Type & De�nition & computation Justi�cation NS. L.
RMC Coupling & the interprocess message coupling & the number of messages

sent from a process to another one
the extent of run-time interac-
tions among processes

process

RCC Coupling & the class coupling between two processes and further at system-
level & the ratio of the total number of methods in the second class that are
dependent on any method in the �rst class, to the total number of methods,
which are dependent on any method in the second class and in all processes
but the �rst process

how methods from a class in
one process access methods in
other processes

class,
process

CCC Coupling & the aggregate coupling as regards an individual class executed in
a local process with respect to classes in all remote processes/ the aggregate
RCC metrics between the class and other classes in all remote processes

the importance of a class
with respect to its coupling
strength

class

IPR Coupling & interprocess coupling at method levels & the intersection of the
local and remote dependence sets divided by the size of the union set of
methods executed

code overlapping and reuse
across processes

method

CCL Coupling & the communication loads of an individual class communicating
with others in all remote processes & the sum of the sizes of remote depen-
dence sets of the class's methods divided by the size of the set of all executed
methods in the class

how much a class contributes
to communication loads
among processes

class

PLC Cohesion & internal connections within an individual process & the sum of
the sizes of local dependence sets of the process' methods divided by the size
of the set of all executed methods in the process

the degree to which the meth-
ods of a process belong to-
gether

process

but are in any process other than the �rst process), to the size of the entire set of methods

covered in the execution. A system-level IPR metric is then set to the ratio of the sum of

method-level IPR measures on all methods in the execution, to the size of the entire set of

those methods.

CCL measures how much a class contributes to the communications loads between the

process executing the class and other processes. A higher CCL means that a class has more

communications among system components. A class-level CCL is computed as the sum of

the sizes of remote dependence sets of the class's methods divided by the size of the set of

all executed methods in the class. The system-level CCL is the mean of class-level CCL

measures over all classes executed (across all processes).

Di�ering from previous metrics all about coupling, PLC measures cohesion. It is the

degree to which all of the methods executed in a process belong together. A process-level

PLC is computed as the sum of the sizes of local dependence sets of all methods in the
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process, The system-level PLC is the mean of process-level PLC measures over all processes.

Some of these metrics (i.e.,RMC , RCC) explicitly measure interprocess coupling, while

some metrics (i.e.,CCC, IPR , and CCL) are derivative coupling metrics. AndIPR mea-

sures the common dependencies of two processes, di�ering from four other coupling metrics

(i.e., RMC , RCC, CCC, and CCL) that measure mutual dependencies of one process on

the other.

Di�ering from measuring process cohesion, measuring interprocess coupling in distributed

systems, however, is di�erent and challenging [41]. Coupling metrics are often de�ned on

the basis of certain relationships (e.g., dependency and inheritance) [222]. However, deriv-

ing the interprocess dependencies from which the metrics are computed, is not trivial in the

context of distributed system executions. The main reason lies in the lack of global timing

across the system together with the lack of explicit references/invocations across distributed

components. To overcome this challenge, I leverage a framework for dynamic dependence

analysis of distributed programs [38]. Using this framework, I reason about interprocess

dependencies through the happens-before relation between executing methods across pro-

cesses, derived from a global partial ordering of method execution events. I further exploit

the semantics of message passing to improve the precision of such derived dependencies, so

as to enhance the validity of IPC coupling and cohesion metrics.

3.2.3 Quality metrics correlated to IPC metrics

To demonstrate the usefulness of the coupling and cohesion measurement in aiding the

analysis of distributed systems quality, I adopted the standard quality model ISO/IEC

25010 [126] with necessary customization selection, as depicted in Figure 3.2. The model
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Figure 3.2: The reference-quality model underlyingDistMeasure , adopted from and
compliant with the ISO/IEC 25010 [126] standard

has three layers: quality characteristics (i.e., factors), sub-characteristics (i.e., sub-factors),

and quality metrics. The top and second layers are speci�ed by the standard quality

characteristic/sub-characteristic names (in ISO/IEC 25010 [126]), but the bottom layer is

customized by quality metric names used inDistMeasure .

There are four quality characteristics (i.e.,performance e�ciency, maintainability, func-

tional suitability, and security), nine sub-characteristics (i.e.,time behaviour, modi�ability ,

testability, functional correctness, con�dentiality , integrity, non-repudiation, accountability,

authenticity), and eight quality metrics (i.e., execution time, code churn size, cyclomatic

complexity, defect density, information 
ow path count, information 
ow path length, attack

surface, and vulnerableness), some of which for measuring multiple sub-characteristics.

DistMeasure uses a direct metricexecution timeto measure the time behaviour of a

distributed system, and then normalized it by the logical source lines of code (SLOC) of the

system under analysis.

A version-level code churn sizeis the source line number of code changed (i.e., added,

deleted, or updated), between two adjacent versions of a program [248]. Then, it is normal-

ized by the logical SLOC of the latter version. Finally, the system-level code churn size is

28



computed as the mean of all version-level code churn sizes of all the program's releases.

The cyclomatic complexityof a speci�c system is a direct quality metric [163], normalized

by the logical SLOC of the system.

The defect densityof a speci�c system is the number of defects related to the system,

normalized by the system's logical SLOC.

The information 
ow path count is the total number of dynamic information 
ow paths,

while information 
ow path length is computed as the average length of the dynamic infor-

mation 
ow paths.

The attack surfaceis de�ned as a quality metric indicating the relative security of a

system in three dimensions (methods, channels, and data) to determine if the system is

more secure than others [158]. I �rst consider a triple< N1 , N2 , N3 > , where N1 is the

number of methods including sources/sinks (i.e., entry/exit points),N2 is the number of

network ports (i.e., channel) used, andN3 is the number of �les read/written by the subject

during the execution). Next, I calculate the Euclidean distance between it and the origin

(0,0,0) as
p

N 12 + N 22 + N 32. Finally, the distance is normalized by the subject's logical

SLOC, as the system-level attack surface.

The vulnerableness of most subjects is based on CVSS 2.0 score of public security

databases (e.g., National Vulnerability Database (NVD) [67]) and the time of a vulnera-

bility in CVSS. If the vulnerability was discovered recently, it should be concerned more

than another discovered long ago. However, NVD does not contains the defects of some

subjects (e.g., Grizzly, OpenChord, Voldemort, XNIO, xSocket). Thus, other online bug

resources (e.g., Jira, SourceForge, GitHub) should be considered too. The vulnerableness of

a subject is computed as
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Nnn +
X

(CV SSv � (100� Dif f v=100)) (3.1)

whereNnn is the number of vulnerabilities found in nonNVD bug sources (without CVSS

scores),CV SSv is the CVSS score of a vulnerabilityv, and Dif f v is the di�erence between

the current year and thev found year,

Then, I explored the relationships between IPC measurements and eight quality metrics

quanti�ed through respective direct measurements, to show the usefulness of IPC measure-

ments and their statistical relationships with distributed software quality measurements and

to demonstrate the capabilities ofDistMeasure to help understanding the software quality

via deeply characterizing IPC-related behaviors of distributed software.

For the goal, I performed extensive statistical analyses to examine the correlation of each

pair between the six IPC metrics and the eight quality metrics. Spearman`s rank correlation

analysis [199] rather than alternatives (e.g., Kendall's [1], Pearson's [32] was selected. The

reason is that the former does not assume any relationship between the two involved variables.

Furthermore, I considered correlation strength according to the value of Spearman`s rank

coe�cient r in [197]: If jr j > = 0.4, the correlation is signi�cant; otherwise (i.e.,jr j < 0.4),

the correlation is weak. In addition,p values were also computed, indicating the statistical

signi�cance of correlation coe�cients.

3.2.4 Classi�cation for understanding and predicting quality

In Understanding IPC (Part 2), DistMeasure �rst trains unsupervised learning and

supervised learning models from IPC/quality measurements, and then leverages these models

to classify the quality metrics signi�cantly correlated to IPC metrics.
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Learning features. The six proposed IPC metrics (i.e., RMC, RCC, CCC, IPR, CCL,

and PLC) are potential features for unsupervised and supervised classi�ers for direct quality

metrics signi�cantly correlated to one or more IPC metrics. Both positive and negative

correlations were considered. Only the system-level metric values were used as feature values

in Part 2 of DistMeasure .

Unsupervised learning. Grouping together given data points with similar characteristics,

partition the data points into k clusters by assigning them to the nearest cluster centers [183],

k-means clustering algorithm (implemented in the Python Scikit-learn library [179]) was

selected for unsupervised learning quality classi�ers. I setk = 2 since DistMeasure aims

to classify quality metrics asnormal versusanomalousfor detecting quality anomalies and

further understanding the system quality.

Supervised learning. After comparatively exploring some alternatives, I selected boot-

strap aggregation (or bagging for short) to construct supervised learning quality classi�ers.

Bagging generates multiple versions of a model via bootstrap the training data set replication

used as new training data sets, to provide high prediction accuracy, especially for unstable

data|the accuracy can be retained with large variations across the training data [35]. Dis-

tributed systems cover various application domains, execution scenarios, and scales. Thus,

in system executions, there are expected large variations in di�erent training samples that

are suitable for bagging. As binary classi�ers, the supervised ones inDistMeasure are

also utilized to discover quality anomalies for predicting and understanding the quality of

distributed systems, like those unsupervised classi�ers.
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Figure 3.3: An overview of DistFax architecture

3.3 Tool Implementation

To characterize common distributed systems, I implementedDistFax (short for Distributed

software systems facts (sounding Fax)) [92], a toolkit for characterizing common distributed

systems, concerning their interprocess communications (IPCs), an important aspect of the

run-time behaviors of the systems. As shown in Figure 3.3,DistFax measures the system

coupling/cohesion via IPC metrics de�ned and characterizes the system run-time quality

via dynamic quality metrics referring to the standard quality model ISO/IEC 25010 [126].

Then, DistFax analyzes statistical correlations between the IPC metrics and quality met-

rics. Furthermore, it leverages the correlations to build learning models for classifying the

system quality status with respect to the IPC metrics of the systems.

3.4 Evaluation

3.4.1 Experiment Setup

I measured the IPC traits of nine real-world distributed software projects, mostly enterprise-

scale systems. Table 3.2 lists subject names/versions (the �rst column ), the logical source

lines of code (the second column ), test types (the third column ), and test input counts

(the last column ).
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Table 3.2: Statistics of experimental subjects inDistMeasure

Subject (version) #Logical SLOC Test Type # Test Input
XNIO (2.0.0) 3,963 Integration 247
OpenChord (1.0.5) 6,391 Integration 1,999
xSocket (2.8.15) 11,628 Integration 1,698
QuickServer (1.4.6) 13,369 Integration 34
Thrift (0.11.0) 13,543 Integration 525
Grizzly (2.4.0) 22,725 Integration 2,000
Karaf (2.4.4) 46,810 Integration 26

ZooKeeper (3.4.11) 50,577

Integration 2,000
Load 1,409
System 2,000

Voldemort (1.9.6) 66,754 Integration 1,631
Netty (4.1.19) 109,450 Integration 1,919
Derby (13.1.1) 423,662 Integration 1,392

For all subjects, their integration tests were created via putting together steps in the

quick start guides from their o�cial websites. In particular, for the integration test of six

frameworks/libraries (XNIO, xSocket, QuickServer, Thrift, Grizzly, and Netty), I developed

applications to cover their major functions and then performed all of the applications. In

addition, for ZooKeeper, its load and system tests came with the project packages. I now

introduce all evaluation subjects, their original integration test operations, and corresponding

expansions of their run-time inputs.

1. XNIO is a non-blocking I/O library used to build e�cient networking applications [211].

In its original integration test, I started one server and one client and then sent arbitrary

text messages from the client to the server. To augment the test suite, I created 2,000

�les, each of which includes di�erent text contents randomly generated. During each

execution, the XNIO client read one �le and sent the full content to the server.

2. OpenChord is a peer-to-peer network service [63]. In its original integration test, I
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�rst started three nodes A, B, and C. Then, I performed the following operations: On

node A, create an overlay network; on the other nodes B and C, join the network; on

the node C, insert a new data entry to the network; on the node A, search and then

remove the data entry; Lastly, on the node B, list all data entries. To augment the test

suite, I created 2,000 �les, each of which includes a set of OpenChord commands (e.g.,

retrieveN -key test ). Some of these �les include invalid commands or command

combinations to construct malformed inputs. During each execution, the nodes read

the commands from one �le and then perform them in order.

3. xSocket is a NIO-based library for building high-performance computing (HPC) soft-

ware [118]. In its original integration test, after one server and one client were started,

the client sent a sequence of manually composed text messages to the server. I ex-

panded the test suite using the same way that I used for XINO.

4. QuickServer is an open-source library for users to quickly develop multi-client TCP

applications [23]. In its original integration test, after its server was started, the client

connected to it and then sent a set of text messages to the server. I expanded the

original test suite like that for XINO.

5. Thrift is a framework for developing scalable cross-language services [187]. In its orig-

inal integration test, I used its libraries to develop a calculator consisting of a server

and a client component. I ran the calculator (from its client) against basic arithmetic

operations (i.e., addition, subtraction, multiplication, and division). To expand the

test suite, I created 2,000 �les, each of which includes a distinct arithmetic expression

(e.g., 1 add 2 minus 3 multiply 4 ), with some invalid ones to represent malformed
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inputs. During each execution, the Thrift client read the expression from one �le, sent

it to the server, and then took the computation result back from the server.

6. Grizzly is an NIO-based server framework from the GlassFish community [180]. In its

original integration test, I started a server and a client, and then sent random text

messages from the client to the server, and �nally waited for the echo of each message.

I expanded the original test inputs almost like for XNIO, except for the addition of a

command for awaiting each message's echo sent by the client.

7. Karaf is a modular container as an open-source runtime environment supporting the

standard OSGi [177]. In its original integration test, I created a container hosted

by the server and then executed two commands: listing all packages (la ) and listing

OSGi bundles (list ). To expand the original input set, I created 2,000 �les, each of

which includes various Karaf commands (e.g.,config:proplist ). I purposely included

invalid ones in some cases to construct abnormal inputs. During each execution, the

Karaf client read the commands from one �le and performed them in order.

8. ZooKeeper achieves consistency and synchronization in distributed systems [125].

In its original integration test, the operations were: create two nodes, search them,

look up their attributes, update their data association, and remove these two nodes.

To expand the integration test inputs, I created 2,000 �les each of which includes

various ZooKeeper commands (e.g.,ls /zk-temp ), including invalid ones. During

each integration test execution, the Zookeeper client read the commands from one �le

and then performed them in order.
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In the original load test, after the server was started, I started a container instance and

then generated workloads. To expand the load test suite, I generated the workloads

with 2,000 di�erent sets of con�guration parameters (e.g.,the number of clients

involved in the load , the request size ). During each load test execution, I ran

the load test with one parameter set.

In the original system test, I started a server instance and a system test container, and

then launched the system test. To expand the system test suite, I created 2,000 con�g-

uration �les each with di�erent con�guration parameters (e.g., initLimit , tickTime ,

syncLimit ). During each system test execution, I ran the original system test code

but with one con�guration �le.

9. Voldemort is a distributed key-value store underlying LinkedIn's service [219]. In its

original integration test, I performed the following operations in order: add a key-value

pair, �nd the key for its value, remove the key, and retrieve the pair. To expand the

original test suite, I created 2,000 �les, each of which includes various Voldemort com-

mands (e.g.,getmetadata). Invalid commands or command sequences were included

for invalid inputs. During each execution, the Voldemort client read the commands

from one �le and then performed each of the commands.

10. Netty is a framework for rapid HPC application development [162]. In its original

integration test, after starting a server and a client, I sent text messages from the

client to the server. I expanded the original input set using the same way for XINO.

11. Derby is an open-source relational database [48]. In its original integration test, I

searched all the data records (SELECT *) from a relational database (including one
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table) created beforehand. To expand the original test, I created 2,000 �les, each of

which includes a distinct set of SQL statements that are compatible with Derby (e.g.,

show settable roles ). Invalid SQL statements or invalid statement sequences were

included to construct invalid inputs. For each execution, the Derby client reads SQL

statements from one �le and then executed them in sequence.

There are 26 to 2,000 test inputs (the last column ) for each subject and test type, for

a total of 16,880 test inputs for these evaluation subjects. These 16,880 subject executions

formed the basis of all the experiments ofDistMeasure .

Two dynamic analyzers [38, 89] were used to detect information 
ow paths, hence the two

direct quality metrics (i.e., information 
ow path count and information 
ow path length)

based on such paths. The sources and sinks involved were generated according to JDK se-

curity/cryptography APIs. Source code measurement tool LocMetrics [17, 135] was utilized

to calculate the scales (i.e., logical SLOC) of distributed systems. To compute the dynamic

(run-time) cyclomatic complexity of each subject execution, I instrumented the subject,

executed the instrumented version of the subject, and counted the number of simple condi-

tional decisions exercised in the execution. Comparison tooldiff [24] was used to calculate

the code churn sizes between the adjacent versions of each subject. All evaluation exper-

iments were performed in Ubuntu 18.04.1 workstations, each of them with 256GB DRAM

and 2.27GHz CPU.

3.4.2 IPC measurements

My results on IPC measurements are summarized in Table 3.3. Each number represents

one of the six proposed IPC metrics computed for one subject test.
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Table 3.3: System-level IPC measurement results

Subject Executions RMC RCC CCC IPR CCL PLC
XNIO 16.82 58.96 2.76 0.51 74.43 41.10
OpenChord 3.14 67.15 5.29 0.78 267.36 255.78
xSocket 20.74 76.77 3.63 0.36 257.98 208.19
QuickServer 2.12 36.21 2.42 0.40 113.27 70.85
Thrift 11.59 25.27 3.17 0.56 23.40 41.59
Grizzly 39.68 152.09 2.16 0.67 665.13 673.34
Karaf 2.85 22.31 1.06 0.45 70.16 78.32
ZooKeeper 6.26 191.83 3.04 0.42 506.32 461.36
ZooKeeper Load 4.01 90.02 1.19 0.37 391.41 369.29
ZooKeeper System 4.84 131.32 2.62 0.39 382.56 332.70
Voldemort 40.17 301.54 5.02 0.54 528.32 569.79
Netty 1.00 129.00 2.38 0.54 863.39 765.36
Derby 3.31 29.45 2.22 0.72 717.70 734.12

Two real-world distributed systems, Grizzly and Voldemort, had the largest RMC values.

The reason is that two systems exhibited the highest levels of inter-component dependencies

and a lot of message exchange (and corresponding network communications) among their

processes during their integration-test executions that needed closely collaborating processes,

leading to the highest RMC levels. And RMC values did not seem to be typically related to

the system scales (in terms of logical SLOCs). For example, the RMC value in the largest

system, Derby, is smaller than that in the smallest system, XNIO, with respect to the same

test type (i.e., integration test).

Voldemort had the largest RCC value and hence the highest process coupling at class

level, followed by Zookeeper; while Karaf had the small one, meaning that in a Karaf process,

a class hardly a�ects the class in other processes. It seemed that RCC values did not have

signi�cant relationships with RMC values and system scales in terms of logical SLOCs.

In terms of the numbers, the mean CCC was mostly between one and �ve, meaning that

every class collaborated with about 1 - 5 other classes in remote processes.
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OpenChord had the largest IPR value (0.78), while xSocket had the smaller one (0.36).

This meant a lot of functional sharing among the processes of OpenChord. Conversely,

xSockets processes had very low levels of common dependencies.

CCL values were between 23 to 863, meaning that each class had 23 - 863 times the

communication loads of other classes in remote processes. The largest CCL value 863 was for

Netty, while the smallest one was for Thrift. This suggests the highest level of interprocess

communication complexity for Netty and further the most di�cult debugging for Netty

IPC correctness/performance. Instead, Thrift had the lowest interprocess communication

complexity and hence could be debugged easily.

I saw that PLC values ranged from 41.10 to 765.36, meaning a process' methods de-

pending on about 41 to 765 others in the same process. I also observed that high/low CCL

values came along with high/low PLC values in general. The reason is that the evaluation

executions had overall closeness between process-level coupling and cohesion, in terms of

CCL for coupling and PLC for cohesion.

In sum, I found that four IPC metrics (i.e., RMC/RCC/CCC/IPR) were related to

neither subject scales nor with any other IPC metrics. This implies that the associations

among these four IPC metrics were few and each of the RMC/RCC/CCC/IPR hardly in
u-

enced others. In addition, I observed an obvious di�erence between RMC/RCC/CCL/PLC

and CCC/IPR, that RMC/RCC/CCL/PLC varied sharply with very small variations in

CCC/IPR. This di�erence suggests that RMC/RCC/CCL/PLC changed in relatively wide

ranges across systems, but CCC/IPR changed little.
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Table 3.4: Measurement results for two direct quality metrics:information 
ow path count
and information 
ow path length

Subject Execution Thrift xSocket Voldemort ZooKeeperLoad Netty
Information 
ow path count 2.22E-041.72E-04 6.28E-04 1.27E-031.83E-05
Information 
ow path length 1.26E-024.69E-03 5.43E-03 9.22E-032.26E-05

3.4.3 Quality measurements correlated to IPC measurements

Information 
ow path count, which is the total number of such paths, and information


ow path length is the average length of the paths. Both of then are normalized by the

subject logic thousand SLOC (KSLOC), as listed in Table 3.4.

The direct measures of each of the six quality metrics (except for information 
ow path

count and length) over all subjects are summarized in Table 3.5. When quantifying a quality

factor, I selected logic SLOC/KSLOC, as the normalizing unit according to the value range

of the quality factor's measure, to avoid the metric value being too small to be ignored.

Then, I conducted extensive statistical analysis to discover signi�cant associations be-

tween the coupling metrics and the quality metrics, via a non-parametric correlation anal-

ysis using Spearman's method [199]. I showed, through empirically validated correlations,

promising applications of IPC metrics in predicting and understanding the quality/behaviors

of complicated distributed systems. The results showed widely varying correlations between

six IPC metrics and eight quality metrics for 6 x 8 = 48 pairs. I marked signi�cant correla-

tions in boldface , as shown in Table 3.6.

From the results, �ve (out of six total) IPC metrics (i.e., RMC, RCC, CCC, CCL, and

PLC) were signi�cantly correlated to and informative of one or more of six (out of eight

total) quality metrics (i.e., Execution Time, Code Churn Size, Cyclomatic Complexity, De-
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Table 3.5: Measurements of other (six) direct quality metrics, normalized by logical SLOC
or KSLOC

Subject
Execution Code Churn Cyclomatic Defect Attack

VulnerablenessTime (seconds) Size Complexity Density Surface
XNIO 1.51E-03 9.28E-02 2.03E-019.34E-034.55E-03 1.01E+00
OpenChord 8.45E-03 8.87E-02 1.72E-012.35E-031.13E-02 6.26E-01
xSocket 9.46E-04 4.83E-02 2.38E-015.16E-041.98E-03 2.58E-01
QuickServer 8.23E-04 4.73E-02 2.45E-012.99E-047.10E-04 4.38E-01
Thrift 5.91E-04 6.57E-02 1.45E-014.28E-032.51E-03 8.14E+00
Grizzly 3.08E-04 7.81E-02 2.21E-011.98E-036.30E-04 8.80E-01
Karaf 5.13E-04 1.17E-02 1.66E-019.08E-033.01E-04 1.96E+00
ZooKeeper 4.60E-04 1.37E-02 5.17E-027.41E-036.16E-03 9.00E-01
Voldemort 4.19E-04 3.97E-03 2.42E-014.93E-044.61E-03 1.80E-01
Netty 1.10E-04 1.11E-02 2.33E-015.03E-037.13E-04 1.80E-01
Derby 5.90E-05 2.70E-02 1.55E-019.70E-034.91E-04 5.12E-01

fect Density, Attack Surface, and Vulnerableness), despite varying correlation strengths.

High IPC coupling based on the dependencies between a process and others (i.e., high

RMC/RCC/CCC) was signi�cantly correlated to long execution time, high complexity, low

defect density, large attack surface, and few vulnerabilities reported. Also, a large number of

communication loads of a class with others in remote process (i.e., high CCL) suggest small

attack surface and low vulnerableness. Meanwhile, high cohesion in an individual process

(i.e., high PLC) implies small code churn size, small attack surface, and few vulnerabilities.

According to Table 3.6, from IPC metric(s) for predicting dynamic quality metrics, I

constructed four classi�ers (IPC metric(s) -> corresponding quality metric): (CCC) ->

execution time, (RMC,CCC) -> (run-time) cyclomatic complexity, (CCC) -> attack surface,

and (CCL, PLC) -> attack surface. For static quality metrics, in a similar way, I built one

classi�er (CCL, PLC) -> vulnerableness.

In addition, the p-value of a correlation coe�cient is the probability that the coe�cient

is not signi�cant. If the p-value is less than 5%, the correlation coe�cient is called sta-
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Table 3.6: Spearman`s correlation coe�cients (p-values) between IPC and quality metrics

Quality metrics IPC metrics
Level Type Name RMC RCC CCC IPR CCL PLC

System Static

Code Churn Size
0.2320
(4.46E-01)

-0.3260
(2.77E-01)

0.2541
(4.02E-01)

0.2707
(3.71E-01)

-0.3978
(1.78E-01)

-0.4972
(8.38E-02)

Defect Density
-0.2210
(4.68E-01)

-0.3149
(2.95E-01)

-0.4475
(1.25E-01)

0.0497
(8.72E-01)

0.0166
(9.57E-01)

0.0331
(9.14E-01)

Vulnerableness
0.0553
(8.58E-01)

-0.4205
(1.53E-01)

-0.2407
(4.28E-01)

-0.0470
(8.79E-01)

-0.6224
(2.31E-02)

-0.5616
(4.58E-02)

Execution Dynamic

Execution Time
-0.2845
(0.00E+00)

-0.0864
(2.39E-29)

0.4735
(0.00E+00)

0.0461
(2.11E-09)

-0.1554
(1.10E-91)

-0.2471
(3.32E-233)

Cyclomatic
Complexity

0.4239
(0.00E+00)

0.0573
(9.16E-14)

0.4831
(0.00E+00)

0.1988
(5.77E-150)

-0.3644
(0.00E+00)

-0.3941
(0.00E+00)

Information Flow
Path Count

0.1295
(4.99E-64)

0.0777
(4.97E-24)

-0.0091
(2.38E-01)

-0.3771
(0.00E+00)

-0.1327
(3.31E-67)

-0.1570
(1.15E-93)

Information Flow
Path Length

-0.1616
(3.45E-99)

0.0349
(5.77E-06)

-0.1159
(1.50E-51)

-0.2494
(1.24E-237)

0.1134
(2.07E-49)

0.0757
(6.59E-23)

Attack Surface
0.1556
(5.35E-92)

-0.2132
(9.49E-173)

0.4534
(0.00E+00)

-0.0868
(1.42E-29)

-0.7424
(0.00E+00)

-0.7968
(0.00E+00)

tistically signi�cant. As shown in Table 3.6, zero (0.00E+00) p-values for corresponding

coe�cients signal signi�cant correlations between the �ve (out of six total) IPC metrics (i.e.,

RMC/CCC/CCL/IPR/PLC) and one or more of four (out of �ve total) dynamic quality

metrics (i.e., Execution Time, Cyclomatic Complexity, Information Flow Path Length, and

Attack Surface) considered. However, for static quality metrics (versus IPC metrics), cor-

responding p-values (most of them> 0.05) could not indicate signi�cant coe�cients due to

too few (only 11) static data points.

3.4.4 Classi�cation for predicting and understanding quality

In this section, I present my experimental results and conclusions, focusing on the results

of classifying dynamic quality metrics with respect to a large number of (16,880) subject

executions as samples. However, for classifying static quality metrics, only eleven available

samples (i.e., subjects) were too few for training practical models, and hence possibly leading

to a solid conclusion.
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Table 3.7: The e�ectiveness of unsupervised learning (k-means) classi�cation for dynamic
predictable quality metrics

Model Hold-out Validation 10-fold Cross-validation
IPC Metric Quality Metric Precision Recall F1 Precision Recall F1
CCC Execution Time 100.00% 37.84% 54.90% 83.33% 41.27% 55.20%
RMC, CCC Cyclomatic Complexity 73.23% 84.91% 78.64% 99.68% 66.85% 80.03%
CCC Attack Surface 90.87% 83.22% 86.88% 98.10% 77.73% 86.73%
CCL, PLC Attack Surface 99.73% 61.47% 76.06% 71.70% 81.01% 76.07%
Average: 90.96% 66.86% 74.12% 88.20% 66.71% 74.51%

For unsupervised classi�ers for predictable dynamic quality metrics, Table 3.7 shows their

precision, recall, and F1 accuracy. For the classi�er, the �rst and second columns show IPC

metric(s) -> corresponding quality metric. The 3{5th columns and 7{8th columns show

hold-out validation results and 10-fold cross-validation (CV) results, respectively. Average

74% F1 demonstrated generally useful accuracy for classifying the distributed system quality

with respect to dynamic quality metrics (i.e.,execution time, run-time cyclomatic complexity,

and attack surface), achieved by the unsupervised learning (k-means) algorithm. In addition,

two validation results showed very similar precision, recall, and F1 accuracy (average 90.96%

versus 88.20%, 66.86% versus 66.71%, and 74.12% versus 74.51%), both on overall average

and for each individual classi�er. This meant that these evaluation results were consistent

and hence developers could consolidate the result reliability and validity.

However, the unsupervised learning (k-means) algorithm did not achieve the high levels

of e�ectiveness in classifyingexecution time(The recall is lower than 42% and F1 accuracy is

lower than 56%). This suggests that the clustering algorithm was not very e�ective to capture

the time behaviorstatus of a distributed system, according to the system IPC measurement

result (CCC). The main reason is that the (k-means) algorithm is based on the similarity

of data points, but system executions, which have near IPC measurements (e.g., CCC),
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might not have close execution time. Therefore, the unsupervised learning (e.g.,k-means)

classi�cation might not be the best option for assessing the quality metricexecution time

through CCC.

Table 3.8: The e�ectiveness of supervised learning (bagging) classi�cation for dynamic pre-
dictable quality metrics

Model Hold-out Validation 10-fold Cross-validation
IPC Metric Quality Metric Precision Recall F1 Precision Recall F1
CCC Execution Time 99.80% 99.80% 99.80% 99.70% 99.70% 99.70%
RMC, CCC Cyclomatic Complexity 99.10% 99.10% 99.10% 99.70% 99.70% 99.70%
CCC Attack Surface 96.50% 96.50% 96.50% 95.20% 95.20% 95.20%
CCL, PLC Attack Surface 97.50% 97.50% 97.50% 96.80% 96.80% 96.80%
Average: 98.23% 98.23% 98.23% 97.85% 97.85% 97.85%

On the contrary, supervised learning classi�cations between IPC metrics and dynamic

predictable quality metrics were more e�ective for predicting these quality metrics, as shown

in Table 3.8. For the same classi�cation tasks between the same IPC and quality metrics,

related to supervised classi�ers, both the hold-out validation and 10-fold CV revealed high

levels of precision, recall, and F1 accuracy, which all were above 95%. In particular, the

overall average F1 accuracy was about 98%. Compared with unsupervised classi�cation

results, these supervised classi�cation results also had consistency in all of these three ef-

fectiveness metrics, not only for individual classi�ers but for overall. There, with respect

to available labeled training samples, supervised classi�ers were clearly more suitable for

accurate classi�cations inDistMeasure than unsupervised classi�ers.

I used Python Scikit-learn library [179] to compute feature importance scores as the stan-

dard deviation and mean of the impurity decrease accumulation [42] (i.e., featureimportances

in Python) for the supervised classi�ers inDistMeasure . The results (i.e., features ranking

by importance scores) are depicted in Figure 3.4. Yet two classi�ers "(CCC) -> execution"
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Figure 3.4: Ranking of features (IPC metrics) by importance score (shown on thex axis)
for supervised (bagging) classi�ers for quality metrics. The left �gure shows
the importance scores of RMC versus CCC in classifyingrun-time cyclomatic
complexity, while the right one shows the scores of CCL versus PLC in classi-
fying attack surface

and "time (CCC) -> attack surface" have one feature (CCC) only, without the require-

ment of feature selection. The results show that CCC, the strongest IPC coupling metric as

discussed earlier, was clearly more important than RMC for classifying the quality metric

run-time cyclomatic complexity(with the importance score of 0.56 versus 0.44). And PLC,

the only IPC cohesion metric inDistMeasure , was much more important than CCL for

classifying the quality metricattack surface(with the importance score of 0.92 versus 0.08).

Note that feature importance and ranking are not relevant ink-means clustering, thus this

study was only conducted on my supervised classi�ers.

I compared the default supervised classi�cation (bagging) algorithm with eight alterna-

tive supervised learning algorithms when classifying dynamic, predictable quality metrics

based on the IPC metrics. Figure 3.5 shows the overall average precision, recall, or F1 accu-

racy across, with both hold-out validation and 10-fold cross-validation. From the �gure, the

baggingalgorithm demonstrates the best performance among all these supervised learning

algorithms considered. Specially,C4.5 Decision Treealgorithm achieved the second high-

est F1 accuracy, followed byRandom Forest, while two algorithms, Voting and Multinomial

Naive Bayes, had the worst F1 accuracy. Other algorithms had similar classi�cation e�ec-

tiveness in terms of precision, recall, or F1 accuracy, in either hold-out validations or 10-fold

cross-validations.
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Figure 3.5: The average accuracy of alternative supervised learning algorithms compared
with the default algorithm (bagging)

3.4.5 Threats to Validity

The empirical results are subject to various common kinds of validity threats according

to [236]. I describe below each major kind and then discuss how I control or mitigate relevant

validity threats.

Internal validity. The main threat to internal validity lies in possible errors in the imple-

mentation in measuring/computing IPC/quality metrics, analyzing correlations, and classi-

fying quality. To reduce this threat, I carefully reviewed the code and manually validated the

analysis/prediction results of two smallest subjects. In particular, I con�rmed the correctness

of these subject's executions' dynamic dependencies used inDistMeasure computations.

As a result, I did not �nd such issues.

In addition, DistMeasure results might have been in
uenced by various factors not

considered but have a�ected the process for collecting the data needed for directly quantifying

the studied quality metrics. For example, in order to measure the quality metric code

churn size, I needed to gather the data on system release/version histories, from various

sources. However, some system releases might not be available online. To mitigate this

threat, I carefully searched/reviewed all possible subject release data and contracted relevant

developers with requests for the missing releases.
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The measurement results of some particular quality metrics may not be valid with respect

to other possible relevant quality measures that I did not consider. For example, run-

time cyclomatic complexity is currently used to the quality sub-characteristic testability,

without considered other metrics that may a�ect testability. Systems with similar (run-time)

cyclomatic complexity may not always be similarly testable. For instance, two programs have

similar code but read/write various external �les. The former handles large �les with complex

data structures, while the latter operates simple �les (e.g., text �les). Thus, they have close

(run-time) cyclomatic complexity but di�erent testability. Some other quality metrics (e.g.,

availability, network throughput, response time, scalability) were not considered since I only

concerned the quality metrics related to IPC-related system behaviors justi�ably.

External validity. The main threat to external validity is that my study results may not

generalize to other distributed programs and executions. To reduce this threat, I selected

subjects covering various architectures, domains, and scales.

With limited run-time inputs, a relevant validity threat arises from classifying the soft-

ware quality in Part 2 , with respect tostatic quality metrics. With di�erent run-time inputs,

the correlations between the IPC metrics and static quality metrics, and the performance

of the classi�ers based on IPC metrics for classifying quality metrics, may be di�erent from

those reported.

Another external validity threat is that it is hard to collect all three test types (e.g.,

integration, system, and load tests) that are only for ZooKeeper. Fortunately, integration

tests were available for each subject and exercisedwhole-systembehaviors. Furthermore,

I have manually constructed lots of unique run-time inputs for subjects, to signi�cantly
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increase the total run-time coverage for all subjects, and hence to reduce the threat.

Construct validity. The main threat to construct validity is for the use of statistical analy-

sis to cause my conclusions. In computing the system-level IPC metrics, I took the means of

lower-level metrics without concerning the variations (e.g., standard deviations). To reduce

the threat as regards the correlation analysis, I purposely chose Spearman`s method over

alternatives as it is a non-parametric method that does not assume normality of underlying

data distribution or relationships between the data groups.

On the other hand, although I applied largely augment the run-time inputs to the sub-

jects, this augmentation did not help get more samples for training and testing the quality

classi�ers with respect to static quality metrics. As a result, the evaluation for these classi-

�ers might be quite premature. I would need thousands of di�erent Java distributed systems

as subjects for a much stronger evaluation in this regard.

Conclusion validity. The lack of enough distributed system subjects (only 11) causes

a threat to conclusion validity regarding static quality metric classi�ers. In building these

classi�ers, I measured the IPC metrics during subject executions and aggregated correspond-

ing results. This process ignored the di�erent characteristics of dynamic behaviors across

various executions of each subject, and essentially treated all executions of each subject as

representations of its holistic behaviors.

This aggregation ignored the varying characteristics of dynamic behavioral pro�les across

di�erent executions of each subject, and essentially treated all of the executions of each sub-

ject as being collectively representative of that subject's holistic behaviors. Such a treatment

may lead to biases about the performance of these classi�ers.
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Eventually, the quality classi�ers only estimate whether the quality metrics are anomalous

or not (whether they are worth warning or not) only at high levels. Currently,DistMeasure

is not su�cient for pinpointing such anomalies when warned.

3.5 Lessons Learned and Takeaways

My exploration of IPC metrics not only demonstrated the practicality of measuring IPC in

large, real-world distributed systems, but also revealed the substantial presence (albeit with

varying degrees) ofimplicit coupling among distributed components (generally decoupled

in architectural design). And I showed that one way to reveal such implicit coupling is

through measuring interprocess coupling. My results on IPC measurements revealed that

higher coupling in terms of inter-process dependencies is generally bad for quality (by being

signi�cantly indicative of lower quality with respect to �ve out of the six factors considered).

In particular, in distributed program executions, high IPC coupling was typically asso-

ciated with low quality in some characteristics/sub-characteristics (e.g., bad time behaviour

and further low performance e�ciency, low modi�ability/testability and further low main-

tainability, low security) and corresponding quality metrics (e.g., long execution time, high

complexity, large attack surface). This largely consolidates the drawbacks of high coupling,

generally leading to low quality [132].

Conversely, higher process-level cohesion bene�ted the system quality via high security

in multiple sub-characteristics (i.e., high con�dentiality, integrity, non-repudiation, account-

ability, and authenticity) and relevant quality metrics (e.g., low attack surface and vulnera-

bleness). This con�rmed the previous �nding that high cohesion (in an individual software

process/component) is typically related to high quality [97].
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In summary, distributed system developers are recommended to achieve and maintain

low overall (implicit) coupling among system components for high system quality, espe-

cially when they concern quality characteristics including performance e�ciency, functional

suitability, and security. On the other hand, developers prefer to program high cohesive

components with respect to the merits of higher process-level cohesion, when concerning

better maintainability and security [126]. In short, low coupling and high cohesion should

be the targets of distributed system developers.

From the statistical results of DistMeasure Part 1 , there was only one classi�er for

one static predictable quality metric: (CCL, PLC) -> vulnerableness, discussed inx3.4.3.

However, the corresponding dataset was not su�cient (only 11 data points, as shown in

Tables 3.5) for unsupervised learning and supervised learning inDistMeasure Part 2 . In

particular, 10-fold cross-validation could not be performed due to too few samples. Much

more data points and samples are required for training/testing a sound classi�er for the

static predictable quality metric (i.e., vulnerableness).

As one of the six IPC metrics inDistMeasure , IPR did not signi�cantly correlate to

any direct quality metric considered. However, it is still useful for understanding run-time

code reuse in distributed systems. Meanwhile, the other �ve IPC metrics have shown to be

indicative of distributed software quality with respect to at least one of the quality metrics,

static and/or dynamic.

In particular, the strongest indicator of interprocess coupling, CCC, which captures the

coupling between allof the distributed processes (as opposed to measuring thatbetween two

processes as RCC does) at a �ne-grained granularity level (as opposed to measuring that at

a coarse level as RMC does) tended to be the most indicative of distributed software quality.
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Indeed, CCC was found to be signi�cantly correlated with more (four) quality metrics than

any other IPC metrics in the experiments. As a learning feature, CCC also contributed to

the quality classi�cations more than other features wherever more than one feature was used

in the classi�ers. Meanwhile, PLC, the only metric in the framework that captures process

cohesion, exhibited similar merits to CCC|it was found to be signi�cantly correlated with

three quality metrics, more than other IPC metrics except for CCC, while having contributed

to relevant classi�ers much more than other features. These results demonstrated the great

usefulness of measuring both coupling and cohesion at process level for assessing distributed

software quality.

The results also show that supervised classi�ers had clear advantages over unsupervised

classi�ers, at least for dynamic, predictable quality metrics of distributed systems. This

comparison suggests that predicting those quality metrics purely based on the similarity of

corresponding IPC metrics across di�erent system executions might not be e�ective. The

main reason is that varied system executions may have very di�erent quality measurements

even if they are close to enough IPC measurements. Instead, a better way would be based

on supervised classi�cations with respect to labeled data.

On the other hand, the advantages of supervised classi�cations over unsupervised clas-

si�cations in DistMeasure also carry a price that handling relevant quality metric values

might be expensive, especially because a large number of such values were computed and

labeled as training samples in the evaluation ofDistMeasure .

In addition, for supervised (bagging) classi�ers, computed Spearman's rank correlation

coe�cients and feature importance scores were consistent, as shown in Table 3.6 and Fig-

ure 3.4. For the quality metric run-time cyclomatic complexity, the IPC metric CCC had
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larger correlation coe�cient than RMC did (0.448 versus 0.42); while CCC was more impor-

tant than RMC in the classi�cation for run-time cyclomatic complexity(importance scores

of 0.56 versus 0.44). A similar consistency was observed in the classi�er "(CCL, PLC) ->

attack surface"|The IPC metric CCL was more strongly correlated with attack surface, and

also more important in the classi�er, than PLC.

3.6 Related Work

In this section, I discuss other previous works in three categories: dynamic coupling

metrics (x3.6.1), run-time cohesion (x3.6.2), and predictive software quality assessment based

on machine learning (x3.6.3).

3.6.1 Dynamic coupling metrics

Jin et al. [130] de�ned a dynamic component coupling metric (CPC) directly based

on inter-component dependencies derived from method executions with timing information.

Conceptually, the CPC metric is closely related to ourIPR metric, in that both are based

on approximated dynamic dependencies across components. However, the interprocess de-

pendencies on which ourIPR computation is based are signi�cantly more precise than the

purely control-
ow-based dependencies approximated in [130], according to [41]. In addi-

tion, CPC was de�ned for measuring structural complexity, whileIPR is proposed primarily

as a reusability metric. Previous reuse metrics mainly concern reusing library code and con-

nectivity between server and client nodes as a whole [82]. Instead, I measure interprocess

reusability at code level in terms of metrics de�ned based on code dependencies.
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3.6.2 Run-time cohesion

Jin et al. [129] also proposed a dynamic cohesion measurement approach for distributed

software, which includes two component-level cohesion metrics (i.e.,CC and CCW) by ex-

tending the metric lack of cohesion in methods (LCOM), a classical cohesion metric for

single-process programs. A structural quality attributecohesion factor of component (CHC)

was later introduced also for distributed software [130]. These cohesion metrics were only

evaluated againstspecializeddistributed programs (e.g., Net
ix RSS Reader, RSS Reader

Recipes, and/or the distributed version of iBATIS JPetStore) [129, 130]. The underlying

measurement tool used was also designed for these specialized systems only. In compari-

son, the cohesion metric PLC is de�ned based on method-level dynamic dependencies and

evaluated against real-worldcommondistributed systems.

3.6.3 Software quality assessment based on machine learning

Software quality prediction helps developers with better utilization of resources, e�ort

estimates, and making testing plans for components that may have defects, hence reducing

development costs and mitigating risks at initial stages [188, 208]. Various machine learning

techniques, using unsupervised or supervised learning algorithms (e.g., logistic regression,

support vector machine, neural networks, andk-means clustering) have been used for soft-

ware quality assessment.

For instance, Khoshgoftaar and Allen proposed a software quality assessment model using

logistic regression [137]. Xing et al. employed a support vector machine technique for the

classi�cation of software modules based on a complexity metric to predict software quality in
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early development stages [191]. Abe et al. used a Bayesian classi�er to estimate the success

or failure of a software project [2]. In addition, neural network techniques were also applied

to the prediction of software quality [138, 224, 227, 208]. Furthermore, Zhang et al. [252]

presented SMPLearner that trained a software maintainability prediction model by gathering

the real maintenance e�orts computed from code change histories; it experimented with 24

common machine learning techniques, including SVM regression, random forest,K -star, etc.

As a type of software quality assessment model, numerous software defect prediction

models have been built from single or multiple software projects for within- or cross-project

prediction [250, 251, 255], respectively. For example, Zhang et al. built a universal defect

prediction model with a large number of software projects from various contexts by clustering

projects based on the similarity of distribution across multiple predictors, deriving the rank

transformations, and �tting the model on the data transformed beforehand [250].

An unsupervised learning model does not require any training data and thus avoids

any homogeneity requirement (e.g., a similar distribution of metrics) among projects [251].

Moreover, some simple unsupervised models outperformed supervised models for a special

type of software defect prediction (i.e., e�ort-aware just-in-time defect prediction) for open-

source software systems [242, 83]. In particular, unlike distance-based unsupervised learning

(e.g.,k-means clustering) models, connectivity-based unsupervised defect classi�ers are based

on the assumption of a similar intuition that defective entities are likely to cluster around

the same area [251].

In contrast to these prior defect prediction models that are commonlystatic|they are

based on project features rather than system execution traits, the quality classi�ers inDist-

Measure are dynamic as they are based on IPC measurements in speci�c executions. I also
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di�er from prior defect prediction works in that I leverage IPC characteristics as a particular

aspect of system behaviors, which have not been exploited before.DistMeasure also fo-

cuses on addressing the quality of distributed software systems, which were not particularly

addressed in earlier works. Finally, unlike prior works on defect prediction that mainly aim

at predicting whether a software unit (e.g., a �le) contains functional defects, my quality

classi�ers address a variety of (both functional and non-functional) quality characteristics.

Meanwhile, I recall that the main goal ofDistMeasure is to enable and explore measuring

IPC-induced behaviors and understanding the measurement results from a perspective of

their quality correlations, rather than developing a defect prediction model, for distributed

software systems.
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CHAPTER FOUR

FLOWDIST: MULTI-STAGED REFINEMENT-BASED DYNAMIC

INFORMATION FLOW ANALYSIS FOR DISTRIBUTED SOFTWARE

SYSTEMS

Through working on DistMeasure , I found that interprocess communication is very

important for understanding the information 
ow security problems in distributed systems.

DistMeasure could help us indirectly understand potential information problems. How-

ever, it could not directly detect information 
ow paths that might leak sensitive data. This

motivated me to consider interprocess dependencies and information 
ow paths in overall

data 
ow analyses for distributed systems. As the next step in my research, I developed a

dynamic information 
ow analysis (DIFA) framework for distributed systems, which could

detect the concrete sensitive information 
ow paths.

4.1 Motivation

With increasing demands for computation at large scale, distributed software has been

increasingly developed. As other domains of software applications, distributed software

also su�ers from varied security vulnerabilities. For example, a real-world distributed sys-

tem, Apache Zookeeper [7], had a security vulnerability as reported in CVE-2018-8012 [65]:

"There is no enforced authentication or authorization when a ZooKeeper server attempts to

join a quorum ......" . Relevant information 
ow is shown in Figure 4.1.

With this vulnerability, attackers might easily gain access to a Zookeeper server and

might lead to severe damage or losses. Especially, compared to centralized programs, dis-
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Figure 4.1: A case of sensitive information 
ow (marked by arrowed lines) in Apache
ZooKeeper across three components (processes)
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tributed systems usually have larger code sizes, with their decoupled components running

on physically separated machines without a global timing mechanism. These characteristics,

among others, contribute to the greater complexity of distributed software, making it even

more di�cult to defend the code security for these systems.

As popular alternative techniques [133], taint analysis approaches have been used for

defending against these vulnerabilities. They help users identify where the sensitive data

may be leaked to untrustworthy parties as revealed by tainted information 
ow paths (i.e.,

taint paths). However, as conservative taint analyzers, static taint analysis tools often su�er

from possible unsoundness due to the use of dynamic language constructs (e.g., re
ective

calls and dynamic code loading) in modern software.

In contrast, dynamic taint analysis (DTA) has been regarded as a powerful technique

for software security that is more precise than static approaches, since it monitors and/or

computes information 
ows that are actually exercised during the program executions [194].

Unfortunately, they were mostly developed for single-process programs and cannot be imme-

diately applied/adapted to common distributed systems. A major reason for theapplicability

issue lies in that these tools compute information 
ows based on explicit dependencies, which

do not exist among distributed (decoupled) components in common distributed software.

Other existing dynamic taint analyzers, such as Panorama [243] and Taintdroid [77],

may not be subject to theapplicability barrier, yet typically rely on the underlying runtime

platform (e.g., operating system or JVM) being customized or modi�ed (e.g., instrumented).

These tools thus su�er fromportability problems|for each of their updated versions, and

thus the runtime platform may need to be modi�ed again, which may require substantial

e�ort and not always be possible.
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In a distributed system, for an information 
ow path segment, if its statements or methods

are all in one component/process, it should be called thelocal information 
ow path segment.

Relatively, all statements or methods in theremote information 
ow path segment(REFPS)

are in di�erent components/processes. Alocal information 
ow path segment is called a

source information 
ow path segment(SOFPS) if it contains one or more source statements

or methods. Oppositely, thelocal information 
ow path segment, including sink statements

or methods, is called asink information 
ow path segment(SIFPS).

An information 
ow in a distributed program may go across decoupled components via

message passing. Figure 4.1 shows a code excerpt of Apache ZooKeeper (version 3.4), a

widely used distributed coordination service, including a sensitive 
ow that is responsible

for a vulnerability case CVE-2018-8012 [65].

The data-leaking 
ow crossed three processes: (1) The sensitive data (a security key) was

read into incomingBu� in classClientCnxnSocketNIO of aClient process (at theSource), (2) passed

through classInstanceContainer of a Container process, and (3) reached classBinaryOutputArchive of

a Serverprocess where the data leaked out of the system (at theSink). This leakage caused

an authentication/authorization failure when a ZooKeeper server tries to join a quorum,

which thus may propagate fake changes to the ZooKeeper leader node. In addition, there

are no explicit dependencies among processes:Client, Container, and Server in the infor-

mation 
ow. However, there may be implicit dependencies among them in the interprocess

information 
ows shown as broken lines in Figure 4.1.
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Figure 4.2: An overview of FlowDist architecture

4.2 Approach

I developedFlowDist [89], a DIFA for common distributed software, working at purely

application level to avoid platform customization, hence achieving high portability. It in-

fers implicit, interprocess dependencies from global partially ordered execution events for

applicability to distributed software. Most of all, it achieves high scalability while remaining

e�ective, via introducing a multi-staged re�nement-based scheme for application-level DIFA,

where an otherwise expensive data 
ow analysis is reduced by method-level results from a

cheap pre-analysis.

4.2.1 Overview

An overview of FlowDist architecture is shown in Figure 4.2.FlowDist needs three

user inputs : the distributed program D , the run-time input set I to drive D, and the

user con�guration C. This con�guration speci�es the sources and sinks of user interest and

a list of message-passing APIs thatFlowDist probes for monitoring and pro�ling inter-

process message communication events. With these user inputs,FlowDist computes the

information 
ow paths between any source and any sink ofC with respect to I , in two phases.

In the �rst phase (Pre-analysis ), FlowDist computes method-level 
ow paths and the

statement-level coverage for methods on the paths to avoid otherwise expensive computation
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Figure 4.3: Phase 1 work
ow ofFlowDist

(overcoming the scalability challenge) of the next phase by narrowing down their analysis

scopes. Then, in the second phase (Re�nement ), FlowDist infers the statement-level

information 
ow paths as the �nal FlowDist output (i.e., �ne-grained sensitive 
ows)

through a hybrid dependence analysis as guided by the pre-analysis result.

4.2.2 Phase 1: Pre-analysis

The goal of this phase is to provide a coarse (method) level of analysis result, via a

rough (conservative) and rapid analysis, that will reduce the costs of the next phase, hence

enabling the overall scalability. In this phase,FlowDist computes branch coverage and

method-level information 
ow paths between each source-sink pair (de�ned in con�guration

C), in three major steps, as shown in Figure 4.3.

Step 1.1. In this step, FlowDist leverages three types of dynamic data in its hybrid de-

pendence analysis to balance the analysis cost e�ectiveness balance: (1)entry (i.e., program

control entering a method) andreturned-into (i.e., program control returning from a callee

into a caller) method events, (2)sendingand receiving message events, and (3) statement

branch coverage events.

FlowDist produces the instrumented versionD 0 of program D, by inserting probes to

monitor these events. To identify where to probe the message-passing events,FlowDist
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refers to the message-passing API list inC. If it is not provided by the user, FlowDist

would use a default list of the most commonly used APIs in the Java SDK. Only the methods

on static control 
ow paths between source-sink pairs are probed, referred to asrelevant

methods. Also, only statement branches in relevant methods (i.e., calledrelevant branches)

are probed.

For each distributed component inD, an interprocedural control 
ow graph (ICFG) is

constructed. Each message-sending and message-receiving API callsite in the component are

treated as an additional sink and source, respectively.

Step 1.2. In this step, FlowDist records the �rst entry and last returned-into events

for every method. The reason that only these events are monitored is that they su�ce for

inferring the happens-before relations among all method-execution events, hence the ap-

proximate (control-
ow-based) dependencies among associated methods [41] across all pro-

cesses. Meanwhile, message-passing events, albeit themselves not traced, are handled during

this step to partial-order method-execution events based on the Lamport time-stamping

algorithm [232], so as to determine the happens-before relation between any two method-

execution events later. The method event trace (Ti ) is produced for each of then processes

(Pi ) in the execution. In addition, a mapping (pid2fm [i ]) is produced forPi to keep the

timestamp (p2fm [i ][j ]) of each event of receiving the �rst message from another processPj

(i; j 2 [1; n]).

Step 1.3. In this step, FlowDist computes method-level information 
ow paths as the

output of this phase, by identifying the sequence of methods between any source and any

sink exercised during the execution.
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Algorithm 1 Computing method-level 
ow paths

Let SO and SI be the list of source and sink enclosing methods, respectively
Let Ti be time-stamped method execution event trace in process Pi , i 2 [1; n]

1: ps = ; // initialize the set of all method-level paths between the given pair
2: for i =1 to n do // traverse the n processes of the given execution
3: Sd = f sjs 2 SO ^ s 2 Ti g
4: if Sd == ; then continue
5: end if
6: for each method q 2 Sd do // �rst compute intraprocess dependencies
7: DS (q) = f mjm 2 Ti ^ fe (q) � lr (m)g
8: for j =1 to n do // then compute interprocess dependencies
9: if i == j _ p2fm [i ][j ]== null then continue
10: end if
11: DS (q) [ = f mjm 2 Tj ^ fe (q) � p2fm [i ][j ] � lr (m)g
12: end for
13: if DS (q) \ SI == ; then continue
14: end if
15: ps [ = f < m 1; :::; m k > jm1 == q ^ mk 2 SI ^ 8 i<j; i;j 2 [1 ;k ] fe (m i ) � lr (m j ) ^ 8 i 2 [1 ;k ]m i 2 DS (q)g
16: end for
17: end for
18: return ps

With the event traces and mapping from Step 1.2,FlowDist computes the method-

level information 
ow paths according to Algorithm 1. The core idea is thatFlowDist

combines method-level control 
ows and process-level data 
ows to approximate dynamic

method-level dependencies.

The algorithm traverses then per-process traces to search pathsps by (lines 2-15). In

each traceTi , the set Sd of covered source-enclosing methods is obtained (line 3). If there is

no source executed inPi , no path would start in Pi (corresponding toTi ) (line 4). Otherwise,

the algorithm identi�es paths starting at q by computing its dynamic dependence setDS(q),

for each methodq in Sd. (lines 6-13).

I let fe(m) and lr (m) be the timestamp of the �rst entry event and last returned-into

event of a methodm, respectively. Thelocal (intraprocess) dependencies are �rst identi-

�ed (line 7) according to the happens-before relation betweenq and each other methodm

executed inPi (treated as a local process). The design reason is that methodm2 is not

dependent on methodm1 if m2 is not executed afterm1 [39].
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Next, dependencies in each other (remote) processPj are identi�ed (lines 8-11). If Pj

never sent a message (line 9) or the timing of message passing implies no dependence, rel-

evant methods in Pj are not considered. Otherwise, they are added toDS(q) (line 11).

The rationale is that for two methods m1 and m2 executed in two processes,p1 and p2,

respectively,m2 depends onm1 only if p2 receives at least one message beforelr (m2) that

is sent (directly or transitively) from p1 after fe(m1).

When DS(q) is computed, if it includes a sink-enclosing methodmk (line 13), these

partially ordered methods inDS(q) form an information 
ow path from q to mk . All such

paths are gathered intops (line 15) and then returned (line 18).

4.2.3 Phase 2: Re�nement

In this phase, FlowDist aims to computed �ne-grained (statement-level) information


ow paths by re�ning the coarse results (i.e., method-level information 
ow paths) inferred

in Phase 1, leveraging program data of two modalities (i.e.,static and dynamic), in three

steps, as shown in Figure 4.4. The primary motivation of this hybrid analysis design is to

balance the total analysis cost and precision [40].

Step 2.1. This step is mainly a static analysis that builds a static dependence graph

of the program D. Di�ering from a whole-system dependence graph, the graph is partial,

only involving methods on the (method-level) 
ow paths computed in the �rst phase (pre-

analysis). The rationale is thatone method on a statement-level information 
ow path from

a source to a sink must be on the statement-level information 
ow path between two methods

enclose the source and sink. FlowDist stops interprocedural propagation of relevant 
ow

facts, when encountering methods that are not on the (method-level) information 
ow paths.
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Figure 4.4: Phase 2 work
ow ofFlowDist

The static dependencies are computed at a statement level, to be used as an essential

type of information by the hybrid data 
ow analysis in the last step. Speci�cally,FlowDist

computes data/control dependencies [123] within and across threads. On the other hand,

when computing such static dependencies, in order to cover all of the components inD,

the static analysis searches for all possible entry points (i.e., all classes containing themain

method) of D and starts the data 
ow computation from each of the entry points found. All

the control dependencies are also computed.

The static dependence analysis here is chosen to be context-insensitive because its results

are only used in Step 2.3, which will use method-execution events to provide the necessary

context. Furthermore, its interprocedural analysis part is 
ow-insensitive because those

events are ordered by their timestamps, while its intraprocedural analysis part remains 
ow-

sensitive. These selections reduce the total analysis cost ofFlowDist .

Step 2.2. This step aims to produce the statement coverage for each process, the �ne-

grained dynamic data only for re�ning the hybrid analysis in Step 2.3, referring to the static

dependencies from Step 2.1 and branch coverage from Step 1.2. Importantly, only methods

on method-level paths computed in Phase 1 are considered. The relational is thatstatements

in other methods will not appear on the statement-level information 
ow paths.
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